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Introduction to Reporter

This section covers everything you need to know before getting started with Reporter.

Reporter Overview

Reporter allows you to automate, schedule, and deliver the assessment reports
generated by Network Detective. Reporter can be used with each Network Detective
assessment type, and allows you to deliver emailed assessment reports to anyone on
your distribution list, or store generated reports in a shared folder location on your internal
network. Reporter also includes our InDoc technology, which allows you to annotate
network assets with your own notes and procedures.

Reporter Appliance
e, e, ye

You can install one Reporter appliance on I

i Client Networks
your company network, where it can Remote Data
generate automated reports for multiple Collectors

client sites. Use the Network Detective
application to manage the Reporter and to

select which reports to generate and . e
deliver on a pre-scheduled basis. Reporter EE}U@ Eﬁ*;?;‘e“"*
also has the ability to schedule and W ,}/
automatically perform External = ooan SN
Vulnerability Scans. = «r//’/. Report
Reports d
Remote Data Collector ~ >
. G oti. ication
The Reporter works in tandem with the _ Fnaine
Network Detective Remote Data -
Collector (RDC). The RDC is an Noowmloadto I

automated data collector used to execute
network and local computer scans
necessary to perform Network, Security,
Office 365/Exchange, SQL Server, HIPAA,
and PCl assessments. The RDC is installed in under five minutes at each client site.

You manage the RDC from the Network Detective application, where you configure and
schedule scans.

© 2023 RapidFire Tools, Inc. All rights reserved.
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InDoc and the RapidFire Tools Portal

With your Reporter subscription, you can use InDoc and the RapidFire Tools Portal to
dive deeper into the data you collect from your Reporter sites. With InDoc, you can
supplement Reporter data with your own network documentation to make managing your
client's assets a breeze. InDoc utilizes Reporter scan data to provide continually updated
asset documentation that can be augmented with notes, procedures, and tags as well as
being related to other assets.

About this User Guide

This guide is designed to provide an overview and specific steps required to:

« install and configure the Reporter Software Appliance

« install and configure the Remote Data Collector at each client site for which you
wish to use Reporter

» schedule the collection of IT and Compliance assessment scan data for storage in
the RapidFire Tools Secure Cloud Storage Area to automatically generate
assessment reports

» use InDoc and the RapidFire Tools Portal to enhance your asset documentation
for client sites with your own Notes and Procedures

© 2023 RapidFire Tools, Inc. All rights reserved.
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Components of the Reporter

Reporter

Component

Description

Reporter
Appliance

Remote Data
Collector

Network
Detective
Application

InDoc and
RapidFire
Tools Portal

(Optional)
Diagnostic
Tool

RapidFireTools’

This is the Reporter software application that operates on the MSP network.
Specifically, you will install the RapidFire Tools Server Windows Service.

You install the Remote Data Collector at each of your client's sites, where you
configure it to perform unattended scans on the network.

This is the same Network Detective desktop application and report generator that
is used with any other Network Detective modules. This application contains
additional features to manage the Reporter remotely, including the Client-
Connector.

InDoc utilizes Reporter scan data to provide continually updated asset
documentation that can be augmented with Notes, Procedures, and Smart Tags.
You can also map Relationships between assets. You access InDoc for Sites
through the RapidFire Tools Portal.

The Diagnostic Tool is used for configuring and troubleshooting the Reporter. The
Diagnostic Tool should be run on the same network as the Reporter to perform
diagnostics checks such as for Reporter connectivity or for available updates.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Reporter Features

Reporter is designed to perform the following:

» Enable an MSP to remotely gather Network Detective scan data for multiple client
networks to generate assessment reports. This eliminates the need to manually
download scan data from the Secure Cloud Storage Area previously uploaded
using the Network Detective Client-Connector.

» Automate the collection and consolidation of scan data using the Network Detective
Remote Data Collector and automatically generate Assessment reports from the
point-of-view of the client’s internal network. This eliminates the need to manually
generate assessment reports.

« Enable an MSP to operate a Reporter appliance on its local network to set up,
manage, and perform automatic assessment report generation for multiple client
Sites.

Allow MSP support technicians and help desk personnel to easily access
documentation and current asset information regarding a customer site to assist in
addressing customer issues.

Automated Assessment Reporting

Automatic Report Generation enables you to use the Reporter to schedule and generate
assessment reports for each Network Detective Assessment Module. This includes:

* Network Assessments

o Security Assessments

» SQL Server Assessments

» Microsoft Exchange Assessments (using the Exchange Data Collector)
o HIPAA Compliance Assessments

+ PCI Compliance Assessments

Automated External Vulnerability Scanning

Reporter enables you to configure and schedule an External Vulnerability Scan to run at
regular intervals.

© 2023 RapidFire Tools, Inc. All rights reserved.
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External Vulnerability Scans are performed at the external “Network Edge” to check for
security holes and weaknesses. The results can help you help make better network
security decisions. The External Vulnerability Scan performed by Reporter includes a full
NMap Scan which checks security holes, warnings, and informational items that can help
you make better network security decisions. This is an essential scan and is a standard
security check to ensure a viable security policy has been defined, implemented, and
maintained to protect the network from outside attacks.

The External Vulnerability scans can be incorporated into Network Detective Security,
HIPAA, and PCI Assessments.

Remote Updating of the Reporter

Reporter is easy to update remotely. Updates may include bug fixes, new features, and
additional scans types. Updates can be configured to take place automatically.

InDoc and the RapidFire Tools Portal

With your Reporter subscription, you can use InDoc and the RapidFire Tools Portal to
dive deeper into the data you collect from your Reporter sites. With InDoc, you can
supplement Reporter data with your own network documentation to make managing your
client's assets a breeze. With InDoc, you can:

¢ Annotate each asset on the client's network with your own Notes and Procedures.

» See relationships between assets by linking together Related Items.

» Safely share Confidential Notes, including passwords, in a secure storage area.

» Manage the Smart Tags associated with each network asset. Smart Tags are used
to monitor network security with Cyber Hawk, our security service delivery system.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Tips for Automated Report Scheduling

Before you schedule report generation, be sure you take into account these tips:

Schedule Site Reports after Site Scans

Use Reporter to schedule reports to be generated at a time after the necessary
scans have taken place on your customer networks using the Network Detective
Remote Data Collector. This will ensure Reporter has access to the latest scan data
before it generates and delivers the assessment reports.

Schedule Reports at Correct Time Intervals for Multiple Sites

Before it can generate reports, Reporter needs time to download Scan Data from
the RapidFire Tools Secure Cloud Storage Area. Schedule Report generation tasks
to take place 20-30 minutes apart for each of your Network Detective sites. This will
ensure Reporter has enough time to download scans and generate reports for a site
before it moves on to the next site.

Schedule External Vulnerability Reports after External Vulnerability
Scan

External Vulnerability Scans may take several hours to complete for your Site.
Schedule your External Vulnerability Report tasks at least 5 hours after your external
scan for the site.

© 2023 RapidFire Tools, Inc. All rights reserved.
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RapidFire Tools Server System Requirements

Below you can find the minimum requirements for the RapidFire Tools Server:

RapidFire Tools

Senverips Cyber Hawk Compliance Manager Reporter

Minimum * Intel i5 processor * Intel i5 processor * Intel i5 processor

Requirements
* Windows 10 Pro or * Windows 10 Pro or * Windows 10 Pro or
Windows 2016 Server Windows 2016 Server Windows 2016 Server
and up and up and up

» 2 GB Available RAM » 2 GB Available RAM * 4 GB Available RAM
* 5 GB Disk Space * 5 GB Disk Space * 10 GB Disk Space

* Network * Network Recommendation: +1
connectivity/Internet connectivity/Internet GB per client Site
access access
* Network
connectivity/Internet
access

Important:
Reporteris
installed on the
MSP network -
NOT the client
network.

Important: You can only install one RapidFire Tools server/appliance on a PC or
endpoint at a time. If you need to install multiple server(s)/appliance(s), install each
one on a separate endpoint on the network.

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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Reporter Prerequisites

The following components are required to operate the Reporter Appliance:

a subscription to one or more Network Detective IT or Compliance Assessment
Modules

the Network Detective Application

an Internet connection used to access the RapidFire Tools Secure Cloud Storage
Area

the Remote Data Collector configured and scheduled to perform unattended
scans on your client’s network. These scans may include

° Network and Security Scan Data Collection

o Exchange and Office 365 Mail Scan Data Collection
o SQL Server Data Collection

o HIPAA Assessment Data Collection

o PCI Assessment Data Collection

a Client-Connector configured to operate with the Remote Data Collector to
upload the scan data collected from the network at your client’s site to the RapidFire
Tools Secure Cloud Storage Area.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Setting Up Reporter

Setting up your Reporter consists of these steps:

"Initial Reporter Set Up" below

"Initial Remote Data Collector Set Up" on page 22

"Configure Remote Data Collector to Perform Scan Tasks" on page 31

L n -

"Configure Reporter to Access Scan Data and Generate Reports" on page 35

Initial Reporter Set Up

Step 1 — Install Reporter Appliance on MSP Network

Visit https://www.rapidfiretools.com/nd-downloads to download and install the Reporter
Server on a Windows 10 PC operating within your MSP company’s network.

For more information about installing the Reporter Server, please download the
Reporter Server Installation Guide.

Important: You can only install one RapidFire Tools server/appliance on a PC or
endpoint at a time. If you need to install multiple server(s)/appliance(s), install each
one on a separate endpoint on the network.

After successfully deploying the Reporter Server, visit https://www.rapidfiretools.com/nd-
downloads to download and install the latest version of the Network Detective
Application. Then run Network Detective and login with your credentials.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Step 2 — Open Existing Network Detective Site with an Active
Assessment Project

1. Start the Network Detective application.

2. Select the Site that you want to use with the Reporter Appliance.
(@ Metwork Detective T

A & m &

InForm Appliances Connector Service Plans

-@\E ) o Customer A
S 4" Assessment Status: Mot Started
R N7 chedist

-

3. Toopen the Site, double-click on the Site name.
If you do not have a Site, create a New Site.

4. Open an existing Assessment Project or Start a New Assessment Project to be
used with the Reporter Appliance.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools’
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Step 3 — Associate Reporter with Sites

Before using the Reporter, the Reporter must be Associated with a Site in the Network
Detective Application.

1. After creating a new Network Detective Site, or within an existing Site, in order to
“‘Associate” a Reporter with the Site used for the Assessment Project, you must

first select the A selector symbol to expand the Site’s properties view.

/| Customer A  / Edisie

This action will expand the Site’s properties for you to view and to Add a Software
Appliance to the Site.

2. To add an Appliance to Site, select the Appliance button, then the Appliances
Add button.

A Customel’A Assessments | Repots | Ewport | Explore Data

1
Click Add to bind a Network Detective Appliance to the site

2

3. Select the Appliance ID of the Appliance from the drop down menu.

Add Appliance (el o5 e S|
Appliance 1D: - |
Site: Customer A

OK || Canesl

After successfully adding an Appliance, it will appear under the Appliance bar in
the Site Properties window.

© 2023 RapidFire Tools, Inc. All rights reserved.
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A Customer A Assessments | Repots | Export | Explore Data
. Appliances L Connectors DﬂmmPra‘m
v
lj/ INSP ! Active x Remove } Appliance Up to Date \Manage

Status
Mo queued tasks.

The Reporter button will appear on the left-side bar when it is successfully
associated with the Site.

A
=

Reporter

You can also view a list of all Appliances and their associated Sites. Navigate to
the Appliance tab from the top bar of the Network Detective Home screen. This
will show a summary of all Appliances, their activity status, and other useful
information.

InForm Connector Service Plans Users Preferences

Home Appliances

SITE Reporter Customer 1 - HIPPA  / EiSie

E‘ E? NDA1

Active Proj
ive Project v # Satlings

To return to the Site that you are using to perform your Assessment, click on the
Home icon above and select the Site that you are using to perform your
Assessment.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Step 4 — Add Client-Connector to the Site

1. Open the Site being used for your Assessment and Reporter configuration.

2. Selectthe A Selector symbol to expand the Site properties view.

/| Customer A  / Edisie

3. Select Connector button.

V Customer A [ Edit Site Assessments | Repots | Bxport
Appliances Remote Data Collectors |:| Report Preferences
4+ Add Connector 4+ Add Mobile Connector
Remove Edit MName jin] Type Downloads Available
0 | CUSTOMER A Standard 3 downloads available

4. View the Connectors associated with the Site.

Note: If a Client-Connector is not associated with a Site that is to be used with
a Reporter Appliance, it will be necessary to Add a Client-Connector to the

Site.

5. Click Add Connector. Enter a Connector Label and click OK.

V Reporter Customer 1 - HIPPA j Edit Site fssessments | Repots | Expor
/ Appliances L Connectors Remote Data Collectors Scan Hosts |:| Report Prefe
i
el g | A4 oo - B
Remove Edit MName Adding & connector will allocate a new Connector ID. The Connector 1D will be used in

the Client Connector command line to associate uploads with your account and to this

0 Lo Regrierdmn: particular Connector.

Assessment-20180  Connector ID:
Connector Label: ||

100% Complete 10 Complete

Connector Ste: | Reporter Customer 1 - HIPPA i
HIPAA Risk Profile (Mon

oK Cancel

V Selector.

6. Close the Site properties by selecting the

When you complete these steps, proceed to "Initial Remote Data Collector Set Up" on the
facing page.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Initial Remote Data Collector Set Up

To perform the installation of the Remote Data Collector, please follow the instructions
below.

Important: You will need Network Detective login credentials in order to install the
Remote Data Collector.

.

Note: The Remote Data Collector is installed at the client's site.

Remote Data Collector System Requirements

The following is a list of computer and software system requirements that are necessary
to operate the Remote Data Collector:

1. Subscriptions to the Reporter Appliance and any Network Detective Assessment
modules relevant to the assessment reports you want to run.

2. A computer connected to your client’s WMI enabled network running Windows 8.1
or 10.

3. A Client-Connector associated with the Reporter Site in Network Detective
4. Access to the Internet.

Network Prerequisites for RDC Scans

Important: For best results, the target network must be configured to allow for
successful scans on all network endpoints. See "Pre-Scan Network Configuration
Checklist" on page 277 for configuration guidance for both Windows Active Directory
and Workgroup environments.

Before setting up the RDC, be sure that you have the information detailed below on hand.
Work with the project Technician and/or your IT admin on site to collect the following:

« Admin network credentials that have rights to use WMI, ADMINS$, and File and
Printer Sharing on the target network.

« Internal IP range information to be used when performing internal scans.

» External IP addresses for the organisation to be used when setting up External
Vulnerability Scans.

e Network Detective Account Credentials.

© 2023 RapidFire Tools, Inc. All rights reserved.
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» For Windows Active Directory environments, you will need admin credentials to
connect to the Domain Controller, as well as the name/IPaddress of the domain
controller.

e For Windows Workgroup network environments, a list of the Computers to be
included in the Assessment and the Local Admin Credentials for each computer.

Remote Data Collector and Exchange Assessments

If you are installing the RDC to perform an Exchange assessment, you must install the
RDC directly on the Exchange server itself. This is required in order for the RDC to
communicate with the Exchange server using any required Exchange Shell utility
available on the Exchange Server.

Note: If you are scanning Office 365, you do not need to run the RDC on the server.
You will only need to enter management credentials for Office 365.

Step 1 — Download and Install Remote Data Collector on Client

Network

1. Visit the RapidFire Tools software download website at
https://www.rapidfiretools.com/nd-downloads to download and run the Remote
Data Collector Installer file. The Installer file is named
NetworkDetectiveRemoteDataCollector.msi.

© 2023 RapidFire Tools, Inc. All rights reserved.
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L View Downloads - Internet Explorer - o “
View and track your downloads Search dewnloods P
Name Location Actions A

NetworkDete...msi 260ME Do youwant to run or 3 5 .
- un AVE
s3.amazonaws.com save this program?
W
Options Clear list Close

2. After downloading the Installer, Run the Installer to start the installation process.

3. After the Welcome Screen is displayed, click Next button to continue the installation
process.

ﬁ Metwork Detective Remote Data Collector Setup - *

Welcome to the Network Detective
Remote Data Collector Setup Wizard

The Setup Wizard will install Metwork Detective Remote Data
Collector on your computer. Click Mext to continue or Cancel
to exit the Setup Wizard.

4. Accept the terms of the End User License Agreement and click Next.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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‘_TE] MNetwork Detective Remote Data Collector Setup — *

End-User License Agreement

Please read the following license agreement carefully

END-USER LICENSE AGREEMENT ("EULA") "~

The person, company or entity who has registered for an account with
Metwork Detective ("You" or "Licensee”) acknowledges and agrees that
wour use of the Network Detective software from RapidFire Tools, Inc.
("Company”), a Georgia corporation with its principal place of business
in Atlanta, Georgia, is subject to the terms and conditions of this End-
User Licensed Agreement ("EULA"). THIS EULA IS A LEGAL
AGREEMENT BETWEEN YOU AND COMPANY FOR THE Metwork
Detective SOFTWARE PRODUCT IDENTIFIED ABOVE WHICH
INCLUDES COMPUTER SOFTWARE FOR THE Network Detective

W

[]q accept the terms in the License Agreement:

Print Back Mext Cancel

5. Accept the default Destination Folder location for the Remote Data Collector’s
installation. Click Next.

1‘%] Metwork Detective Remote Data Collector Setup — *

Destination Folder
Click Mext to install to the default folder or dick Change to choose another.

Install Network Detective Remote Data Collector to:

|C: ‘\Program Files (x88) \NetworkDetective,

Change...

6. Click Install button to proceed with the installation and set up of the Remote Data
Collector.

© 2023 RapidFire Tools, Inc. All rights reserved.
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ﬁ] MNetwork Detective Remote Data Collector Setup — *

Ready to install Network Detective Remote Data Collector

Click Install to begin the installation. Click Badk to review or change any of your
installation settings. Click Cancel to exit the wizard.

7. When the install is complete, click Finish.

ﬁ MNetwork Detective Remnote Data Collector Setup - et

Completed the Network Detective
Remote Data Collector Setup Wizard

Clidk the Finish button to exit the Setup Wizard.

Back Cancel

Step 2 — Set Up Remote Data Collector on Client Network

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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1. When the install is complete, the Remote Data Collector setup window will then
appear. Click Next.

[Z8 Network Detective Remote Data Collector Setup -v2012.04.17.01

v Welcome Welcome

‘This wizard will guide you through the corfiguration of the Remote Data Collector. Keep in mind that you can use this
wizard to re-corfigure the Remote Data Collector at a latertime

To complete this wizard, you wil need your Network Detective login credertials and have @ valid Network Detective
Connector provisioned for use.

The Remote Data Collector will be bound to the Connector. 1t can be managed from the same Site that the Connector
is bound to,

During this step, the Remote Data Collector and Service Updater programs will
be installed. Once the Installer confirms the installation of each program, click Next.

[Z3 Network Detective Remote Data Collector Setup -v2018.04.17.01

- o x

¥ Welcome Service Status

+ Service Status NDRDC Service (Network Detective Remote Data Collector)

EXE Path:  C:\Program Flles (<86)\NetworkDetective\DataCollector'bin'ndrdc exe
Installed: ¥

Running: ¥

NDSU Service (Network Detective Service Updater)

EXE Path: C:\Program Fies (x86)\Network Detective\DataCallector'updaterindsu exs
Installed: ¥

Running: ¥

< Back Nex > Cancel

3. In this step, the RDC will verify that the computer that will host the data collector can

communicate with the Network Detective web and file transfer services. Click Next.

Note: If you are using a proxy server, enter the required credentials and
connection information.

© 2023 RapidFire Tools, Inc. All rights reserved.

27



Network Detective

Reporter — User Guide

+ Welcome

[Z3 Network Detective Remote Data Collector Setup -v2018.04.17.01 -

Verify Communication

« Senvice Status

+ Verify Communication

Vefying network commurication. Intemet accsss is required for proper aperation of the Remate Data Collectar,

Proxy Setting
[] A Proxy Serveris Required to Access the Intemet.

Results:
Network Detective Web Services:
File Transfer Services

4
v

Cancel

4. Next you will need to link the RDC to your chosen Site in Network Detective. To do
this, first enter your Network Detective credentials and click Next.

« Welcome

[Z4 Network Detective Remote Data Collector Setup -v2018.04,17.01 —

Network Detective Credentials

[m) e

+ Senvice Status

Loginto your Network Detective account to retrieve a list of available Connector IDs.

" Verify Communication

Network Detective Credentials

Usemame i |
Password: | |

< Back Neat >

Cancel

5. Scroll through the list of Sites associated with your Network Detective account.
Select the Site/Connector ID with which to associate the Data Collector. This will
be the Reporter Site that will receive regular data from the RDC scans. Click Next.

Note: You must set up a Client Connector in the Network Detective application
before you can complete this step.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Network Detective

[Z3 Network Detective Remote Data Collector Setup -v2018.04.17.01

Connector ID

+ Welcome

« Senvice Status

Available Connector IDs

+ Verify Communication

Select the Connector |0 you wish to associate with this Remote Data Collector.

« Network Detective Credentials -
Ste Name Ste Label

<

7 Gzl iy ~ - < - - - = - |

Connector 1D

Enable automatic updates for this Remote Data Collector.

6. Review the Remote Data Collector’s configuration settings and verify they are

correct.

[Z8 Metwork Detective Remote Data Collector Setup -v2018.04.17.01

¥ Welcome Verify Settings
+ Service Status Configuration

Device ID:  [pending]
" Verify Communication ¢ or ID:

Use Proxy: o
¥ Network Detective Credentials e

Selected Bound Site Information
 Connector ID Site Name-  Reporter Customer 1
St Label:  Reporter Customer 1

¥ Verify Settings

from the neuny bound site.

Please note that the data collected from this mm:hm will be bou'din the
sit Network

i
ion GUI. the data from lhs machine will be accessible

< Back Install > Cancel

7. Select the Back button to correct any configuration issues, or click Next to finalize

the setup.

8. After the Remote Data Collector (RDC) application is set up, you will be notified

that the RDC is ready for use.

© 2023 RapidFire Tools, Inc. All rights reserved.
29



Network Detective Reporter — User Guide

(23 RapidFire Tools Server Setup - v2018.08.30.01 - O X
wWelcome Configure Setlings
 Senice Status Instaling the Network Detective appiance. This procss typically takes between 10-20 minutes.
+ Verify Communication
Task Notes

 Network Detective Credentials v | Register Remote Data Collectar | Success.

v | Associate Comnector 1D Success.
« Connector ID v | Saving Settings Success
+ Verify Settings
« Configure Settings Setup Complete |

When you complete these steps, proceed to "Configure Remote Data Collector to
Perform Scan Tasks" on the next page.
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Configure Remote Data Collector to Perform Scan Tasks

In order to generate automated assessment reports using Reporter, you will need to
configure the Remote Data Collector to perform scheduled scans on the client's network.
This gives Reporter the data it needs to generate documentation.

To create scan tasks, perform the following steps:

1. Click on the Reporter button on the left side of the Site screen.

/
y
Reporter

2. From the Tasks bar, click Create Scan Tasks.

Reporter Customer 4 - NA+SA /i sie

SITE
© . ) NDAL-
:‘_, ] [
Active Project .
A 8 Setings [ Create Scan Task X
(@1 Create Scan Tas -
=
‘ [ 7 ot s e Select Reparter or Remote Data Collector that
A ] Tasks {Ese Tepor TS wil perfom this scan task:
Jvchived Projects
I (Repo
A T C+ (Remote Data Collector
H
E -#_1 Scheduled Tasks
Generated
Reports
(i
Downloaded
Reports Select Cancel
3
Reporter

3. Select the Remote Data Collector(s) available for the Site. If you don't see any
RDCs, be sure you installed them correctly.

The Create Task window will be displayed.

© 2023 RapidFire Tools, Inc. All rights reserved.
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(@1 Create Task

Scan Type

Scan Type

Select the type of scan this task should perform. You will need separate tasks to perform different types of
scans

IT Assessment
Metwork Scan (Network/Security Modules)
SQL Server Collection
Exchange Server Collection
HIPAA Compliance
HIPAA Netwark Scan
PCl Compliance
PCI Network Scan
Local Scans
Push Deploy
Local on Remote Data Collector only

< Back Next > Cancel

Reporter — User Guide

4. Follow the wizard and enter the necessary scan settings. See "Configuring Remote
Data Collector Scans by Assessment Module" on page 90 for more details

(Network, Security, HIPAA, PCI, Exchange, and SQL scans).

/ Scan Type

Active Directory

Local Domains

Additional Credentials

External Domains

IP Ranges

SNMP Information

MBSA

VMware

Verify and Schedule

(81 Create Task - Network Scan (Network/Security Modules) — x

Active Directory

Please enter a usemame and password with administrative rights to connect to
the local Domain Controller and Active Directory.

If you are scanning a workgroup environment, enter credentials which can
access the individual workstations as a local administrator.

| wart to scan
(® Active Directory domain () Workgroup {no domain)

Active Directory Credenrtials

If in @ domain, please enter the Fully Qualified Domain Name (.e..
corp.myco.com instead of the shotened name - MYCO)

Usemame: ‘ {domain‘wuser)

|
Password: | ‘
|

Domain Controller:

< Back Next > Cancel

Once you create the scan task, it will appear as a task in the appliance Task library.

© 2023 RapidFire Tools,

Inc. All rights reserved.
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V7] Tasks _cese ScanTasks

Remote Data Colector

B

5. In order to initiate the scan, you will need to move the scan from the Task list into
Scheduled Tasks. There are two ways to do this:

a. Select the Run Now option link under the Action column to initiate the scan.
This will place the scan directly into the Scheduled Tasks list, and the scan
will begin immediately.

Action Schedule Delete

Run Mow Schedule x
Run Mow Schedule x
Run Mow Schedule ?(

b. Or, click Schedule to execute the scan sometime in the future. When you click
the Schedule link, the CRON Builder scheduler window is displayed and is
used to set the scheduled action’s execution time.

CROM Builder *
Time Zone: | (UTC-05:00) Eastem Time (US & Canada) e
Every Day vl at 12:00 AM S
Da
Week
Manth
Quarter 0K Cancel
Year
Once

Whether you choose to run the scan now or schedule the scan to take place in the
future, it will be added to the Scheduled Tasks list, where you can check its status.
This is the final step in initiating (or scheduling) a scan.

V' %] Scheduled Tasks

Type Tasklabel  Desaription Remote Data Collector | Status NextRunDate  LastRunDate | Repeats ~ Cancel
Network Scan Perform a Network Scan on a network with a d... RDC pending No x

© 2023 RapidFire Tools, Inc. All rights reserved.
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Continue creating and scheduling scan tasks for the Site. You will need to create
and schedule the correct scan tasks for the reports you wish to automate. If you don't
perform the correct scans, your reports won't have the necessary information. See
"Configuring Remote Data Collector Scans by Assessment Module" on page 90 for
specific instructions for setting up the various types of scans.

To continue setting up Reporter, proceed to "Configure Reporter to Access Scan Data
and Generate Reports" on the next page.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Configure Reporter to Access Scan Data and Generate
Reports

This section covers the last step in setting up Reporter: configuring Reporter to access
the scan data provided by the Remote Data Collector to schedule, generate, and deliver
automated reports.

Before proceeding, be sure that you have completed these earlier steps:

« "Initial Reporter Set Up" on page 17

» "Initial Remote Data Collector Set Up" on page 22

» "Configure Remote Data Collector to Perform Scan Tasks" on page 31

Note: Before proceeding, also be sure that you have completed a scan on the
client's network using the Remote Data Collector (RDC). The steps below
including verifying that the RDC scan data can be successfully uploaded to the
Reporter in order to generate reports.

Then follow the steps below:

Step 1 — Verify connection to Remote Data Collector

Verify that the Remote Data Collector scans have been uploaded to the Secure Cloud
Storage Area and can be accessed via the Client-Connector.

See "Client-Connector Diagram" on page 271 for a helpful picture of how this
process works.

To do this:

1. If you have not done so already, run a test scan on your client’s network using the
Remote Data Collector.

2. Open the Network Detective Site associated with the Reporter.

3. Click the selector A symbol to expand the Site properties view.

© 2023 RapidFire Tools, Inc. All rights reserved.
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El Customer A  / EdiSie

4. Click Connectors.
5. View the Connectors associated with the Site.

6. View the Downloads Available status indicator within the list of Client-
Connectors associated with the Site. If there are downloads available, this means
the RDC is successfully uploading completed scans to Network Detective.

v Customer A f Edit Site Assessments | Repots | Bxport
/' Appliances Remote Data Collectors |:| Report Preferences
v
[ 4+ AddComestor  + Add Mobie Comnector
Remove Edit Mame D Type Downloads Available
0 | CUSTOMER A Standard 3 downloads available

Alternatively, you can:

1. Click the Connector icon on the Network Detective menu bar. A list of available
Client-Connectors will be presented.

A f & mw F ¢ o

InForm Appliances Connectar Service Plans Preferences

2. Double-click on the Client-Connector that is Associated with the Site you are
using with the Reporter Appliance.

Site Name Connector Name
Connectors

Customer A Connector

3. The list of scan files that have been uploaded to the Secure Client Storage Area
for use by the Reporter Appliance will be listed for the Client-Connector

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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associated with your assessment’s Site.

Network Detective

Connectors

Computer

Connector Name: [Customef A Connector

-

Connector Name

Customer A Connector

File Mame
ClientNetwork Scan.ndf

Uploaded
Fri, 15 Jul 2016 19:30:5...

.

Important: If you can't find scan data, be sure that:
* The Remote Data Collector is installed correctly
* You associated the RDC with the correct Site by selecting the correct Client-

Connector during the installation process

* The Remote Data Collector is configured to perform scans on the client network

J
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Step 2 — Schedule an External Vulnerability Scan (OPTIONAL)

The External Vulnerability Scan enhances your assessment reports by gathering
information about the target network's external vulnerabilities.

The External Vulnerability Scan feature within Reporter can only be used with the
following modules:

o Security Assessment Module

* HIPAA Compliance Assessment Module

e PCI Compliance Assessment Module

Note: You only need to create one External Vulnerability Scan task for each site
and/or set of external IPs you wish to scan. Reporter can use this scan data to
generate multiple sets of reports.

Important: You can schedule this scan to occur whenever you'd like. However, be
sure to schedule the external vulnerability scan several hours BEFORE you assign
Reporter to generate reports. This will ensure Reporter has the latest scan data to
generate reports.

To create the External Vulnerability Scan task, perform the following steps:

1. Click on the Reporter button on the left side of the Site screen.

Al
4

i
v

Reporter

2. From the Tasks bar, click Create Scan Tasks.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Active Project
e A l‘- Settings

:‘ A E Tasks Create Report Tasks  Creat
hived Projects
E‘ ATl Scheduled Tasks

|

Generated
Reports

E.‘

Downloaded
Reports

%

Repotters

N\

[®1 Create Scan Task

Select Reporter o Remote Data Collector that =
will pesfomn this scan tas!

- *x

NDATH (Reporter
RDC-

)
{Remote Data Collector)

3. Select the Reporter available for the Site.

Set up the External Vulnerability Scan
1. Choose External Vulnerability scan from the wizard and click the Next button.

(@1 Create Task

Scan Type

- x
Scan Type
Select the type of scan this task should perform. You will need separate tasks to perform different types of
scars.
External Scans
< Back Next > Cancel

Network Detective

2. Select the Add button in the Create Task — External Vulnerability Scan window
to add the IP address range to be scanned.

RapidFireTools
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39



Network Detective Reporter — User Guide

[®) Create Task - Externa _
& ScanType IP Addresses
IP Addresses Extemal IP Addresses
Verify and Schedule .
Remove
Remave Al
Add IP Address Range ﬂ
I only a single IP Address is wanted, leave the Ending IP Address blank.
e E—
Add Cancel
< Back Next > Cancel

3. Enter the IP address range and select the Add button to add the IP addresses to the
External IP Addresses list.

4. Select the Next button to continue. The Verify and Schedule window will be
displayed.

(&Y Create Task - External Vulnerability Scan

Verify and Schedule

( Scan Type

Press the Finish button to save the task. Use the Back button to go back and

f IP Addresses
modify any previous changes.

Verify and Schedule Email Notification

Send email natffication when schedule completes

Email Address ‘taﬂl@rapidﬁremﬂls com

Use Login User

Task Label:
(optional)

Modify Settings < Back Finish Cancel

5. If an Email Notification should be sent after the scan is complete, then:
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a. select the Send Email Notification option

Network Detective

b. type in the Email address for the recipient of the Notification

Note: Scans can take several hours to complete. The designated recipient of
scan completion notifications will receive an e-mail when the External

Vulnerability Scan is complete.

6. Select the Finish button to complete the scan’s configuration

7. The External Vulnerability Scan will now be listed in the Manage Appliance

window within the Task Library list.

Tesklbel  Desaptn  Scheded?  RemoteDataColector |Action

Runiiow

Runtiow

eeeeeee

eeeeeee

eeeeeeee

eeeeee

8. Next, click Run Now or Schedule to initialize the scan immediately - or at a regular

scheduled time.

Schedule the External Vulnerability Scan

1. Click on Schedule link to open the CRON Builder window. The CRON Builder is

used to schedule the running of scans.

Important: You must ensure that no other Network Detective or Compliance
Manager products are being used to perform an External Vulnerability Scan on
the same external IP Address range at the same time. Allow at least several
hours between repeat external vulnerability scans. Scheduling external scans at
the same time will result in reports with missing or incomplete data.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Collector

Action
Run Maow
Run Mow
Run Mow

Run Mow

Schedule

Schieduls

Schedule

Scheduls

Scheduls

Delete

XXX

Reporter — User Guide

Scans can be set to run daily, weekly, monthly, quarterly, annually, or just once.
You may also set the time of the day that the scan should be initiated.

Note: Please note that the time zone used for the CRON Builder time is Eastern
Standard Time (EST).

CRON Builder

Da
Week
Morth
Quarter
Year
Once

Time Zone: | (UTC-05:00) Eastem Time (US & Canada)

OK

-

Cancel

2. Setthe scan frequency by selecting one option from Every list (i.e. day, week,

month, year,

oronce)

3. Next set the “on the” by selecting a day that the scan should be performed.

4. Then set the time of the day that the scan should run by setting the “at” time.

v ?L Scheduled Tasks

Type
External Vulnerabiity Scan

Task Label  Description

Perform External Vuinerabiity Sczn on IPs 5.

Remote Data Collector

A

/

Status

NextRunDate  LastRunDate Repeats  Cancel

© 2023 RapidFire Tools, Inc. All rights reserved.

42



Reporter — User Guide Network Detective

5. Click on OK to save the scan Schedule. The scheduled scan task will then be listed
in the Scheduled Tasks list as a Pending task.

Note: When the scan starts, the task Status will be set to Running within the
Scheduled Tasks list.

Step 3 — Configure Automatic Report Generation

Below is an overview of the steps required to set up Reporter to enable Automatic
Report Generation for the following Assessment types:

* Network Assessments

o Security Assessments

» SQL Server Assessments

» Microsoft Exchange and Office 365 Mail Assessments

o HIPAA Compliance Assessments

» PCI Compliance Assessments

If you want to quickly set up report tasks for multiple sites, you can use "Reporter
Templates" on page 163.

To start setting up automated reports:

1. Start new Assessment, or, Open an Archived Assessment for use on your
Reporter Site.

2. Click on the Reporter icon to open the Reporter dashboard.

Reporter

3. Click Create Report Tasks.

\'4

Tasks Create Scan Tasks Create Report Tasks

«mu{|
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43



Network Detective Reporter — User Guide

Select the Assessment reports you would like to generate from within the Select
Reports to Generate window. Then select the Next button.

QL Network Detective Wizard

Select Reports to Generate

Select the set of reports you wish to generate. Some reports require you to inttiate extemals scans and have the resutts available before the report can be

property generated. Only reports which are available are shown. Attaching other data sources, such as interviews, extemal and intemal vulnerability scans,
will expose additional reports:

Selected Scan:

|
Network | Securty | HIPAA | PCI
I Al Network Assessment Reports
SV Standard Reports
[ | Client Risk Report {docx)
Network Management Plan {docx)
Full Detail Report {.docx)
Excel Export {xd=x)
Site Diagram { docx)
Site Diagrams Export to Microsoft Visio { zip)
Asset Detail Report (.docx)
IT SWOT Analysis Report {.docx)
XP Migration Readiness Report { docx)
Network Assessment PowerPoint { ppte)
Layer 2/3 Diagram Report {docx)
Layer 2/3 Detail Report (docx)
[ |ngg’ Layer 2/3 Detail Excel Export (xdsx)
[ WPlam? Laver 2/3 Diaarem (4f) e

Nexd Cancel

5. Next, set the Delivery Method for the Reports. In this window you can:

© 2023 RapidFire Tools, Inc. All rights reserved.
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Schedule Report Wizard X

Delivery Method o

Subject Email

3 Network Detective Notification
B

[] Attach reports to notification email o [] Upload Scan Data to InDoc
Password Protect ZIP File What is InDoc?
] Copy to Extemal Network Share 6 [ Publish to Ciient Portal
Append Report Set Name " - <Date> - <|D>"
G [ Exportto IT Glue
Save reports to ZIP file (ND-HealthCare MS Cloud Ste-Reports-<Dates-<|D> zip) <heese Connection

Note: Reports are always available in Downloaded Reports for this site

Task Label: [NDHeatth Cloud Reports

Back. Finish

1. Define the Subject for the email to be sent and enter the email address of the
Recipient

2. Setif you want to send the reports attached to the Report notification email
message

3. "Copy Reports to External Network Share with Reporter" on page 79

4. Select Upload Scan Data to InDoc to send your Site information to InDoc in
the RapidFire Tools Portal, where you can explore, manage, and document
network assets. See "InDoc and the RapidFire Tools Portal" on page 124 for
more on how to set up InDoc.

5. Publish documents to the Client Portal. See "RapidFire Tools Portal Client
View for Reporter" on page 154.

6. Export Network Detective Report Tasks to IT Glue with Reporter

Important: Note that some of these features are only available with Network
Detective Pro.

© 2023 RapidFire Tools, Inc. All rights reserved.
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6. After defining the Delivery Method settings, click on the Finish button.

7. Click on the Schedule link in order to schedule the created Report Task for a time
which is certain to be after the scan is complete and uploaded to the Secure
Cloud Storage Area by the Client-Connector.

Collector Action Schedule Delete
Fun Mow Scheduls
Run Mow Scheduls

Run Maow Schedule

AKX X

Eun Mow Scheduls

Important: Reporter’s automated report generation engine will use whatever
data is available to the Reporter for downloading from the Secure Cloud
Storage Area based on the most recent scan that has been completed and
uploaded using the Client-Connector.

Therefore, if the scan of your client’s network is not complete and uploaded to
the Secure Cloud Storage Area using the Client-Connector, then the reports
will not have the most recent scan’s data either.

If the user has specified that reports be delivered by email, the specified email
address should receive an email with a .zip file of the reports attached as long as the
zip file is less than 5 MB in size.

See "Setting Up Automatic Reports by Assessment Module" on the next
page for specific instructions on setting up reports for each assessment module
(Network, Security, SQL, Exchange, HIPAA, and PCl).

© 2023 RapidFire Tools, Inc. All rights reserved.
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Setting Up Automatic Reports by Assessment
Module

This section covers everything you need to know about setting up automatic reports using
Reporter.

Network Assessment Automatic Reports

Note: Before you set up automated Network Assessment reports, be sure you set up
recurring Network Assessment scans using the Remote Data Collector. This will
provide the scan data for your reports. Specifically, you will need to set up a recurring:
1) Network/Security Assessment Scan, 2) Push Deploy Computer Scan. See
"Configuring Remote Data Collector Scans by Assessment Module" on page 90 for
instructions.

To set up automatically generated reports for the Network Assessment Module:

1. Click on the Reporter icon to open the Reporter dashboard.

Al
=

r
1
¥

Reporter

2. From the Tasks bar, click Create Report Tasks.

J"l.!‘.'ldx]

\'4

Tasks Create Scan Tasks Create Report Tasks

3. Select the Network Assessment reports you would like to generate from within the
Select Reports to Generate window. Then select the Next button.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Select Reports to Generate

Select the set of reports you wish to generate. Some reports require you to intiste extemzls scans and have the results available before the report can be

property generated. Only reports which are available are shown. Attaching other data sources, such as interviews, extemal and intemal vulnerability scans,
will expose addtional reports

Selected Scan:

Network | Securty | HIPAA | PCI |
[ All Network Assessment Reports
2V Standard Reports
_:] Cliert Risk Report {docx)
L] Network Management Plan ( doc)
] Fuil Detail Report { docx)
] Eecel Bport (s
_:] Site Diagram ( docx)
_:] Site Diagrams Export to Microsoft Visio {.zip)
_:] Aszzet Detail Report (docx)
3 IT SWOT Analysis Report { docs)
_:] XP Migration Readiness Report {docx)
_:] Network Assessment PowerPoint { ppte)
¢ Layer 2/3 Diagram Report (.docx)
¢ Layer 2/3 Detail Report (docx)
' Layer 2/3 Detail Excel Export [xdsx)
~[WPlam? Laver 2/3 Diaaram ()

Network Detective Wizard

Reporter — User Guide

4. Next, set the Delivery Method for the Reports. In this window you can:

E Schedule Report Wizard

Delivery Method

[[] Attach reports to notification email
Password Protect ZIP File
P

4 [] Upload Scan Data to InDoc
What is InDoc?

rd

[ Copy to Extemal Network Share e [ Puiblish to Client Portal

UNC Path to Share Report Set Name

Usemame: | Append Report Set Name " - <Date> - <ID>"

Password G O Expotto IT Glue

Save reports to ZIP file (ND-HeakhCare MS Cloud Ste-Reports-<Date>-<ID>.zip) Choose Connection
Create Folder:

AMdd

Note: Reports are always available in Downloaded Reports for this site.

Task Label: [NDHeatth Cloud Reports

Comek [[ e [Pee ]

© 2023 RapidFire Tools, Inc. All rights reserved.
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1. Define the Subiject for the email to be sent and enter the email address of the
Recipient

2. Setif you want to send the reports attached to the Report notification email
message

3. "Copy Reports to External Network Share with Reporter" on page 79

4. Select Upload Scan Data to InDoc to send your Site information to InDoc in
the RapidFire Tools Portal, where you can explore, manage, and document
network assets. See "InDoc and the RapidFire Tools Portal" on page 124 for
more on how to set up InDoc.

5. Publish documents to the Client Portal. See "RapidFire Tools Portal Client
View for Reporter" on page 154.

6. Export Network Detective Report Tasks to IT Glue with Reporter

Important: Note that some of these features are only available with Network
Detective Pro.

5. After defining the Delivery Method settings, click on the Finish button. The report
task will be added to the list of Tasks.

6. Click Schedule to schedule the report task.

Action Schedule

Fun Mow Schedule

'a )

Important: You must schedule the report task to occur AFTER your scan tasks
have completed. This allows time for the Remote Data Collector to perform
scans and upload them so that Reporter can use the latest scan data. In general,
we recommend you schedule your reports 3 or more hours after your scan
tasks are scheduled to begin.
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Security Assessment Automatic Reports

Note: Before you set up automated Security Assessment reports, be sure you set up
recurring Security Assessment scans using the Remote Data Collector and Reporter
appliance. This will provide the scan data for your reports. Specifically, you will need to
set up arecurring: 1) Network/Security Assessment Scan, 2) Push Deploy
Security Scan, 3) External Vulnerability Scan. See "Configuring Remote Data
Collector Scans by Assessment Module" on page 90 for instructions.

To set up automatically generated reports for the Security Assessment Module:

1. Click on the Reporter icon to open the Reporter dashboard.

/
y
Reporter

2. From the Tasks bar, click Create Report Tasks.

V g Tasks Create Scan Tasks Create m Tasks

3. Select the Network Assessment reports you would like to generate from within the
Select Reports to Generate window. Then select the Next button.
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Network Detective Wizard
Select Reports to Generate

Select the set of repards you wish to generate. Some reports requine you o intiate edemals scans and have the results avalable before the mport canbe
generated, Only HAtaching

: repons which ane avadable are shown. other datia sources, such as interviews, estemal and intemal vulnersbilty scans,
will sopeea addtional repeds.

Selacted Scan:

[ Metwork | Secuty |Hipaa [ Pol |
(WS A Securty Assessment Repors
=V Standard Repcas
[ Securty Rusk Repen (dosx)
A Secuty Management Plan | docx)
[¥] ] Outbound Securty Report (docx)
W] Secusty Polcy Assessment (docx)
[V Share Pemnssion Repent {docx)
] Shere Permission Regoet by User (docx)
[V Extemal \inerabity Szan Detad Raport ( doex)
M Extemal Vidnerabity Scan Detad by lssue Report (dood)
[ Extemal Network Vidnerabities Summary Report { doc)
] Extemal Vidnerabiity Scan Detad in Excel Format (i)

Bock [ Nem | [ Cancel |

4. Next, set the Delivery Method for the Reports. In this window you can:

@ Schedule Report Wizard

Delivery Method n

Subject Email
5 [ =
= [ ]
[J Attach reports to notification email 4 [ Upload Scan Data to InDoc
Password Protect ZIP File Whatis InDoc?
Password
[ Copy to Extemal Network Share e [ Pubiish to Client Portal
UNC Path to Share Report Set Name:

Usemame: | Append Report Set Name * - <Date> - <ID>"

Password @ [ Export to IT Glue

Save reports to ZIP file (ND-HeakthCare MS Cloud Site-Reports-<Date>-<ID>.zip) Shoose Connection
Create Folder: yyyyMMdd

Note: Reports are always available in Downloaded Reports for this site.

Task Label: [NDHeath Cloud Reports
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1. Define the Subiject for the email to be sent and enter the email address of the
Recipient

2. Setif you want to send the reports attached to the Report notification email
message

3. "Copy Reports to External Network Share with Reporter" on page 79

4. Select Upload Scan Data to InDoc to send your Site information to InDoc in
the RapidFire Tools Portal, where you can explore, manage, and document
network assets. See "InDoc and the RapidFire Tools Portal" on page 124 for
more on how to set up InDoc.

5. Publish documents to the Client Portal. See "RapidFire Tools Portal Client
View for Reporter" on page 154.

6. Export Network Detective Report Tasks to IT Glue with Reporter

Important: Note that some of these features are only available with Network
Detective Pro.

Select Upload Scan Data to InDoc to send your Site information to InDoc
in the RapidFire Tools Portal, where you can explore, manage, and document
network assets. See "InDoc and the RapidFire Tools Portal" on page 124 for
more on how to set up InDoc.

5. After defining the Delivery Method settings, click on the Finish button. The report
task will be added to the list of Tasks.

6. Click Schedule to schedule the report task.

Action Schedule

Run Mow Schedule

r

Important: You must schedule the report task to occur AFTER your scan tasks
have completed. This allows time for the Remote Data Collector to perform
scans and upload them so that Reporter can use the latest scan data. In general,
we recommend you schedule your reports 3 or more hours after your scan
tasks are scheduled to begin.
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SQL Server Assessment Automatic Reports

Note: Before you set up automated SQL Server assessment reports, be sure you set
up recurring SQL Server Assessment scans using the Remote Data Collector. This
will provide the scan data for your reports. Specifically, you will need to set up a
recurring SQL Server Assessment Scan. See "Configuring Remote Data Collector
Scans by Assessment Module" on page 90 for instructions.

.

To set up automatically generated reports for the SQL Server Assessment Module:

1. Click on the Reporter icon to open the Reporter dashboard.

A

>

4
Reporter

2. From the Tasks bar, click Create Report Tasks.

v g Tasks Create Scan Tasks Create ﬂ Tasks

3. Select the SQL Server Assessment reports you would like to generate from within
the Select Reports to Generate window. Then select the Next button.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Select Reports to Generate

will expose additional reports.

Selected Scan:

Network | Securty | SOL Server [HIPAA[PCI |
[F1&T Al SGL Server Assessment Reports

V)& Standard Reports

_j Routine Health Repart { docx)

| 5L Server Detail Repart { doc)

_j Database Detail Report {docx)

_j Mairtenance Plan Report (docx)

| SQL Server Agent Jobs Report {docx)

| _j SQL Server Assessment PowerPoint (ppte)

Metwork Detective Wizard

Select the set of reports you wish to generate. Some reports require you to initiste extemals scans and have the results available before the report can be
property generated. Only reports which are available are shown. Attaching other data sources, such as interviews, extemal and intemal vulnersbilty scans,

Back ‘ [

Reporter — User Guide

4. Next, setthe Delivery Method for the Reports. In this window you can:

E Schedule Report Wizard

Password: @ ] Export to IT Glue

Save reports to ZIP file (ND-HeakhCare MS Cloud Site-Reports<Date>-<ID>zip) Choose Connection
Create Folder: yyyyMMdd

Note: Reports are always available in Downloaded Reports for this site.

Delivery Method n
Subject Email
5 L.
- [
[ Attach reports to notification email a [ Upload Scan Data to InDoc
Password Protect ZIP File What is InDoc?
[] Copy to Extemal Network Share e [0 Pubish to Client Portal
UNC Path to Share Report Set Name:
Usemame | Pppend Report Set Name * - <Date> - <ID>"

Task Label: [NDHeakh Cloud Repotts

© 2023 RapidFire Tools, Inc. All rights reserved.
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1. Define the Subiject for the email to be sent and enter the email address of the
Recipient

2. Setif you want to send the reports attached to the Report notification email
message

3. "Copy Reports to External Network Share with Reporter" on page 79

4. Select Upload Scan Data to InDoc to send your Site information to InDoc in
the RapidFire Tools Portal, where you can explore, manage, and document
network assets. See "InDoc and the RapidFire Tools Portal" on page 124 for
more on how to set up InDoc.

5. Publish documents to the Client Portal. See "RapidFire Tools Portal Client
View for Reporter" on page 154.

6. Export Network Detective Report Tasks to IT Glue with Reporter

Important: Note that some of these features are only available with Network
Detective Pro.

Select Upload Scan Data to InDoc to send your Site information to InDoc
in the RapidFire Tools Portal, where you can explore, manage, and document
network assets. See "InDoc and the RapidFire Tools Portal" on page 124 for
more on how to set up InDoc.

5. After defining the Delivery Method settings, click on the Finish button. The report
task will be added to the list of Tasks.

6. Click Schedule to schedule the report task.

Action Schedule

Run Mow Schedule

r

Important: You must schedule the report task to occur AFTER your scan tasks
have completed. This allows time for the Remote Data Collector to perform
scans and upload them so that Reporter can use the latest scan data. In general,
we recommend you schedule your reports 3 or more hours after your scan
tasks are scheduled to begin.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Exchange Assessments Automatic Reports — (Using the
Exchange Data Collector and Windows Task Manager)

Note: Before you set up automated Exchange Assessment reports, be sure you set
up recurring Exchange Assessment scans using the Remote Data Collector. This will
provide the scan data for your reports. Specifically, you will need to set up a recurring
Exchange Assessment Scan. See "Configuring Remote Data Collector Scans by
Assessment Module" on page 90 for instructions.

To set up automatically generated reports for the Exchange Assessment Module:

1. Click on the Reporter icon to open the Reporter dashboard.

Reporter

2. From the Tasks bar, click Create Report Tasks.

V TL Tasks Create Scan Tasks m

3. Select the Exchange Assessment reports you would like to generate from within the
Select Reports to Generate window. Then select the Next button.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Schedule Report Wizard

Select Reports to Generate

Select the set of reports you wish to generate. Some reports require you to initiste extemals scans and have the results available before the report can be
propery generated. Only reports which are available are shown. Attaching other data sources, such as interviews, extemal and intemal vulnerability scans,
will expose addtional reports.

Selected Scan

Network | Securty | Bechange [ Sal Server [ HIPAA [PCI_|

All Exchange Assessment Reports

| »

L
J Exchange Risk Report (docx)
J Exchange Management Flan (docx)
J Exchange Mailbox Detail Report (.docx] j
_J Exchange Mobile Device Report ( docx)
_J Exchange Shared Mailbox Pemmission Report by Mailbox { docax) 5
_J Exchange Shared Mailbox Pemission Report by User ( docx) E:::‘iagzgr:tis:r:‘:leerport
Exchange Distribution Lists Report (.docx)
| Exchange Public Folders Report {docx) - BETA D;g:!:ge'?;:;hgm’%ﬂgﬁhr;m
J Exchange Server Configuration Report {docx) - BETA )
| Bxchange Bxcel Export (=)
J Exchange Assessment PowerPoint (pphe) I

=] '." Change Reports
[71 " Bassline Exchanas Manacement Plan [ docx)

Back | [ Net || Cancel

4. Next, setthe Delivery Method for the Reports. In this window you can:

a Schedule Report Wizard b

Delivery Method n

Subject Email

[ Attach reports to notification email 4 [ Upload Scan Data to InDoc

Password Protect ZIP File What is InDoc?

Password

[] Copy to Extemal Network Share [ Publish to Client Portal

UNC Path to Share Report Set Name:

Usemame: | Append Report Set Name " - <Date> - <ID>"
Password 0 (] Exportto IT Glue

Save reports to ZIP file (ND-HeakhCare MS Cloud Ste-Reports—Date>-<ID> zip) Shoose Connection
Create Folder: yyyyMMdd

Note: Reports are always available in Downloaded Reports for this site.

Task Label: [NDHeakh Cloud Reports
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1. Define the Subiject for the email to be sent and enter the email address of the
Recipient

2. Setif you want to send the reports attached to the Report notification email
message

3. "Copy Reports to External Network Share with Reporter" on page 79

4. Select Upload Scan Data to InDoc to send your Site information to InDoc in
the RapidFire Tools Portal, where you can explore, manage, and document
network assets. See "InDoc and the RapidFire Tools Portal" on page 124 for
more on how to set up InDoc.

5. Publish documents to the Client Portal. See "RapidFire Tools Portal Client
View for Reporter" on page 154.

6. Export Network Detective Report Tasks to IT Glue with Reporter

Important: Note that some of these features are only available with Network
Detective Pro.

Select Upload Scan Data to InDoc to send your Site information to InDoc
in the RapidFire Tools Portal, where you can explore, manage, and document
network assets. See "InDoc and the RapidFire Tools Portal" on page 124 for
more on how to set up InDoc.

5. After defining the Delivery Method settings, click on the Finish button. The report
task will be added to the list of Tasks.

6. Click Schedule to schedule the report task.

Action Schedule

Run Mow Schedule

r

Important: You must schedule the report task to occur AFTER your scan tasks
have completed. This allows time for the Remote Data Collector to perform
scans and upload them so that Reporter can use the latest scan data. In general,
we recommend you schedule your reports 3 or more hours after your scan
tasks are scheduled to begin.
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HIPAA Compliance Assessment Automatic Reports

With Reporter, you can set up automatic HIPAA reports to produce regular, up-to-date
compliance documentation. Once you set up automated scans and report tasks, you will
only need to manually update your documentation in response to certain changes in the
reporting environment, like new users or computers.

Before you set up automated HIPAA assessment reports, you must first complete a full
HIPAA assessment that includes external vulnerability scans, network scans, local
push scans, and the completion of all appropriate Inform-based Surveys and
Worksheets. The user should be able to generate all HIPAA Assessment Reports.
Once you've done this, here is the workflow for automating HIPAA compliance
assessments with Reporter:

1. Finish the assessment, and then Upload the completed assessment with the
Reporter appliance. This allows you use the finished assessment as the
"baseline" for automated HIPAA reporting.

2. Setup recurring HIPAA assessment scans using the Remote Data Collector and
Reporter. This will provide the scan data for your reports. Specifically, you will need
to set up arecurring: 1) HIPAA Network Scan, 2) Push Deploy Computer Scan,
3) External Vulnerability Scan. See "Configuring Remote Data Collector Scans by

Assessment Module" on page 90 for instructions.

3. Set up recurring HIPAA report tasks with Reporter.
4. Review exception report and update HIPAA worksheets.

5. Finish the updated HIPAA assessment and upload to Reporter.

Here are the steps with detailed instructions:

Step 1 — Finish and Upload Completed HIPAA Assessment Project
to Reporter

The first step is to complete and finish a full HIPAA assessment. You should be able to
generate all HIPAA assessment reports. Then:

1. Once satisfied with a complete HIPAA Assessment, press the “Finish”
Assessment button.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Upload Project to Appliance

Do you wish to uplead this project to the asscciated Appliance for use with
automated report generation?

e [ % ]

2. Confirm that you wish to Upload Project to Appliance(Reporter) to be used for
automatic report generation. This allows you to use the finished assessment,
including your completed worksheets, as the baseline for future assessments.

Step 2 — Create HIPAA Scan Tasks

Now that you’ve completed the assessment and uploaded it to the appliance, it's time to
create automatic scan tasks with Reporter and the Remote Data Collector. See
"Configuring Remote Data Collector Scans by Assessment Module" on page 90 for
detailed instructions.

Step 3 — Create HIPAA Report Tasks

Next, you need to create automatic HIPAA report tasks with Reporter.

1. Click on the Reporter icon to open the Reporter dashboard.

Reporter

2. From the Tasks bar, click Create Report Tasks.

\'4

Tasks Create Scan Tasks Create Report Tasks

-""L{U-,J

3. Select the HIPAA Assessment reports you would like to generate from within the
Select Reports to Generate window. Then select the Next button.

4. From within the Select Reports to Generate window, select the HIPAA Risk
Profile Report and any other HIPAA Assessment reports you would like to
generate. Then select the Next button.
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RapidFireTools’

Select Reports to Generate

Select the set of reports you wish to generate. Some reports require you fo initiate extemals scans and have the results available before the report can be
properly generated. Orly reports which are available are shown. Attaching other data sources, such as interviews, extemal and intemal vulnerability scans,
will expose additional reports.

Selected Scan

Network Securty Exchange SQL Sever HIPAA  PCI
[J&~ All HIPAA Compliance Reports ~
[ J& Compliance Reports
[_] HIPAA Policy and Procedures {docx)
[]_| HIPAA Risk Analysis (.docx)
-1 HIPAA Risk Profile (docx)
[ HIPAA Management Plan (docx)
D__'] Evidence of HIPAA Compliance Report {.docx)
-3 Securty Exception Worksheet ( docx)
-1 HIPAA Compliance PowerPairt ( ppte)
[ Baseline HIPAA Management Plan (docx)
D__'] Baseline HIPAA Risk Profile (docx)
- J& Support Documentation
~-[1[J HIPAA On-site Survey ( docx)
[[J User Idertification Worksheet (docx)
DB Computer |dentification Worksheet { docx)
- DB Inactive Computer Identfication Warksheet (docx) v

Back

Schedule Report Wizard x
pe

Network Detective

Next, set the Delivery Method for the Reports. In this window you can:

Delivery Method n

[ Attach reports to notification email 4 [ Upload Scan Data to InDoc

Password Protect ZIP File What is InDoc?
Password
[] Copy to Extemal Network Share e [ Publish to Client Portal
Report Set Name

UNC Path to Share

| Append Report Set Name " - <Date> - <ID>"

Usemame
Password G [ Exportto IT Glue

Save reports to ZIP file (ND-HealthCare MS Cloud Site-Reports-<Date>-<|D> zip) Choose Connection
Create Folder: yyyyMMdd

Note: Reports are always available in Downloaded Reports for this site.

Task Label: [NDHeath Cloud Reports

a Schedule Report Wizard s
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1. Define the Subiject for the email to be sent and enter the email address of the
Recipient

2. Setif you want to send the reports attached to the Report notification email
message

3. "Copy Reports to External Network Share with Reporter" on page 79

4. Select Upload Scan Data to InDoc to send your Site information to InDoc in
the RapidFire Tools Portal, where you can explore, manage, and document
network assets. See "InDoc and the RapidFire Tools Portal" on page 124 for
more on how to set up InDoc.

5. Publish documents to the Client Portal. See "RapidFire Tools Portal Client
View for Reporter" on page 154.

6. Export Network Detective Report Tasks to IT Glue with Reporter

Important: Note that some of these features are only available with Network
Detective Pro.

Select Upload Scan Data to InDoc to send your Site information to InDoc
in the RapidFire Tools Portal, where you can explore, manage, and document
network assets. See "InDoc and the RapidFire Tools Portal" on page 124 for
more on how to set up InDoc.

6. After defining the Delivery Method settings, click on the Finish button. The report
task will be added to the list of Tasks.

7. Click Schedule to schedule the report task.

Action Schedule

Run Mow Schedule

r

Important: You must schedule the report task to occur AFTER your scan tasks
have completed. This allows time for the Remote Data Collector to perform
scans and upload them so that Reporter can use the latest scan data. In general,
we recommend you schedule your reports 3 or more hours after your scan
tasks are scheduled to begin.
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Step 4 — Review and Update HIPAA Exception Report and Update
InForms

After you finish your assessment and set up automatic HIPAA scanning and reporting,
you will receive updated HIPAA documentation through email or whatever delivery
method you choose.

Refer to the HIPAA Exception Report to quickly identify where you need to
manually update your HIPAA compliance documentation with notes or other
information that cannot be drawn from automated scans.

1. Double click on the Assessment report’s Filename to open and view the report.
2. If you can download an Exception Report, please proceed to the next section
below to address the Exceptions identified.

If no Exception Report is available, this means no Exceptions exist. Proceed by
simply downloading the other reports that are available.

Note: The Exception Report summarizes where your worksheets may be
missing information as a result of the new scan data being uploaded to the
Reporter. When an Exception Report is generated, you need to manually
update your worksheets with information that cannot be collected automatically.
For example, if new users are added to your network, you will need to enter
information about their role within the organization.

3. Start a new HIPAA Risk Assessment.

© 2023 RapidFire Tools, Inc. All rights reserved.
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@1 Network Detective Wizard

Create a New Assessment

Please provide a label for this assessment. Comments can be added to help identify the assessment.

Label:  Assessment-20160715

Comment:

V| Sync with latest Appliance scan using Appliance ID: | MDA - ||

[ Back |[ Met

| | Cancel |

4. Onthe Create New Assessment Wizard Screen, select the checkbox to Sync the

assessment with the Reporter Appliance.

The Reporter will synchronize the Site’s previous assessment data with the new

HIPAA Assessment you created.

5. Edit and update the Worksheets within the Assessment in the order presented in
the Checklist. Perform Worksheet updates based on the missing information

referenced within in the Exception Report.

Step 5 — Finish and Upload Updated HIPAA Assessment Project to

Reporter

1. Once the updating of the Worksheets is complete, Finish the Assessment by
selecting the Finish button in the Assessment Window.

2. When prompted to do so, synchronize the HIPAA Assessment with the Reporter.
This will save the new worksheet responses you entered based on the

© 2023 RapidFire Tools, Inc. All rights reserved.
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Exception Report.

[®1 Upload Project to Appliance *

Do you wish to upload this project to @ Metwork Detective Appliance for use
with automated report generation?

Appliance 10: | NDAT- XXX e

anby sync worksheets and extemal scans

Yes Mo

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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PCI Compliance Assessment Automatic Reports

With Reporter, you can set up automatic PCI reports to produce regular, up-to-date
compliance documentation. Once you set up automated scans and report tasks, you will
only need to manually update your documentation in response to certain changes in the
reporting environment, like new users or computers.

Before you set up automated PCl assessment reports, you must first complete a full PCI
assessment that includes external vulnerability scans, network scans, local push
scans, and the completion of all appropriate Inform-based Surveys and

Worksheets. The user should be able to generate all PClI Assessment Reports. Once
you've done this, here is the workflow for automating PCI compliance assessments with
Reporter:

1. Finish the assessment, and then upload/sync the completed assessment with the
Reporter appliance. This allows you use the finished assessment as the
"baseline" for automated PCI reporting.

2. Setup recurring PCl assessment scans using the Remote Data Collector and
Reporter. This will provide the scan data for your reports. Specifically, you will need
to set up arecurring: 1) PCI Network Scan, 2) Push Deploy Computer Scan, 3)
External Vulnerability Scan. See "Configuring Remote Data Collector Scans by
Assessment Module" on page 90 for instructions.

3. Setup recurring PClI report tasks with Reporter.
4. Review exception report and update PCIl worksheets.

5. Finish the updated PCIl assessment and upload to Reporter.

Here are the steps with detailed instructions:

Step 1 — Finish and Upload Completed PCI Assessment Project to
Reporter

The first step is to complete and finish a full PCl assessment. You should be able to
generate all PCl assessment reports. Then:

1. Once satisfied with a complete PCI Assessment, press the “Finish” Assessment
button.
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Upload Project to Appliance

Do you wish to upload this project to the asscciated Appliance for use with
autormated report generation?

e [ %

2. Confirm that you wish to Upload Project to Appliance (Reporter) to be used for
automatic report generation. This allows you to use the finished assessment,
including your completed worksheets, as the baseline for future assessments.

Step 2 — Create PCIl Scan Tasks

Now that you’ve completed the assessment and uploaded it to the appliance, it's time to
create automatic scan tasks with Reporter and the Remote Data Collector. See
"Configuring Remote Data Collector Scans by Assessment Module" on page 90 for
detailed instructions.

Step 3 — Create PCI Report Tasks

Next, you need to create automatic PCI report tasks with Reporter.

1. Click on the Reporter icon to open the Reporter dashboard.

Reporter

2. From the Tasks bar, click Create Report Tasks.

\'4

Tasks Create Scan Tasks Create Report Tasks

-""L{U-,J

3. Select the PCl Assessment reports you would like to generate from within the
Select Reports to Generate window. Then select the Next button.

4. From within the Select Reports to Generate window, select the PCI Risk Profile
Report and any other PCI Assessment reports you would like to generate. Then
select the Next button.
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Schedule Report Wizard x
pe

Select Reports to Generate

Select the set of reports you wish to generate. Some reports require you fo initiate extemals scans and have the results available before the report can be
properly generated. Orly reports which are available are shown. Attaching other data sources, such as interviews, extemal and intemal vulnerability scans,
will expose additional reports.

Selected Scan

Network Securty Exchange SQL Server HIPAA  PCI
[J&~ Al PCI Compliance Reports ~
[ J& Compliance Reports
[ PCl Policy and Procedures {docx)
D_'] Evidence of PCl Compliance Report {.docx)
-0 PCl Management Plan {docx)
-] PCI Risk Analysis { docx)
D_'] PCI Compliance PowerPoint (pptx)
-] PCI Risk Profile (docx)
- I:‘_'] Baseline PCl Management Plan {.docx)
[ ] Baseline PCI Risk Profile ( docx)
- [J& Support Documentation
-3 User Identfication Werksheet  dacx)
- DB‘ PCI Pre-Scan Questionnaire (docx)
[J[J PCI Post-5can Questionnaire ( docx)
([} Estemal Port Securty Warkshest { docx)
- DB Cardholder Data Environment 1D Worksheet {docx) v

Back

5. Next, set the Delivery Method for the Reports. In this window you can:

a Schedule Report Wizard s

Delivery Method n

[ Attach reports to notification email 4 [ Upload Scan Data to InDoc
Password Protect ZIP File What is InDoc?
Pas: rd
[ Copy to Extemal Network Share e [ Publish to Client Portal

UNC Path to Share Report Set Name

Usemame: " Append Report Set Name " - <Date> - <ID>"

Password G O Export to IT Glue

Save reports to ZIP file (ND-HealthCare MS Cloud Site-Reports-<Date>-<|D> zip) Choose Connection
Create Folder: yyyyMMdd

Note: Reports are always available in Downloaded Reports for this site.

Task Label: [NDHeath Cloud Reports
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1. Define the Subiject for the email to be sent and enter the email address of the
Recipient

2. Setif you want to send the reports attached to the Report notification email
message

3. "Copy Reports to External Network Share with Reporter" on page 79

4. Select Upload Scan Data to InDoc to send your Site information to InDoc in
the RapidFire Tools Portal, where you can explore, manage, and document
network assets. See "InDoc and the RapidFire Tools Portal" on page 124 for
more on how to set up InDoc.

5. Publish documents to the Client Portal. See "RapidFire Tools Portal Client
View for Reporter" on page 154.

6. Export Network Detective Report Tasks to IT Glue with Reporter

Important: Note that some of these features are only available with Network
Detective Pro.

Select Upload Scan Data to InDoc to send your Site information to InDoc
in the RapidFire Tools Portal, where you can explore, manage, and document
network assets. See "InDoc and the RapidFire Tools Portal" on page 124 for
more on how to set up InDoc.

6. After defining the Delivery Method settings, click on the Finish button. The report
task will be added to the list of Tasks.

7. Click Schedule to schedule the report task.

Action Schedule

Run Mow Schedule

r

Important: You must schedule the report task to occur AFTER your scan tasks
have completed. This allows time for the Remote Data Collector to perform
scans and upload them so that Reporter can use the latest scan data. In general,
we recommend you schedule your reports 3 or more hours after your scan
tasks are scheduled to begin.
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Step 4 — Review and Update PCI Exception Report and Update
InForms

After you finish your assessment and set up automatic PCI scanning and reporting, you
will receive updated PCI documentation through email or whatever delivery method you
choose.

Refer to the PCI Exception Report to quickly identify where you need to
manually update your PCIl compliance documentation with notes or other information
that cannot be drawn from automated scans.

1. Double click on the Assessment report’s Filename to open and view the report.
2. If you can download an Exception Report, please proceed to the next section
below to address the Exceptions identified.

If no Exception Report is available, this means no Exceptions exist. Proceed by
simply downloading the other reports that are available.

Note: The Exception Report summarizes where your worksheets may be
missing information as a result of the new scan data being uploaded to the
Reporter. When an Exception Report is generated, you need to manually
update your worksheets with information that cannot be collected automatically.
For example, if new users are added to your network, you will need to enter
information about their role within the organization.

3. Start a new PCI Risk Assessment.
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@1 Network Detective Wizard i S

Create a New Assessment

Please provide a label for this assessment. Comments can be added to help identify the assessment.

Label:  Assessment-20160715

Comment:

V| Sync with latest Appliance scan using Appliance ID: | MDA - ||

| Back | | Nexd | | Cancel |

4. Onthe Create New Assessment Wizard Screen, select the checkbox to Sync the
assessment with the Reporter Appliance.

The Reporter will synchronize the Site’s previous assessment data with the new
PCIl Assessment you created.

5. Edit and update the Worksheets within the Assessment in the order presented in
the Checklist. Perform Worksheet updates based on the missing information
referenced within in the Exception Report.

Step 5 — Finish and Upload Updated PCI Assessment Project to
Reporter

1. Once the updating of the Worksheets is complete, Finish the Assessment by
selecting the Finish button in the Assessment Window.

2. When prompted to do so, synchronize the PClI Assessment with the Reporter.
This will save the new worksheet responses you entered based on the
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Exception Report.

[®1 Upload Project to Appliance *

Do you wish to upload this project to @ Metwork Detective Appliance for use
with automated report generation?

Appliance 10: | NDAT- XXX e

anby sync worksheets and extemal scans

Yes Mo

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools

72



Reporter — User Guide Network Detective

Synchronizing Assessment Projects with Reporter

Reporter allows you to upload a finished project to the appliance in order to automate
assessments and report generation. Uploading a project has several functions:

» Reuse worksheet data — when you upload worksheets to your reporter appliance,
and start a new assessment, your worksheets will automatically be populated with
the saved information

* Reuse external scan data — the results of your external scan data will be uploaded
and available for later use

» Reuse network and computer scan data — the results of your network and
computer scan data will be uploaded and available for later use

Finishing a Project: Upload Project to Appliance
To upload a project to an appliance:
1. When you have completed your assessment, click Finish. Confirm that you wish to
wrap up the project.
2. The Upload Project to Appliance window will appear.

3. Select the Appliance to which to upload your completed assessment project.

@1 Upload Project to Appliance >

Do you wish to upload this project to a Metwaork Detective Appliance for use
with automated report generation?

Appliance 1D: | MOAT- 3000 e

anly sync worksheets and extemal scans

Yes Mo

4. Choose whether to Only sync worksheets and external scans.

Note: We recommended you keep this option selected unless you wish to
include or remove specific scan files.

5. Click Yes to complete synchronizing the assessment with the appliance. Your
assessment data will be copied to the appliance. It will be available to synch with a
new assessment. See "Starting a Project: Sync New Assessment with Latest
Appliance Scans" on the facing page.
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Starting a Project: Sync New Assessment with Latest Appliance
Scans

When you start a new assessment, you can sync the newly created assessment with the
data stored on the appliance. Your new assessment will then have the most current
worksheets and scan data from the Reporter appliance. To do this:

1. Starta New Assessment.

2. From the Create a New Assessment window, check Sync with latest Appliance
scan using Appliance ID.

®1 Network Detective Wizard X

Create a New Assessment
Please provide a label for this assessment. Comments can be added to help identify the assessment.

Label: [Assessment-20180511

Comment:

Sync with latest Appliance scan using Appliance 10: | NDA1-34XU w

Back Next Cancel

3. Select the Reporter Appliance from which to get the latest data

4. Click Next and continue creating the new assessment. Your new assessment will
be pre-populated with the data from the appliance.
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Manually Download Reports (Reporter)
After sufficient time has passed since the report generation task schedule time follow

these steps to download and view the reports.

1. Open the Site Associated with Reporter.

2. Select the Downloaded Reports Icon on the left side of the Network Detective
window to display the Download Reports button in the Network Detective window.

ﬁll@@

InFom Appliances Connector Service Plans

/\ Customer A J EtSte
Assessment-20160718

0% Complete 0 Complete OHequired 'Zél Optional

SITE

il

Downloaded D
Reports - v

| Exchange Assessment 0% Complete 0 Co

3. View the list of generated reports by selecting the Download Appliance Reports
button that appeared at the top of the Network Detective window.

A B2 m E

InFarm Appliances Connector Service Plans

SITE /\ Customer A  / EitSie

ﬂ Downloaded Reports Download Appliance Reports

—— - -
Filename Date Modified ~

Active Project "'; Assessment-20180424-1927094-Reports  4/24/2018

4. Upon selecting the Download Reports button, a window will appear with reports
generated by the Reporter.
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@1 Download Reports — m} X
Right-click on reports below for more options like refresh and download.

Report Set 1D . Report Name Size (bytes) Site Name  Create Time (LT
Aszesament-20181101-3357829-Reports  Client Risk Report docx 1379601 Damien Ste  11/1/2018 125
Assessment-20181101-3357829-Reports  Excel Export xlsx 326841 Damien Ste  11/1/2018 12:5
Azzesament-20181101-3357823-Reports  Metwork Management Plan docx 199469 Damien Ste  11/1/2018 12:5
Assessment-20181102-3368704-Reports  Client Risk Report.docx 1404434 Damien Site  11/2/2018 12:5
Azzesament-20181102-3368704-Reports  Excel Export xlex 632959 Damien Ste  11/2/2018 12:5!
Assessment-20181102-3368704-Reports  Metwork Management Plan docx 200151 Damien Ste  11/2/2018 12:5!
Aszessment-20181103-3375423-Reports  Metwork Management Plan docx 2683 Damien Site  11/3/2018 12:5
Assessment-20181104-3380697-Reports  Client Risk Report docx 1364258 Damien Ste  11/4/2018 12:5:
Aszessment-20181104-3380697-Reports  Excel Export xlsx 326647 Damien Ste  11/4/2018 125
Assessment-20181104-3380697-Reports  Network Management Plan docx 159382 Damien Ste  11/4/2018 12:5:
Aszessment-20181105-3385110-Reports  Client Risk Report docx 1385511 Damien Ste  11/5/2018 1:55:
Assessment-20181105-3385110-Reports  Excel Export xlsx 326955 Darmien Site  11/5/2018 1:55.
Aszessment-20181105-3385110-Reports  Metwork Management Plan docx 199472 Damen Ste  11/5/2018 1:55:
Assessment-20181105-3350850-Reports  Client Risk Report docx 1384453 Damien Site  11/5/2018 3:26.
Assessment-20181105-3350850-Reports  Excel Export xlsx 625423 Damien Site  11/5/2018 3:26: .,
< >
Days Back: [0 & 0=

5. Select one or more reports. Right click and select Download Selected.

[®1 Download Reports

Right-click on reports below for mare aptions like refresh and download.

3

Report Set 1D Report Mame

Assessment-20130424-19270594-Feports  Asset Detail Report .docx
Agzezsment-20180424-19270594-Reports  BDR MNeeds Analysis docx
Assessment-20180424-1927054-Reports  BDR PowerPoint pptx
Azzezsment-20180424-19270594-Reports  Client Risk Report.docx
Assessment-20180424-19270594-Reports  Consaolidated Management Plan.docx
Azzessment-20180424-1927004-Rarnnte  Cnnenlidatad Risle Feegl xlax
Assessment-20120424-192 Download Selected |>3
Agzessment-20180424-192
Assessment-20180424-1532
Agzessment-20180424-1927094-Reports  Excel Export xlsx

Refresh

6. You can hold Shift and click to select multiple reports at once.

7. Close the Download Reports window when you are finished selecting and
downloading reports.

The downloaded report(s) will now be available for viewing.
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/\ Customer A J  Edi Sie

Filename Date Modified -
g i Assessment-20160520-175138-Reports | 7/29/2016 3:10:05 FM
—_.
—
L |
Active Project
—_.
—
L |

Archived Projects

[—
—

L |
Generated
Reports

Downloaded
Reports

Double click on the Assessment report’s Filename to open and view the report.

Filter Reports by Days Back

When browsing reports to download, you can filter all but the most recent reports.
Use this option if you have a large number of reports and want to view only the most
recent. To do this:

1. From the Download Reports screen, enter a number of Days Back. (The
number "0" will reveal all available reports.)

2. Rightclick in the list of reports and select Refresh.
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[®3 Download Reports - [m] X
Right-click on reports below for more options like refresh and download.

Report Set ID v Report Name Size (bytes) Site Name  Create Time (UT ~
Assessment-20181101-335782%-Reports  Client Risk Report docx 1373601 Damien Ste  11/1/2018 12:5
Aszessment-20181101-3357829-Reports  Excel Export xlax 326841 Damien Ste 114172018 12:5
Assessment-20181101-3357825-Reports  Network Management Plan docx 195465 Damien Ste  11/1/2018 12:5:
Assessment-20181102-3368704-Reports  Client Risk Report docx 1404434 Damien Ste  11/2/2018 12:5
Azzesement-20181102-3368704-Reports  Excel Export xlax 632599 Damien Ste  11/2/2018 12:5!
Assessment-20181102-3368704-Reports  Network Management Plan docx 200151 Damien Ste  11/2/2018 12:5¢
Assessment-20181103-3375423-Reports  Network Management Plan docx 2683 Damien Ste  11/3/2018 12:5.

Darmien Ste  11/4/2018 12:5.

Damen Ste  11/4/2018 12:5
193382 Damien Ste  11/4/2018 125

1385511 Damien Ste  11/5/2018 1:55:
326555 Damen Ste  11/6/2018 1:55:

Darmien Ste  11/5/2018 1:55:

Damen Ste  11/5/2018 3:26:

23 Damien Ste  11/5/20183:26: ,

>

ent-20181104-3380657-Reports  Clie:
Assessment-20181104-3380657-Reports
Assessment-20181104-3380657-Reports  Network
Assessment-20181105-3385110-Reports  Client Risl
Aszesement-20181105-3385110-Reports  Excel Export xlax
Assessment-20181105-3385110-Reports  Network Management Plan docx
Assessment-20181105-3390850-Reports  Client Risk Report docx
Assessment-20181105-3350850-Reports  Excel Export xlax

<

Doeiacc i 2] 0-4) o —

Close

The list of reports will then be limited to the specified number of days back.
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Copy Reports to External Network Share with Reporter

To copy your reports to an external network share, be sure you meet these requirements:

1.

You must enter the correct UNC path to the external share. On a computer that has
access to the external share, open a command prompt and type "net use." A list of
external network shares will appear. If you do not see your external share, be sure it
is mapped correctly.

Remote

Important: If Reporter is installed on a separate domain, log into a computer on
that domain and check the UNC path for your external share. You will need to
use that UNC path instead.

The user credentials you enter must have the correct security permissions to
access to the external network share. If you can view and open the external share in
Windows using your credentials, then you likely have the correct permissions.

In the Schedule Report Wizard, enter the username in the format: domain\user.
You can use the short domain name or the fully qualified domain name. Below is an
example.

Copy to Extemal Network Share

UNC Path to Share: |'-.'-.1III1 “Dept Shared Folders'test-reportsjw |

|semame: |tesﬂ .test.com™, username |

Password: | ........... |

Save reports to ZIP file (Reporter Customer 1 - HIPPA-Reports-<Date <0 zip)
[] Create Folder:

To test whether your reports can be copied to the external share, click Run Now on your
report task.
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V ? Tasks Create Scan Tasks Create Report Tasks
Type Task Label Description «  Scheduled? Remote Data Collbctor  Action  Bchedule
| a Generate Reports HIPAA Reports  HIPAA-HIP... Mo MfA Run Mow [scheduls
HIPAA MNetwork Scan Performa ... Yes RDC-72W Run Mow  Schedule
External Vulmerability Scan Perform Ex... Yes MfA Run Mow  Schedule
Push Deploy (ZIF) Perform Pu... Yes RDC-72 Run Mow  Schedule

Reporter — User Guide

Then check whether your reports appear in the share. If they do not, check to be sure you
entered the correct credentials and UNC path. Also check to be sure the user has the
correct security permissions to access the share.
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Automate Vulnerability Reports with VulScan

With VulScan and Reporter, you can automate your internal and external vulnerability
reporting. This requires that you have several components setup and running. These are:

» VulScan site with internal and/or external scan appliance

» Network Detective site with associated VulScan and Reporter appliance
Follow these steps to enable automated vulnerability reports:

» "Step 1 — Create Scan Tasks from VulScan Site" below

+ "Step 2 — Create Vulnerability Report Tasks" on page 88

» "Step 3 — Download Reports from VulScan Appliance in Network Detective" on
page 89

Step 1 — Create Scan Tasks from VulScan Site

First be sure that your VulScan scan tasks are set up and scheduled to run. You can
automate reporting for both internal and external vulnerabilities.

e "Create Internal Scan Task" below

» "Create External Scan Task" on page 85

Create Internal Scan Task

In order to collect vulnerability data from the target network, you need to set up scan
tasks. Follow these steps to create an internal vulnerability scan task with VulScan:

1. From your site, go to Vulnerability Scanner > Settings > Scan and Notification
Tasks.

2. From the Scan Tasks tab, click Create Scan Task.

qqqqqqqqq

3. From Scan Type, select Internal Vulnerability Scan and click next.
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Select Scan Type

Select the type of scan to be scheduled.

@) Internal Vulnerability Scan

External Vulnerability Scan

4. Select the Appliance from the drop-down menu and click Next.

Vulnerability Scanner Appliance

Select Appliance for this Scan Task.

NDAZL-9¢ v

NDA1-96
NDA1-97 Primary IP Scanner - Main Office

& cou

5. Select the Scan Profile.

Create Scan Task

Select Scan Profile

We strongly recommend using the Low Impact or Standard Scan to start your Internal Selecting a Compi ive Scan will
significantly increase scan time.

Any scan will create increased load and could affect performance on systems with existing vulnerabilities while the scan is running. For minimal impact,

we recommend selecting Low Impact and running scans during non-working hours. Scans may take several hours to complete and possibly days for very
large networks when selecting a Comprehensive Scan.

@ Low Impact Scan
Standard TCP ports and Top 1000 UDP. Does not include brute force login attempts.

Standard Scan

Standard TCP ports and Top 1000 UDP

Comprehensive Scan
AlITCP (1-65535) and Top 1000 UDP
INOTE: Comprehensive scans may take a significant amount of time and incur increased load on the network.

Custom

Scan Profile:  Select a Custom Scan Profile  ~  Create Profile  Refresh

The available options are in the table below. Click Next.

Scan Profile Description [\ [o] {33

Low Impact Scan Standard TCP Does not include brute force login
ports and Top attempts
1000 UDP

Standard Scan Standard TCP

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Scan Profile Description Notes
ports and Top
1000 UDP
Comprehensive Al TCP (1-65535) Comprehensive scans may take a
Scan and Top 1000 UDP significant amount of time and incur
increased load on network

6. Next select IP ranges. The VulScan appliance will automatically suggest an
IP Range for the scan. If you do not wish to scan the default IP Range, select it and
click Clear All Entries. Use this screen to enter additional IP Addresses or
IP Ranges and click Add.

Important: Do not use multiple appliances to scan the same subnet or IP range.
This may produce errors in your scan results.

Create Scan Task

Example IP Range Format: 192.1 b% 0.0-192.168.0.255

Single IP or IP Range Ad

10.200.1.0-10.200.1.255

Reset to Auto-Detected
Remove Selected Entry

Clear All Entries

+
a

Only scan pingable devices

Cancel Previous m

From this screen you can also:

» Click Reset to Auto-detected to reset to the automatically suggested IP
Range.

e Exclude IPs or IP ranges from the scan.

Note: Key network component IP addresses should be excluded in order
to prevent scans being performed from impacting the performance of a
device when it is being scanned. For example, a company might want to
exclude the IP Address range for their voice over IP telephone system if
they are performing a scan during business hours.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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If you are using multiple appliances to perform internal vulnerability
scans for a site, define a sub-set of the IP range for the scan task. Create
multiple scan tasks to distribute the work between the available

appliances.

7. Click Next Page once you have configured the IP ranges for the scan.

8. From the Verify and Schedule menu, configure the scan task:

Create Scan Task

Verify and Schedule

Email Notification

Send email notification when schedule completes
Task Label
Time Zone

(UTC-05:00) Eastern Time (US & Canada)

Schedule

Every

at | 12:00 AM @

Vulnerability Scan Setting
Enable Scan Task

Skip devices with all ports filtered

Cancel Previous

Select whether to send an email notification when the scan completes —
then enter an email recipient for the notification.

Enter a task label to describe the scan task.

© 2 o T

9. Click Save.

Select the time zone from the drop-down menu.
Next choose a day and time to schedule the scan.

Choose whether to skip devices that have all ports filtered.

Reporter — User Guide

The internal vulnerability Scan Task will be created. You can see the details for the

task in the scan tasks table.
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Network Detective

Scan and Notification Tasks ®

TaskID Appliance ID = Appliance Description

8298471 KVS1- Updated

nType - Status Next Run Repeats

01/01/2024  Yearly Run Now -]
11:51:00
AM

Create External Scan Task

Note: Before you can create an external vulnerability scan task, you first need to
provision and install an external vulnerability scan appliance.

Follow these steps to create an external vulnerability scan task with VulScan:

1. From your site, go to Vulnerability Scanner > Settings > Scan and Notification

Tasks.

2. From the Scan Tasks tab, click Create Scan Task.

TaskiD - Appliance D = Appliance Description - Task Label

3. From Scan Type, select External Vulnerability Scan and click Next.

Select Scan Type

Select the type of scan to be scheduled.

Internal Vulnerability Scan

® External Vulnerability Scan

4. Select the Appliance from the drop-down menu and click Next.
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Vulnerability Scanner Appliance

Select Appliance for this Sean Task.

EVS-FFLW76

5. Enter the IP addresses for the external vulnerability scan. Click Next Page.

Important: You must ensure that no other Network Detective or Compliance
Manager products are being used to perform an External Vulnerability Scan on
the same external IP Address range at the same time. Allow at least several
hours between repeat external vulnerability scans. Scheduling external scans at
the same time will result in reports with missing or incomplete data.

Note: IP ranges for the external vulnerability scan are not supported at this time.
Please enter individual IPs for the external scan.

Input External IP Addresses

Ensure IP Addresses are not local addresses.

Remove Selected

6. From the Verify and Schedule menu, configure the scan task:
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Create Scan Task

Verify and Schedule

Email Notification

Send email notification when schedule completes

Task Label

Time Zone

(UTC-05:00) Eastern Time (US & Canada)
Schedule
Every - at 12:00 AM Q@

Vulnerability Scan Setting
Enable Scan Task

Cancel Previous

a. Select whether to send an email notification when the scan completes —
then enter an email recipient for the notification.

b. Enter a task label to describe the scan task.
Select the time zone from the drop-down menu.

Next choose a day and time to schedule the scan.

7. Click Save.

The external vulnerability Scan Task will be created. You can see the details for the
task in the scan tasks table.
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Step 2 — Create Vulnerability Report Tasks

Reporter — User Guide

1. From your Network Detective site, open the Reporter console and click Create

Report Tasks.

|
o
/

Reporter

—

V ?,j' Tasks Create Scan Tasks Create Report Tasks Create Export Tasks

Type Task Label

2. From the Security tab, select the internal and/or external reports that you wish to

automate. Click Next.

[89 Schedule Report Wizard

Select Reports to Generate

Select the set of reports you wish to generate. Some reports require you to initiate extemals scans and have the results available before the report can be
propery generated. Only reports which are available are shown. Attaching other data sources, such as interviews, extemal and intemal vulnerability scans,
will expose addtional reports.

Selected Scan

Network Securty HIPAA PCI
-] Security Policy Assessment ( docx) ~

D: Share Pemmission Report (.docx)
- D7 Share Pemission Repart Excel (xlsx)
- D_ Share Permission Report by User ( docx)

[1_] Share Pemission Report by User Excel {xlsx)

= Dg Extemal Vulnerability Scan Detail Report { docx)

= D_ Extemal Vulnerability Scan Detail by lssue Report {.docx)
[1_] Extemal Network Vulnerabilties Summary Report { docx)
D__ Extemal Vulnerability Scan Detail Excel (xdsx)

= D~ Intemal Vulnerability Scan Detail Report { docx)

[ Jugy’ Intemal Viuinerabiity Scan Detail by Issue Report { docx)
D“ Intemal Network Vulnerabilties Summary Report (docx)

= D‘ Intemal Vulnerability Scan Detail Excel {xdsx)

-[]_] Login Failures by Computer Report { docx}
O | Login History by Computer Report (.docx)

-1 User Behavior Analvsis Report (.docx) b

Mext Cancel

3. Configure the delivery method and schedule the reports to begin a few hours after

your internal or external scan will have finished.
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Step 3 — Download Reports from VulScan Appliance in Network
Detective

Once your report tasks finish, open the Reporter console for your site and "Manually
Download Reports (Reporter)" on page 75.
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Remote Data Collector Scans

This section covers everything you need to know about using the Remote Data Collector
with Reporter.

Configuring Remote Data Collector Scans by Assessment
Module

In order to generate automated assessment reports using Reporter, you will need to
configure the Remote Data Collector to perform the appropriate scheduled scans on the
client's network:

Report Types Necessary RDC Scans

Network Assessment » Network Scan (Network/Security Assessment
Modules)

» Push Deploy Scan (selecting Computer Scan)

Security Assessment » Network Scan (Network/Security Assessment
Modules)

» Push Deploy Scan (selecting Security Scan)

» *External Vulnerability Scan (set up on the Reporter)

SQL Server Assessment e SQL Server Collection
Exchange Assessment » Exchange Server Collection
HIPAA Assessment o HIPAA Network Scan

» Push Deploy Scan (selecting HIPAA Deep Scan)

» *External Vulnerability Scan (set up on the Reporter)

PCI Assessment * PCI Network Scan

e Push Deploy Scan (selecting PCl Deep Scan)

» *External Vulnerability Scan (set up on the Reporter)

See below for specific instructions for setting up the various types of scans.

If you haven't set up your Reporter appliance or Remote Data Collector yet, see
"Setting Up Reporter" on page 17.
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Network and Security Assessment Scan

Set up a recurring Network/Security Assessment scan to collect data for automatic
Network and Security Assessment reports.

Configure the network scan using the wizard.

» Look here if you are "Scanning an Active Directory Domain Network" below

» Look here if you are "Scanning a Workgroup Network" on page 98

Scanning an Active Directory Domain Network
1. Open the Reporter dashboard.

)
F) 3
Vv

Reporter

2. Click Create Scan Tasks and select the RDC.

b
S Tasks Create Scan Tasks Create Report Tasks

3. Choose the Network Scan (Network/Security Modules) option from the wizard
and click the Next button.
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(@1 Create Task

Scan Type

Active Directory

Local Domains

Additional Credentials

External Domains

IP Ranges

SNMP Information

VMware

Verify and Schedule

Scan Type

Select the type of scan this task should perform. You will need separate tasks to perform different types of
scans

IT Assessment

Metwork Scan (Networ ecurity Modules)
SQL Server Collection
Exchange Server Collection
HIPAA Compliance
HIPAA Netwark Scan
PCl Compliance
PCI Network Scan

Local Scans
Push Deploy
Local on Remote Data Collector only

< Back Next > Cancel

Reporter — User Guide

4. Select the type of network you want to scan: Active Directory Domain.

/ Scan Type

Active Directory

Local Domains

Additional Credentials

External Domains

IP Ranges

SNMP Information

VMware

Verify and Schedule

(81 Create Task - Network Scan (Network/Security Modules) — x

Active Directory

Please enter a usemame and password with administrative rights to connect to
the local Domain Controller and Active Directory.

If you are scanning a workgroup environment, enter credentials which can
access the individual workstations as a local administrator.

| wart to scan
(® Active Directory domain () Workgroup {no domain)

Active Directory Credenrtials

If in @ domain, please enter the Fully Qualified Domain Name (.e..
corp.myco.com instead of the shotened name - MYCO)

Usemame: ‘ {domain‘wuser)

|
Password: | ‘
Domain Controller: |

< Back Next > Cancel

5. Next enter the network's Fully Qualified Domain Name along with a username
and password with administrative rights to connect to the local Domain Controller
and Active Directory.

© 2023 RapidFire Tools, Inc. All rights reserved.
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[ Note: For example: corp.yourclient.com\username. ]

6. Enter the name or IP address of the Domain Controller.

7. Choose either to scan all Domains detected on the target network or to restrict the
Scan to selected Organizational Units (OUs) and Domains.

(@1 Create Task - Network Scan (Network/Security Modules) — x

" ScanType Local Domains

o Active Directory Below is a list of the detected domains in the cument forest of Active Directory.

Local Domains (®) Gather information for ALL the domains detected

(O Gather information for only the Domains and OUs selected below
a

Additional Credentials

External Domains

IP Ranges

SNMP Information

VMware

Verify and Schedule

Expand Al Collapse Al Expand Selected

< Back Next »

8. Enter any Additional Credentials necessary to access endpoints during the scan.
Enter the username and password and click Add. When you've finished, click Next.
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(@1 Create Task - Network Scan (Network/Security Modules) — x
" ScanType Additional Credentials (optional)
" Active Directory Network scan credentials are required to perform remote Windows data collection via WM and
Remote Registry. Use this screen to optionally add additional credentials to be used during the

( Local Domains scan. Calls using the default credentials will always be attempted first.
Additional Credentials

Network Scan Credentials
External Domains

Usemame: ‘ ‘
IP Ranges Password ‘ ‘
SNMP Information Add

{AD userto be used first)

VMware
Verify and Schedule

Clear Al

< Back Next > Cancel

9. Input the External Domains here to include them as part of the data collection.
External Domain names allow others to visit the target site and facilitate services,
such as email. Examples of External Domains include:

e example.com

e mycompany.biz

[®1 Create Task - Network Scan (Network/Security Modules) — x
« ScanType External Domains
" Active Directory List extemal domains to be used for WHOIS, MX {mail) record detection, and

Dark Web scans
-/ Local Domains “D:-H'Eil' add
/ Additional Credentials
External Domains
|IP Ranges
SNMP Information
VMware
Verify and Schedule

Clear All Entries
Perform Dark Web Scan for Compromised Passwords
< Back MNext > Cancel
© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Network Detective

\

Note: Perform Dark Web Scan for Compromised Passwords: Select this
option to check the domains you enter for compromised usernames/passwords
on the dark web. If any compromised credentials exist for these domains, they
will appear in your Security Assessment reports. This service will return the first
5 compromised passwords for each domain specified.

10. The IP Ranges from the target network will be auto-detected and included in the
scan. To include additional subnets input them here.

11.

( Scan Type

( Active Directory

( Local Domains

" Additional Credentials

( External Domains

IP Ranges

SNMP Information

VMware

Verify and Schedule

(@Y Create Task - Metwork Scan (Network/Security Modules)

IP Ranges

Auto-Detected IP Ranges on Remote Appliance

10.200.1.0-

IP Ranges to Scan
Example IP Range Format: 192.168.0.0-152.168.0.255

“EH';\E\F or IP Range Add

10.200.1.0-

Reset to Auto-Detected
Import from Text File

Clear All Entries

< Back

Next > Cancel

By default, the software will retrieve data from devices with the community string
“public.” If desired, define an additional community string (such as “private”) and

enter it here.
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(81 Create Task - Network Scan (Network/Security Modules) — x
& ScanType SNMP Information
/ Active Directory SNMP community stings are used to try to determine information about

devices detected during the IP Range scan. Enter any additional community
strings used on this network.

\/ Local Domains

|Read Community String Add
\/ Additional Credentials ‘

public
\/ External Domains
/ |IP Ranges
SNMP Information

Reset to Default Import from Text File Clear All Entries

VMware

Advanced SNMP Options
Verify and Schedule SNMP Timeout (seconds): Use Defauit

< Back Next > Cancel

12. Input the Hosthame or IP Address and Credentials of the VMware Servers that
you would like to include in the scanning process.

[81 Create Task - Network Scan (Network/Security Modules) — x
" ScanType VMware (optional)
VMware credertials are required for discovery of VMware hosts. Enterthe
\/ Active Directory VMware host server DNS name or IP address along with WMware login credentials.
If the server uses a non-standard administrative port, specify the port in the
+" Local Domains hostname field in the format “hostname port™
" Additional Credentials Hostname or IP Address |

\/ External Domains

Add Viware Server

-/ |IP Ranges

Testing connection to.

Host User

/ SNMP Information

VMware

Verify and Schedule

Clear All Entries

< Back MNext > Cancel

13. Check “Send an email notification when schedule completes" to notify an
individual via email that the scan task is complete. The use of this option is
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recommended as the time a scan takes to complete varies depending on the target

(@1 Create Task - Network Scan (Network/Security Modules) — x
" ScanType Verify and Schedule
" Active Directory Press the Finish button to save the task. Use the Back button to go back and

modify any previous changes.
+" Local Domains Email Netification
" Additional Credentials [ Send email notfication when schedule completes
( External Domains

Use Login User

( IP Ranges

Task Label:
" SNMP Information (optional)
( WMware
Venfy and Schedule

Modify Settings < Back Cancel

14. Click on the Finish button to complete the scheduling of the Network Scan task.
The task will then be displayed in the Tasks Library window.

V 7] Tasks _eseScnToss | CesteRepor Toks Qs ot Toska GETA)

TeskLabel

15. In order to initiate the scan, you will need to move the scan from the Task list into
Scheduled Tasks. There are two ways to do this:

a. Select the Run Now option link under the Action column to initiate the scan.
This will place the scan directly into the Scheduled Tasks list.

Action Schedule Delete

Run Mow Schedule ?(
Run Mow Schedule ?(
Run Mow Schedule ?(
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b. Or, click Schedule to execute the scan sometime in the future. When you click
the Schedule link, the CRON Builder scheduler window is displayed and is
used to set the scheduled action’s execution time.

CROM Builder >
Time Zone: | (UTC-05:00) Eastem Time (US & Canada) w

Da

Week

Manth

Quarter oK Cancel

Year

Once

16. Whether you choose to run the scan now or schedule the scan to take place in the
future, it will be added to the Scheduled Tasks list, where you can check its status.
This is the final step in initiating (or scheduling) a scan.

V' 7| Scheduled Tasks

Type Tasklabel  Description Remote Data Colector | Status NextRunDate | LastRunDate | Repeats « Cancel

Network Scan Perform a Network Scan on a network with a d... RDC pending No x

Scanning a Workgroup Network
1. Open the Reporter dashboard.

Reporter

2. Click Create Scan Tasks and select the RDC.

3
g Tasks Create Scan Tasks Create Report Tasks

3. Choose the Network Scan (Network/Security Modules) option from the wizard
and click the Next button.
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(@1 Create Task

Scan Type

Active Directory

Local Domains

Additional Credentials

External Domains

IP Ranges

SNMP Information

VMware

Verify and Schedule

Scan Type

Select the type of scan this task should perform. You will need separate tasks to perform different types of
scans

IT Assessment

Metwork Scan (Network/Security Modules)
SQL Server Collection
Exchange Server Callection
HIPAA Compliance
HIPAA Netwark Scan

PCl Compliance
PCI Network Scan
Local Scans
Push Deploy
Local on Remote Data Collector only

< Back Next > Cancel

Network Detective

4. Select the type of network you want to scan: Workgroup (No domain).

/ Scan Type

Active Directory

Scan Credentials

External Domains

IP Ranges

SNMP Information

YMware

Verify and Schedule

@1 Create Task - Network Scan (Network/Security Modules) — *
Active Directory
Please enter a usemame and password with administrative rights to connect to
the local Domain Controller and Active Directory.
If you are scanning a workgroup environment, enter credentials which can
access the individual workstations as a local administrator.
| wart to scan
() Active Directory domain (® Workgroup {no domain)
< Back Next 3 Cancel

5. The Scan Credentials screen will appear. Enter additional credentials which can
access the individual workstations as a local administrator.

RapidFireTools
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Important: If each workgroup PC has its own unique Admin username and
password credentials, you will need to enter each set of credentials here in order
to scan these PCs.

( Scan Type

( Active Directory

Scan Credentials

External Domains

IP Ranges

SNMP Information

VMware

Verify and Schedule

(@1 Create Task - Network Scan (Network/Security Modules) —

Scan Credentials

Network scan credertials are required to perform remote Windows data collection via WM and
Remote Registry. Use this screen to optionally add additional credentials to be used during the
scan.

Network Scan Credentials

Usemame: ‘

Password ‘

Clear Al

< Back Next >

6. Input the External Domains here to include them as part of the data collection.
External Domain names allow others to visit the target site and facilitate services,
such as email. Examples of External Domains include:

e example.com

e mycompany.biz
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(@1 Create Task - Network Scan (Network/Security Modules) — x
" ScanType External Domains
" Active Directory List extemal domains to be used for WHOIS, MX {mail) record detection. and

Dark Web scans
+" Scan Credentials Dormin add
External Domains
IP Ranges
SNMP Information
VMware
Verify and Schedule

Clear All Entries
Perform Darle Web Scan for Compromised Passwords
< Back Next > Cancel

Note: Perform Dark Web Scan for Compromised Passwords: Select this
option to check the domains you enter for compromised usernames/passwords
on the dark web. If any compromised credentials exist for these domains, they
will appear in your Security Assessment reports. This service will return the first
5 compromised passwords for each domain specified.

\

7. The IP Ranges from the target network will be auto-detected and included in the
scan. To include additional subnets input them here.
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/ Scan Type

f Active Directory

( Scan Credentials

/ External Domains

IP Ranges

SNMP Information

VMware

Verify and Schedule

(@1 Create Task - Network Scan (Network/Security Modules) — x

IP Ranges

Auto-Detected IP Ranges on Remote Appliance
10.200

IP Ranges to Scan
Example IP Range Format: 192.168.0.0-152.168.0.255
“EH';\E\F or IP Range Add

10.200.

Reset to Auto-Detected

Import from Text File

Clear All Entries

Next > Cancel

Reporter — User Guide

8. By default, the software will retrieve data from devices with the community string
“‘public.” If desired, define an additional community string (such as “private”) and

9.

enter it here.
(&1 Create Task - Metwork Scan (Network/Security Modules) — ”
" ScanType SNMP Information

/ Active Directory

f Scan Credentials

/ External Domains

( IP Ranges

SNMP Information

VMware

Verify and Schedule

SNMP community strings are used to try to determine information about
devices detected during the IP Range scan. Enter any additional community
strings used on this network:

Read Community String Add
public
Reset to Default Import from Text File Clear All Ertries

Advanced SNMP Options

SNMP Timeout (seconds): Use Default

< Back Next > Cancel

Input the Hostname or IP Address and Credentials of the VMware Servers that
you would like to include in the scanning process.

© 2023 RapidFire Tools, Inc. All rights reserved.
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( Scan Type

( Active Directory

( Scan Credentials

( External Domains

( IP Ranges

( SNMP Information

VMware

Verify and Schedule

(@1 Create Task - Network Scan (Network/Security Modules)

VMware (optional)

VMware credentials are required for discovery of WMware hosts. Enter the
VMware host server DNS name or IP address along with YMware login credentials
If the server uses a non-standard administrative port, specify the port in the
hostname field in the format “hostname:port™.

Hostname or IP Address |

Add VMware Server

Testing connection to.

Host User

Clear All Entries

< Back

Next >

Cancel

Network Detective

10. Check “Send an email notification when schedule completes" to notify an
individual via email that the scan task is complete. The use of this option is
recommended as the time a scan takes to complete varies depending on the target

network.

( Scan Type

Active Directory

External Domains

'
( Scan Credentials
o
'

IP Ranges

( SNMP Information
o

WMware

Venfy and Schedule

(@1 Create Task - Network Scan (Network/Security Modules)

Verify and Schedule

Press the Finish button to save the task. Use the Back button to go back and
modify any previous changes.

Email Netification

Send email natffication when schedule completes

Email Address @rapidfiretools com ‘

Use Login User
Task Label: |-
Modify Settings < Back Finish Cancel

11. Click on the Finish button to complete the scheduling of the Network Scan task.

The task will then be displayed in the Tasks Library window.
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V7] Tasks _cese ScanTasks

Remote Data Colector

B

12. Inorder to initiate the scan, you will need to move the scan from the Task list into
Scheduled Tasks. There are two ways to do this:

a. Select the Run Now option link under the Action column to initiate the scan.
This will place the scan directly into the Scheduled Tasks list.

Action Schedule Delete

Run Mow Schedule x
Run Mow Schedule ?(
Run Mow Schedule x

b. Or, click Schedule to execute the scan sometime in the future. When you click
the Schedule link, the CRON Builder scheduler window is displayed and is
used to set the scheduled action’s execution time.

CROM Builder *
Time Zone: | (UTC-D5:00) Eastem Time (US & Canada) w
Every Day | ot 12:00 AM 3
Da
Week
Manth
Quarter oK Cancel
Year
Once

13. Whether you choose to run the scan now or schedule the scan to take place in the
future, it will be added to the Scheduled Tasks list, where you can check its status.
This is the final step in initiating (or scheduling) a scan.

[
V2] Schoduled Tasks

Type Tasklabel  Desaription Remote Data Collector | Status NextRunDate  LastRunDate | Repeats ~ Cancel
Network Scan Perform a Network Scan on a network with a d... RDC pending No x
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To learn more about how to configure the scans related to a Network Assessment, please
refer to the Network Detective User Guide at https://www.rapidfiretools.com/nd.

Note: Note that the Network Assessment Reports are only available as part of the
Network Assessment module.
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Exchange Server Assessment Scan

Set up a recurring Exchange Assessment scan to collect data for automatic Exchange
Assessment reports. To create this scan task, perform the following steps:

7~

Note: If you are installing the RDC to perform an Exchange assessment for an on-
premise server, you must install the RDC directly on the Exchange server itself. This is
required in order for the RDC to communicate with the Exchange server using any
required Exchange Shell utility available on the Exchange Server.

If you are scanning Office 365, you do not need to run the RDC on the server. You will
only need to enter management credentials for Office 365.

To create this scan task, perform the following steps:

1. Open the Reporter dashboard.

Al
/l

P
v

Reporter

2. Click Create Scan Tasks and select the RDC.
3. Selectthe Exchange Server option. Select the Next button.
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(@1 Create Task

Scan Type Scan Type

Exchange Version

Credentials

Verify and Schedule

Select the type of scan this task should perform. You will need separate tasks to perform different types of
scans

IT Assessment
Metwork Scan (Network/Security Modules)
SQL Server Collection

Exchange Server Callection

HIPAA Compliance
HIPAA Netwark Scan
PCl Compliance
PCI Network Scan
Local Scans
Push Deploy
Local on Remote Data Collector only

< Back Next > Cancel

4. Next, select the credentials/authentication method to use:

Network Detective

» Use Legacy Credentials: Enter a user name and password to connect to the
target Office 365 environment.

:} Create Task - Exchange Server Collection -

f Scan Type

Credentials

+ Exchange Version

Enter your Exchange Online for Office 365 management credentials below. These credentials
will be used to connect to your particular instance of Office 365 to perform the scan. Clicking

Credentials

Next will test requirements and your credentials. This can take up to a minute in some cases.

Verify and Schedule

(® Use Legacy Credentials

User Name ‘ ‘

Password: ‘ ‘

(O Use Enterprise Application Cradentials
Organization

App ID:

Thumbgprint:

Cancel

RapidFireTools
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* Use Enterprise Application Credentials: Enter credentials to authenticate
using an Enterprise App that you configure in the target environment. See
"Authenticate Exchange Scan using Enterprise App" on page 203.

Create Task - Exchange Server Collection - X

i
" ScanType Credentials
+ Exchange Version Enter your Exchange Online for Office 365 management credentials below. These credentials
will be used to connect to your particular instance of Office 365 to perform the scan. Clicking
. Next will test requirements and your credentials. This can take up to a minute in some cases.
Credentials
O "
Verify and Schedule () Use Legacy Credentials

User Name

Password:

®) Use Enterprise Application Credentials

Organization |
App ID ‘

Thumbprint |

< Back Next > Cancel

5. Verify the settings, set-up an Email Notification to be sent once the scan is
completed, and select the Finish button to create the scan task.

6. Schedule the scan from the Task window. Be sure to schedule the scan a few
hours before your report jobs.

Action Schedule

Run Maow Scheduls

SQL Server Assessment Scan

To create this scan task, perform the following steps:

1. Open the Reporter dashboard.

Reparter
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2. Click Create Scan Tasks and select the RDC.
3. Selectthe SQL Server option. Select the Next button.

(81 Create Task - x
Scan Type Scan Type
Credentials Select the type of scan this task should perform. You will need separate tasks to perform different types of
ssssss
Verify and Schedule IT Assessmen t
Network Scan (Network/Security Modules)
SAL Server Collection
Exchange Server Collection
HIPAA Compliance
HIPAA Network Scan
PCl Compliance
PCI Network Scan
Local Scans
Push Deploy
Local on Remate Data Collector only
Back Next > Cancel

4. Follow the prompts to set-up the Server, Port, and Credentials for the SQL Server
being scanned. Select the Next button.

5. Verify the settings, set-up an Email Notification to be sent once the scan is
completed, and select the Finish button to create the scan task.

6. Schedule the scan from the Task window. Be sure to schedule the scan a few
hours before your report jobs.

Action Schedule

Run Mow Schedule

To learn more about how to configure the scans related to a SQL Server Assessment,
please refer to the Network Detective User Guide at https://www.rapidfiretools.com/nd.

Note: Note that the SQL Server Module’s Assessment Reports are only available as
part of the SQL Server Module subscription.

HIPAA Compliance Network Scan
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To create this scan task, perform the following steps:

1. Open the Reporter dashboard.

Al
A
=

¥
Reporter

2. Click Create Scan Tasks and select the RDC.
3. Selectthe HIPAA Network Scan option. Select the Next button.

(@1 Create Task _ «
Ern T Scan Type
Active Directory Select the type of scan this task should perform. You will need separate tasks to perform different types of

scans

Local Domains IT Assessment

Metwork Scan (Network/Security Modules)
SQL Server Collection

External Domains Exchange Server Collection

HIPAA Compliance

Additional Credentials

IP Ranges
HIPAA Netwark Scan
SNMP Information PCl Compliance
PCI Network Scan
VMware
Local Scans
Verify and Schedule Push Deploy

Local on Remote Data Collector only

< Back Next > Cancel

4. Follow the prompts to set-up the Credentials, Local Domains, External Domains, IP

Ranges, SNMP Information, Microsoft Base Security Analyzer (MBSA), and
VMware (Optional) parameters.

5. Verify the settings, set up an Email Notification to be sent once the scan is
completed, and select the Finish button to create the scan task.
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( Scan Type

( Active Directory

( Local Domains

«"  Additional Credentials

( External Domains

( IP Ranges

( SNMP Information

( WMware

Venfy and Schedule

[®1 Create Task - HIPAA Network Scan — x
Verify and Schedule

Press the Finish button to save the task. Use the Back button to go back and
modify any previous changes.

Email Netification

[ Send email notfication when schedule completes

Use Login User

Task Label:
{optional)}
Modify Settings < Back Cancel

6. Schedule the scan from the Task window. Be sure to schedule the scan a few
hours before your report jobs.

Action

Run Mow

Schedule

Schedule

To learn more about how to configure the scans related to a HIPAA Compliance
Assessment, please refer to the HIPAA Module User Guide at
https://www.rapidfiretools.com/nd.

Note: Note that the HIPAA Module’s Assessment Reports are only available as part of
the HIPAA Module subscription.

PCIl Compliance Network Scan

To create this scan task, perform the following steps:
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1. Open the Reporter dashboard.

[~ |
= -:]
|"’ [.-"'

Reporter

2. Click Create Scan Tasks and select the RDC.
3. Select the PCI Network Scan option. Select the Next button.

(@1 Create Task — x
Scan Type Scan Type
Active Directory Select the type of scan this task should perform. You will need separate tasks to perform different types of
sCars.
Local Domains IT Assessment
Additional Credentials Network Scan (Network/Security Modules)
SQL Server Collection
External Domains Exchange Server Collection
HIPAA Compliance
IP Ranges
HIPAA Netwark Scan
SNMP Information PCl Compliance
PCI Network Scan
VMware
Local Scans
Verify and Schedule Push Deploy
Local on Remote Data Collector only
< Back Next > Cancel

4. Follow the prompts to set-up the Credentials, Local Domains, External Domains, IP

Ranges, SNMP Information, Microsoft Base Security Analyzer (MBSA), and
VMware (Optional) parameters.

5. Verify the settings, set up an Email Notification to be sent once the scan is
completed, and select the Finish button to create the scan task.
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[®1 Create Task - PCI Network Scan — x
" ScanType Verify and Schedule
" Active Directory Press the Finish button to save the task. Use the Back button to go back and
modify any previous changes.
+" Local Domains Email Netification
" Additional Credentials [ Send email notfication when schedule completes

f External Domains

Use Login User
f IP Ranges

. Task Label:
( SNMP Information {optional}

/ WMware

Venfy and Schedule

Modify Settings < Back Cancel

6. Schedule the scan from the Task window. Be sure to schedule the scan a few
hours before your report jobs.

Action Schedule

Fun Mow Schedule

To learn more about how to configure the scans related to a PCI Compliance
Assessment, please refer to the PCI Module User Guide at
https://www.rapidfiretools.com/nd.

Note: Note that the PCI Module’s Assessment Reports are only available as part of
the PCIl Module subscription.

Push Deploy Local Computer Scans

Note: Use Push Deploy Local Computer Scans to gather detailed data for individual
workstations. These can be used for all report types and are essential for a
comprehensive assessment.

To create this scan task, perform the following steps:
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1. Open the Reporter dashboard.

Reporter

Click Create Scan Tasks and select the RDC.

Reporter — User Guide

Select the Local Scans Push Deploy option to push scans to individual computers

on the Network.

(@1 Create Task

ST Scan Type

Credentials Select the type of scan this task should perform. You will need separate tasks to perform different types of
scars.

Local Scan Settings IT Assessment

Metwork Scan (Network/Security Modules)
SQL Server Collection
Verify and Schedule Exchange Server Collection
HIPAA Compliance
HIPAA Network Scan

Remote Computers

PCl Compliance
PCI Network Scan

Local Scans

Local on Remate Data Collector only

Push Deploy

~

.

Note: WMI must be available and operational on your network. ]

Select the Next button.

4. Follow the prompts to set-up the Credentials.
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Network Detective

(&Y Create Task - Push Deploy

Local Scan Setlings 3. WMI access to the remote machine.

Remote Computers

" ScanType Credentials
Credentials Using the "Push” Management Tool requires the following 3 things:
1. ADMINS access to the remate machine

2. NET 3.5 or 4.5 installed on the remote machine.

Usemame ‘
Verify and Schedule
Password: ‘ |
Please add at least one Credential Add
Clear Al
| [

Select the Next button.

5. The selection of the Local Scan Settings depends on the type of IT or Compliance
Assessment Reports that you are generating with the Reporter.

(3 Create Task - Push Deploy

Local Scan Settings

f Scan Type
/ Credentials Scan Settings Computer Sean [] Securty Scan
Y — [J HIPAAGuick  [] HIPAA Deep
ocal n Settings

[ PCI Guick [ PCI Deep
Remote Computers ] BOR Scan [ Pil Scan
Verify and Schedule

Check All Uncheck All

< Back

Next > Cancel

RapidFireTools
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Select the Scan Settings to collect the scan data required to produce the reports
that you want to generate. Below are the Scan Settings required for each

assessment type.
Network Assessment Computer Scan
Security Assessment Computer and Security Scans
HIPAA Assessment HIPAA Deep*
PCI Assessment PCI Deep*
Note: The “Quick” version of this scan can be used instead of the “Deep” scan in
order to reduce scan time. Use of the ‘Quick” scans may result in instances of
ePHI or Cardholder Data not being identified.

Select the Next button.

6. Define the Remote Computer IP addresses for the computers being scanned.

Select the Next button.
(@1 Create Task - Push Deploy - b'Y
« ScanType Remote Computers
/ Credentials Auto-Detected |P Ranges on Remote Appliance
Starting IP Address Ending IP Address

/ Local Scan Settings 10.2001.0

Remote Computers

Verify and Schedule Remote Computers
Hestname or IP Address Add

Add Auto-Detected
Add from |P Range
Add from File

Save Computers to File

Clear All
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7. Verify the settings, set up an Email Notification to be sent once the scan is
completed, and select the Finish button to create the scan task.

Y Create Task - Push Deploy

*

" Scan Type Verify and Schedule

" Credentials Press the Finish button to save the task. Use the Back button to go back and
modify any previous changes.

+" Local Scan Settings Email Notffication

" Remote Computers [ Send email notification when schedule completes

Venfy and Schedule

Use Login User

Task Label
{optional)

Modify Settings < Back Cancel

8. Schedule the scan from the Task window. Be sure to schedule the scan a few
hours before your report jobs.

Action Schedule

Fun Mow Schedule

Local Scan for a Computer Running the Remote Data Collector

This scan will collect data only on the computer running the RDC. To create this scan
task, perform the following steps:

1. Open the Reporter dashboard.

Al
i

4 o/
v

Reporter

2. Click Create Scan Tasks and select the RDC.
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3. Select the Local on Remote Data Collector Only scan option to perform a local
scan on the computer used to run the Remote Data Collector.

(@1 Create Task — x

Scan Type

Scan Type

Select the type of scan this task should perform. You will need separate tasks to perform different types of
scans

Local Scan Settings

Verify and Schedule IT Assessment
Metwork Scan (Network/Security Modules)
SQL Server Collection
Exchange Server Collection
HIPAA Compliance
HIPAA Network Scan

PCl Compliance
PCI Network Scan
Local Scans

Push Deploy

Local on Remote Data Collector only

< Back Next > Cancel

Select the Next button.

4. The selection of the Local Scan Settings depends on the type of IT or
Compliance Assessment Reports that you are generating with the Reporter.

(@1 Create Task - Local on Remote Data Collector only - X
 ScanType Local Scan Settings
Local Scan Settings Scan Settings Computer Sean [ Securty Scan
HIPAA Guick HIFAA D
Verify and Schedule - e g o=
[] PCI Guick [1 PCI Deep
[] BOR Sean [ Pll Sean
Check All Uncheck Al
< Back Next > Cancel
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Select the Scan Settings to collect the scan data required to produce the reports
that you want to generate. Below are the Scan Settings required for each

assessment type.

Network Assessment Computer Scan

Security Assessment Computer and Security Scans

HIPAA Assessment HIPAA Deep*

PCI Assessment PCI Deep*
Note: The “Quick” version of this scan can be used instead of the “Deep” scan
in order to reduce scan time. Use of the ‘Quick” scans may result in instances of
ePHI or Cardholder Data not being identified.

Select the Next button.

5. Verify the settings, set up an Email Notification to be sent once the scan is
completed, and select the Finish button to create the scan task.

(@Y Create Task - Local on Remote Data Collector only - x

Verify and Schedule

f Scan Type

" Local Scan Settings Press the Finish button to save the task. Use the Back button to go back and
modify any previous changes.

Verify and Schedule Email Notification

[ Send email notfication when schedule completes

Use Login User

Modify Settings < Back Finish Cancel
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6. Schedule the scan from the Task window. Be sure to schedule the scan a few
hours before your report jobs.

Action Schedule

Fun Mow Schedule
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Configure the Local Data Scan Merges

When local scans are performed by the Network Detective Data Collectors, Appliance,
or Discovery Agents. the scan files can be merged into a particular domain data set. The
Configuration of Local Scan Merges feature allows you to select which method you
prefer to use when merging local scans.

With Discovery Agents, you can also select the appropriate Labels for local scans to be
merged into your assessment.

This setting will impact Automated Report Generation.

To select the process to be used by the Appliance to Merge any Local Scan Data into a
primary domain data set, perform the following steps.

A e m E s

InForm Appliances Connector Service Plans Users Preferences

Customer A - By Dept Network Customer A - Exchange Customer A - HIPAA Risk
HOME Assessment i i Assessment

Al Sites

Customer A- Securty Assessment Customer A- SGL Server
d: 11 AM

o Aascsament
N @, o
M %{% Crested: 11/27/201

eSS =y

Step 1 — Select and Open the Site

First, open your Reporter site and access your active project.

Step 2 — Select Manage Appliance

After the Site has been opened, select the A Selector symbol to expand the Site
properties to view any Appliances associated with the Site.

Customer A f  Edit Site

Then select the Manage option presented for the Reporter Appliance listed.
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V' Customer A f Ewse
v

’ Click Add to bind a Metwork Detective Appliance to the site w

Name Type Manage Update Remave Running Tasks
@ nDA Reporter } Update 3{ FRemove Mo gueued tasks

The Manage Reporter window will be displayed.

Step 3 — Set Scan Data Merge Configuration

Select the Configuration tab in the Manage Appliance to view the Local Scan Merge
settings.

'
Toses | Cotipntn .

Task Library

sopkarce L the Deabe o may Hier o ok s

crmated, you N LSt the Add 12 Quee Ink 10 Quie the Lask 12 0 o B nspedor  the ne avalabis cepomunty.

Queued Tasks
schocied d The lrapector frosm b ts batom. o
‘tasks g rag-and-dm. bie me-ordaved. Panding tasks L
i 0 skt i e asg with Pereding Stafis pdated w33 mirutes Fisfresh Statn
Trpe Task: Label Depcrpton ELT) Pesd Rur Repeats Cancel

Step 4 — Set the Local Scan Merge Settings and Save Settings

1. From the Local Scan Merge screen, you can decide how these local scans fit into
your reports:

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools’

122



Reporter — User Guide Network Detective

Manage Appliance
Tasks Configuration
Local Scan Merge

When local scans are pefomed by the Network Detective Appliance, they can be
merged into a particular domain.

Select one of the options below as your prefered method to merge local scans.

o (@ Merge into Primary Domain (‘domain with most computers)
O Speciy Domain
O Do ot merge local scans

Dont use scans older than the folowing number of days: 20 1= e

Use scans wih the folowing labels:

e Merge into Primary Domain: This will merge local scans into the primary
Active Directory Domain (the Domain with the most computers)

» Specify Domain: The computers scanned will be associated with this Domain
in the reports you generate.

» Do not merge local scans: The local scans for computers will appear
separately in the reports you generate (they will not be associated with a
Domain).

2. Next, set the option to prevent using scans that are older than a specified number of
days.

3. Finally, if you are using Discovery Agents, choose the labels you wish to use for
your scans. You can select

e No Labels
« All Labels
* One or more Labels (make your individual selections from the list)

Note: See the help topic "Enable Discovery Agents for Local Data Collection" in
the Network Detective User Guide for a complete walk through on deploying and
labeling Discovery Agents.

4. Then select the Save and Close button to store the Scan Merge Settings.

© 2023 RapidFire Tools, Inc. All rights reserved.
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InDoc and the RapidFire Tools Portal

InDoc uses the stream of data from Reporter to help your team find, manage, and
document everything at a Site.

With your Reporter subscription, you can use InDoc and the RapidFire Tools Portal to
dive deeper into the data you collect from your Reporter sites. With InDoc, you can
supplement Reporter data with your own network documentation to make managing your
client's assets a breeze. Access the RapidFire Tools Portal at
https://www.youritportal.com.

Dashboard

rrrrrr

‘‘‘‘‘‘‘‘‘‘‘

aaaaaaaaa

i
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With InDoc, you can:
» Explore and view data from all network assets discovered during the latest scan
and take immediate action.
» See To Do items and Risk Management Plan issues for the Site.
» Annotate each asset on the client's network with your own Notes and Procedures.
» See relationships between assets by linking together Related Items.
» Safely share Confidential Notes, including passwords, in a secure storage area.

e Manage the Smart Tags associated with each network asset. Smart Tags are used
to monitor network security with Cyber Hawk, our security service delivery system.

© 2023 RapidFire Tools, Inc. All rights reserved.

124


https://www.youritportal.com/

Reporter — User Guide Network Detective

Requirements for using InDoc with Reporter

Using InDoc with Reporter is easy — but you need to have Reporter set up first. Review
the requirements for using InDoc with Reporter below.

1.
2.

You must have a subscription to the Network Assessment Module and Reporter.

Reporter must be installed on the MSP network and associated with one or more
Sites in Network Detective. You can only use InDoc with Sites that have an
associated Reporter in Network Detective.

One or more Remote Data Collectors (RDC) must be installed on the client network
(s) and associated with the Reporter Sites using Connector(s).

The RDC must be configured to perform scans on the network. The RDC must also
have performed a scan and uploaded it to the Network Detective Site through the
Connector.

Note: See "Setting Up Reporter" on page 17 for detailed instructions.

You must have automated report tasks set up, and select Upload Scan Data to
InDoc when configuring your report tasks.

Note: Upload Scan Data to InDoc is selected by default, and will be
retroactively applied to your previously-created report jobs.

© 2023 RapidFire Tools, Inc. All rights reserved.
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(@1 Schedule Report Wizard b

Delivery Method

Subject Email

4 Metwork Detective Notification

[ Attach reports to notification email Upload Scan Data to InDoc
What is InDoc?

Password Protect ZIP File

[ Copy to Extemal Network Share

Check this option to

Save reports to ZIP fle (Repotter Customer 1 - HIPPA Repotts-<Dates<D>zp) UPlO@d your Site data to
InDoc in the RapidFire
Tools Portal

Note: Reports are always available in Downloaded Reports for this site.

Create Folder:

Task Label
(optional}

Back Finish

6. Users who wish to access InDoc in the RapidFire Tools Portal must have the correct
Global and Site-specific Role permissions. User Roles are configured in the Portal.
See "InDoc User Permissions" on page 151.

7. Your reports must have successfully generated.

Once you set up InDoc with these steps, your InDoc Site will appear in the RapidFire
Tools Portal.

If you are using Reporter with Cyber Hawk, you can access both tools from the
same Site.

Detect Suspicious Behavior for RFTS

Click on the Site to view the InDoc tab to see the InDoc Dashboard.

© 2023 RapidFire Tools, Inc. All rights reserved.
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% Home W

M Dashboard

— Usars 5

T‘ Computers
RapidFireTools’
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Using InDoc (RapidFire Tools Portal)

Once you set up Reporter for automated reporting and data collection, you can begin
using InDoc in the RapidFire Tools Portal. (See "Requirements for using InDoc with
Reporter" on page 125). Each time scans are performed and reports successfully
generated, InDoc will be updated with the latest data. To access InDoc:

1. Login to the RapidFire Tools Portal with your Network Detective account
credentials.

2. Open the Site for which you would like to use InDoc. You can only use InDoc with
Sites that have an associated Reporter in Network Detective.

7~

Note: InDoc Sites are marked with an InDoc site badge. ]

Detect Suspicious Behavior for RFTS

f—

3. Click on the InDoc tab > Dashboard.

Haimi

InDroc

Lsers

Computers

From here you can view details about network assets taken from the latest scan
data — and you can begin adding your own supplementary documentation. The
InDoc dashboard gives you a high level overview of the activity at the Site, including

© 2023 RapidFire Tools, Inc. All rights reserved.
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pending To Do items, an Asset Summary, and Notes from your tech group.

My RapidFire Tools! Organizations  ToDo  Global Seftings. ® 0 Qa
Darrien Site
= e Dashboard
Scan Date: 07/12/2019 03:01:14 A
1 Home v Dashboard Publish Date: 07/12/201912:32:30 PM
[ inDoc > B Notes @ ViewMore
2% Users 4 1117 Perimeter Canter WE-101
Atanta, GA30338
O @

3231300

= 2 NETWORK (81SSUES)
Settings v
Biae Y | v & SECURITY (31SSUES)
Hawk v
P oo Enabied
Bl Auditlog

© Auditlog 7944

22715, 830 4
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Explore Network Assets with InDoc

InDoc uses the stream of data from Reporter to help your team find, manage, and
document everything at a Site. You access InDoc for your Sites in the RapidFire Tools
Portal at https://www.youritportal.com. From the InDoc tab > Overview, you can view
detailed information about network assets.

Computers

The available asset categories appear below the Dashboard button. These assets are
divided into categories, such as Users and Computers. Click on an asset category to
view a list of assets detected on the network during the most recent scan.

Inloe

amw  Usgrs

L Computers
Databases
Applications

Printers

Click on a specific asset from the list for a detailed view showing information specific to
the asset type. This information is dynamically updated by Reporter.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools

130


https://www.youritportal.com/

Reporter — User Guide Network Detective

Darrien Site

Note: Currently, you can explore details for Users and Computers. More categories
will be added in the future.

View Data about Network Assets

To view data about particular assets:

Open the Site in the RapidFire Tools Portal.
Navigate to the InDoc tab > Overview.

Choose an asset category ("Users" or "Computers," for example). The list of
detected assets will appear.

4. Click on a specific asset from the list. From here you can add your own Notes,
Procedures, Related Items, and Smart Tags to the asset.

Users

The Users details page shows information such as domain, last login, password
expiration, login history, and groups.

n g
H

sssss

aaaaaaaaa

aaaaaaaaaaaaaaa
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RELATED ITEMS,

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>
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You can also view or add Notes, Procedures, Related Items, and/or Smart Tags for the
user. For example:

» Assign Related Items to help your team know which network assets are the user's,
such as PCs or printers.

» Assign Smart Tags to the User, such as Business Owner, Accounting User, or IT
Admin.

Computers

The Computers details page shows information such as IP address, operating system,
Windows keys, service tags, CPU, RAM, Disk, Applications, and associated printers. Up
to date information on assets can be provided to Technicians on demand.

rien Site

" g

sssss

test. .com\BACK

aaaaaaaaa

..............

sssssssss

For each computer, you can also add Notes, Procedures, Related ltems, and/or Smart
Tags for the user. For example:

» Add a Procedure to a computer to help your team troubleshoot known issues
specific to that computer

« Add a Related Item to help your team see which users log on to the PC
» Add a Smart Tag to a sensitive computer, such as ACCOUNTING or PCI/HIPAA

© 2023 RapidFire Tools, Inc. All rights reserved.
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Add a Note to an Asset (InDoc)

You can use InDoc to write your own notes and associate them with specific network
assets. This is great for labeling and keeping track of important assets. Use Notes to help
your tech group understand the purpose and function of each machine on the network.

1. Open the Site in the RapidFire Tools Portal.
2. Navigate to the Site InDoc tab > Overview.

Haoimia

Computers

3. Choose an asset category ("Users" or "Computers," for example).

Inlee

amw  Usars
[._',_. Computers
Databases

| Applications

Printers

4. The list of detected assets will appear. Click on a specific asset from the list.
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Darrien Site
= User
Home Users @ active @)enabied @)otal Al
InDoc
Dashboard o usen
st com ad N Yes
Computers
3 com ail Never No Yes
Datab:
est. com an N No Yes
Applicat
test t.com a 3ul8, 2019, 11:45:40 AM Yes Yes
Printers N .
REeADDS e test tcom a 3ul12,2019, 2:16:46 AM Yes Yes
Security Group: et ™ @
DNs ‘ om Mar 12,2019, 10:12:29 A
N he N l, click View M
ext to the Notes panel, click View More.
o o
Notes View More

Mo notes yet; click View More -» Edit to add some

Click Edit.

Notes
Mo notes yet; click Edit to add some

View Confidential Notes

Close & Edit

Use the editor to add or change your notes.
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View Confidential Notes
Cancel

8. Click Save. Your Note will appear under the Notes panel.

MNotes

This computer should ALWAYS remain ON.
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Add and View Confidential Notes (InDoc)

Note: Before you can add or view confidential notes with InDoc, you first need to
"Enable Confidential Information Protection for InDoc" on page 138. You will also
need to be granted confidential access by a Master or Admin user.

To create or view confidential notes with InDoc:

1. Open the Site in the RapidFire Tools Portal.
2. Navigate to the InDoc tab > Overview.

Hamie
InDaoc
- —

Lisars

Computers

3. Choose an asset category ("Users" or "Computers," for example). The list of
detected assets will appear.

4. Click on a specific asset from the list.
5. Next to the Notes panel, click View More.

Motes

Mo notes yet; click View More -» Edit to add some

6. Click View Confidential Notes.
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This computer should ALWAYS remain ON.

View Confidential Notes —

Close

If you do not have permission to view confidential notes, you can click Request
Access. An Admin will then receive an email notification and can choose to log in to
the Portal and give you access from Global Settings > Users. (See "Grant User

Access to Confidential Notes" on the next page).

This computer should ALWAYS remain ON.

Request Access to Confidential Motes

Close

7. Enter your RapidFire Tools Portal/Network Detective password when prompted.

8. Use the text editor to add or change your confidential notes. Click Save.

Note: You will need to re-enter your password to view or change confidential
notes.
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Enable Confidential Information Protection for InDoc

With InDoc, you can securely write and share confidential notes that you place on network
assets. This is perfect for managing passwords or other sensitive information about the
client's network. Before you use this feature, you will need to set up a secure "circle of
trust" for using confidential notes with InDoc.

This task will be performed by a Global Master user when they first log in to the portal after
you set up InDoc. Here's how it works:

1. Once you set up InDoc, log in to the Portal as a user with Master rights.

2. If you have not done so already, you will be prompted to create a confidential
information Store. Enter your portal password and click OK.

Enable Confidential Information Protection for InDoc x

Before you can start storing confidential information using the InDoc feature, you must establish a confidential information store. This is done by
establishing a circle of trust. You should grant access to the minimum number of possible users. Access is granted and removed using the Global
Settings » Users page. To enable your confidential information store, please enter your password below.

Password: [Enter Password

3. You will now have access to create and view confidential notes and associate them
with network assets.

Confidential Information Protection Enabled for InDoc x

Congratulations! Your Confidential Information Store has been created and you have been granted rights to view and edit confidential information.
You are being redirected to the Global Settings » Users page where you can grant access to view confidential information to others. Simply click on the

privacy icon to grant or revoke access.

4. You will then be redirected to the Global Settings > Users page where you can
grant access to view confidential information to others.

Grant User Access to Confidential Notes

Note: Before you can add or view confidential notes with InDoc, you first need to
"Enable Confidential Information Protection for InDoc" above.

Users with access to InDoc can request access to confidential notes. Master users with
privacy permission will receive an email when a user requests access to a confidential
note.

138



A user has requested access to view confidential information. To grant or revokd
portal and go to the Global Settings > Users page. Please notify the user if accesq

Request Time: 8/20/2018 1:29:52 PM
Username: Pro User

Role: ADMIN

Site: INDOC Testing

To grant privacy access to the user:

1. Login to the RapidFire Tools Portal.
2. Navigate to Global Settings > Users.

3. Under the Access Confidential field, click No to edit the confidential access for the
appropriate user.

d  -TestAutc Task ra N
ajones@ra Jones Admin Allf -TestAutoTask () . No
another-example-user@u Site Restricted T No
B L iro I i N

4. Confirm that you wish to grant the user Privacy permissions. The user will then be
able to view confidential notes.

Warning

addusertest1234. This will allo

Cance
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Add a Procedure to an Asset (InDoc)

You can use InDoc to document Procedures and associate them directly with the
relevant network assets.

Procedures are handy for managing instructions or settings that apply to specific
assets on the network, like a Domain Controller. This puts the information right at your
tech team's fingertips.

1. Open the Site in the RapidFire Tools Portal.
2. Navigate to the Site InDoc tab > Overview.

Computars

3. Choose an asset category ("Users" or "Computers," for example).

InDee

Diatabases

Applications

Printers

4. The list of detected assets will appear. Click on a specific asset from the list.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Darrien Site

= Us

5. Nextto the Procedures panel, click Add.

PROCEDURES

]

am

o

Mo Procedures yet. Add

6. Use the editor to write or edit your Procedure.

B @ @ Y- | @ MEBR=QH

B I &|L = = 4 | 99 Styles ~ | Fomat - A- A-| ?

Cancel

7. Click Save.

You can then see your list of procedures for the asset in the Procedures panel.

PROCEDURES
1 Read Me First >
1 Important Procedure >

© 2023 RapidFire Tools, Inc. All rights reserved.
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Edit or Delete Procedures

Whenever you need to change a procedure:

Open the Procedure from the panel.

Click Edit. (You can also click Delete to remove the procedure).
Make any changes you wish using the editor.

Click Save.

L~

© 2023 RapidFire Tools, Inc. All rights reserved.
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Add Related Items to a Network Asset (InDoc)

Use InDoc's relationship mapping feature to help keep track of important related items on
the client's network. This includes relationships like which users regularly log in to which
computers. To assign related items to an asset:

1. Open the Site in the RapidFire Tools Portal.
2. Navigate to the Site InDoc tab > Overview.

T Home
] -
P Dashboard
mw  Lisers

Computers

3. Choose an asset category ("Users" or "Computers," for example).

[:] Computers
Databases
| Applications

1 Printers

4. The list of detected assets will appear. Click on a specific asset from the list.

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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Darrien Site

5. From the Related Items tab, click Add.

RELATED ITEMS

Mo items yet. Add some.

Reporter — User Guide

6. Scroll down the list of items, or search for it using the search bar.

Search

Cancel

7. Click the Check Box for each item you want to associate with the asset.

8. Click Add. The related items will appear in the panel. Other users can then click on

the Related Items to view more about them.

© 2023 RapidFire Tools, Inc. All rights reserved.
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RELATED ITEMS ADD

|

O test Ccom\APPOL COMPUTER

u}

D test com\BACKUPOL COMPUTER

Note: To remove a related item from an asset, click on the . icon. The related item
will be removed.
RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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View Site Management Plan (InDoc)

On a Site's InDoc tab, you and your team can access a quick overview of the site
Management Plan. This provides a concise overview of the Management Plan document
that you can generate with Reporter. To use this feature:

1. Open the InDoc tab > Overview for the Site.

Dashboard

sssss
eeeeeeee

aaaaaaaaa

ILLLE

2. Under the Management Plan panel, you can see the Network Detective modules to
which you are subscribed.

Management Plan

a& NMETWORK (9I55UES)

8 SECURITY (41SSUES)

3. Click on a module to open up a short list of the issues identified on the Site network.
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Management Plan

o NETWORK (2ISSUES)

Issue Risk Score

LI Anti-virus not installed 94
LT Anti-spyware not installed o4
LF Anti-virus not up to date Q0
LF Anti-spyware not up to date S0
[= Few Security patches missing on computers. 75
Significantly high number of Domain Administrators 35

User password set to never expire 30
Operating system in Extended Support 20

User has not logged on to domain in 30 days 13

@ SECURITY (41S5UES) *

Next to each issue you can see the Risk Score (100-1). High Risk issues should be
addressed first.

4. Click on a specific issue to open up a brief description and remediation instructions.

[ HighRisk | User Password Set To Never Expire

Risk Score Recommendations Severity  Probability
80 Investigate all accounts with passwords set to never expire and configure them to expire
regularly.

O TESTL.IT.COM\abadmin / ABrown Admin
O TEST1.IT.COM\dadmin / Darrien Brown
O TEST1L.IT.COM\dkadmin / DK Admin

0O TEST1.ITCOM\jdadmin/JD Admin

0 TESTL.ITCOM\jpadmin/ JP Admin

0O TEST1.ITCOM\jsadmin / John Stark

0O TESTL.ITCOM\jwadmin / JW Admin

O TESTL.IT.COM\lwadmin /LW Admin

O TESTL.ITCOM\mgadmin /MG Admin
O TESTL.IT.COM\pkadmin / PK Admin

O TEST1L.IT.COM\psadmin/PS Admin

0O TEST1.ITCOM\skadmin / SK Admin

O TESTL.IT.COM\tadmin/ TH Admin

O TESTL.IT.COM\tsadmin / Thomas Selby
0O TESTL.IT.COM\boadmin / BO ADMIN
O TESTL.IT.COM\caadmin/CA Admin

0O TESTL.IT.COM\mpadmin / MP Admin

Close

For more detailed information on the issues identified, review the latest
Management Plan report for that specific module. You can download Reporter
documents in the Network Detective application.

147



Network Detective Reporter — User Guide

Edit Smart Tags in InDoc

Cyber Hawk, our security alerting system, incorporates a proprietary feature called Smart
Tags. Smart Tags allow you to adapt Cyber Hawk to each client’s unique IT environment
to detect network Anomalies, Changes, and Threats (ACT). Smart Tags allow you to add
information about specific users, assets, and settings that helps Cyber Hawk get
“smarter” about what it is finding. That means more potential threats identified with fewer
false positives.

InDoc allows you to manage and assign Smart Tags to network assets. (Note that you
can also do this from within the Cyber Hawk dashboard in the Network Detective
application.) To manage Smart Tags in InDoc:

1. Open the InDoc Site in the RapidFire Tools Portal.
2. Navigate to the Site InDoc tab > Overview.

Home e

Computars

3. Choose an asset category ("Users" or "Computers," for example).

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools’
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[:] Computers
Databases
| Applications

Printers

4. The list of detected assets will appear. Click on a specific asset from the list.

Darrien Site

Enabled 3

5. From the Smart Tags panel, click the pen icon

SMART TAGS &

SENSITIVE USER SINGLE DESKTOP USER

6. Choose your Smart Tags from the available list.

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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SMART TAGS

SENSITIVE USER = SINGLE DESKTOP USER x -

SENSITIVE USER

BUSIMESS OWHNER

IT ADMIN

ACCOUNTING USER

PCI/ CDE AUTHORIZED USER

HIPAA [ ePHI AUTHORIZED USER

7. Click Save. Your Smart Tags for the asset will appear under the Smart Tags panel.

SMART TAGS

SENSITIVE USER % SINGLE DESKTOP USER x -
BUSINESS OWNER x IT ADMIN x

o= [

To remove a Smart Tag from the asset, click the X on the tag.

Note: Changes to Smart Tags will be reflected in the Network Detective application.
See the Cyber Hawk User Guide for more information.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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InDoc User Permissions

You will need to configure your MSP team users correctly in order for them to access
InDoc. Only users with the correct Global and Site-specific Roles can see InDoc data in
the RapidFires Tools Portal. See "How to Set Up User Permissions for InDoc" below for
step-by-step instructions.

The following matrix shows which types of users can see InDoc information.

Global Roles Site Roles
o Master/All e Site Admin
e Admin e Technician

» Restricted (the Global Role
of Restricted — typically an
MSP technician)

[ Important: A user must have both a Global Role AND a Site Role to access InDoc.

All other users cannot see the InDoc tab. However, they can see there is a Badge for
InDoc on the main site tile.

» You can set Global Roles from Global Settings > Users.

* You can set Site Roles from [Your InDoc Site] > Home > Roles. You will first need

to add the users to your Site from [Your InDoc Site] > Home > Users.

How to Set Up User Permissions for InDoc

You must assign users the correct Global and Site-specific project Roles in order for them

to have access to InDoc. You can do this quickly and easily:

1. Login to the RapidFire Tools Portal.

2. Goto Global Settings > Users. All of the users associated with your Network
Detective account will appear in the list.

3. If you wish to create new users, click Add New. Otherwise, make sure your
previous (or new) users who wish to use InDoc have the correct Global Access
Level (Master/All, Admin, or Restricted).

4. Navigate back to the home page and click on your InDoc Site.
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5. Goto[Your InDoc Site] > Home > Users. Click Add User and select your
Existing User(s). Click Add.

Important: Do not create a new user from Site Settings. This user will not have
the correct Global Access Level.

6. Goto[Your InDoc Site] > Home > Roles. Assign your users to the correct Site
Role(s) ( Site Admin or Technician).

7. If necessary, be sure to give these users their username and password. They can
then log in to the Portal and begin working with InDoc!

Privacy Permissions for Confidential Notes (InDoc)

InDoc allows your team to create and view confidential notes assigned to assets at a Site.
In order to create or view these notes, you must have privacy permissions.

You can manage privacy permissions for InDoc confidential notes from Global Settings
> Users. The process works like this:

1. The first Master/Admin user who logs into InDoc will gain the ability to assign
Privacy access to other users. See "Enable Confidential Information Protection for
InDoc" on page 138.

2. This user can navigate to Global Settings > Users to grant other users Privacy
access. This includes the ability to create and view confidential notes, as well as to
assign Privacy access to other users. See "Grant User Access to Confidential
Notes" on page 138.
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How Can my Team Use InDoc? Two Examples

InDoc allows MSP support technicians and help desk personnel to easily access
documentation and current asset information regarding a customer site to assist in
addressing customer issues. Here are two examples:

H#2:

EXAMPLE:
#1:

1.

Help Desk

A support call comes in. A customer says they are having problems with their
computer and printing.

2. You ask for the customer’s user name and company.
3. Using InDoc, you drill into the customer’s site and find the user.

4. You bring up the user’s details, look at Related Items, and see both

‘DESKTOPS” (a PC) and “My HP Printer” (a printer) are associated with the
user.

You ask, “Are you having issues with the printer called 'My HP Printer' which |
see is an HP OfficeJet 87107?"

When you bring up the printer, you see a Procedure called "HP Printer
Reattachment" with step-by-step instructions on how to remove and re-attach
the printer. Apparently, they've had this problem before.

After reading the Procedure, you know the computer to remotely connect to,
and the printer and model for which to download drivers, all of which facilitates
the quick resolution of the problem.

Tech at a Customer Site

. You arrive on-site and are told there is a permission problem. You need to get

on the domain controller.

You’ve never been at this site, but you quickly access InDoc from the
RapidFire Tools Portal.

You open the Site and use InDoc to see if there are any Notes or Procedures
you should be aware of on the DC's before working with them.

There are 3 domain controllers, but one has a Note that says "Legacy DC — No
longer in use" allowing you to avoid spending time working on a computer that
is no longer in use.
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RapidFire Tools Portal Client View for Reporter

With Reporter, InDoc, and the RapidFire Tools Portal, you can make IT and
Compliance assessment reports available for clients to view and download.

Note: Before you can use the Client View, you need to enable InDoc for your Reporter
Site in the RapidFire Tools Portal. See "Requirements for using InDoc with Reporter"

on page 125

Here's a quick overview:

» First set up your Report Tasks to publish to the Client Portal.

» Then assign clients the Client Role for a Site, and configure their access to the
Client Portal and reports.

» Clients can then log into a restricted version of the portal (the "Client Portal") to
access and download reports.

The Client Portal is the same as the RapidFire Tools Portal — just limited to
only what clients need to see.

Here's how you set things up for clients to access reports:

Step 1 — Configure Reporter to Publish to the Client Portal

First you need to configure one or more of your existing report jobs to publish to the Client
Portal. To do this:

1. Inthe Network Detective app, open your Reporter Site.

2. Click on Reporter button (lower left-hand side of the screen) to open the Reporter
dashboard for the Site.

d |

Reporter

3. Under Tasks, double click on the report task you wish to publish to the Client
Portal.
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V _;f_g Tasks  Create Scan Tasks Create Report Tasks Create Expg

Type Task Label
External Vulnerability Scan
‘ gGenerate Reports HIPAA Reports

HIPAA Network Scan
Push Deploy (ZIF)

4. Click Next to go to the Delivery Method screen.

Note: Before you can use the Client View, you need to enable InDoc for your
Reporter Site in the RapidFire Tools Portal. See "Requirements for using InDoc
with Reporter" on page 125

5. Check the Publish to Client Portal box.
» Enter a Report Set Name that will appear in the Portal for the client to access.

e You can also choose to Append the Report Set Name with the Date and an
ID.

Note: This is useful to help distinguish between multiple report sets with
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the same name.

1 Schedule Report Wizard X

Delivery Method

Subject Email

» Network Detective Motfication
.

[ Attach reports to netification email Upload Scan Datato InDoc (BETA)
Password Protect ZIP File What is InDoc?

[ Copy to Extemal Network Share [ Publish to Cliert Portal
Append Report Set Name " - <Dates - <ID5"

Save reports to ZIP file (Site Name-Reports-<Date>-<I0> zip)
Create Folder:

Note: Reports are always available in Downloaded Reports for this site.

Task Label:

Back Cancel

6. Click Next.

7. Schedule the task if you have not already done so.
8. Click Finish.

Configure Reporter Template to Publish to Client Portal

If you modify a report task associated with an existing Reporter Template, you can save
time by changing all of your report tasks for multiple sites at once. To do this:

> b~

Click on Reporter from the Network Detective top ribbon.
Click Edit on the Reporter Template you wish to modify.
Double click on the Report Task you wish to modify.

Click Next to go to the Delivery Method screen, and check Publish to Client
Portal.

Complete the remaining prompts and save your edited task.
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Note: All of your Reporter Sites that have this task will publish their reports to the
Client Portal. However, you still need to complete the remaining steps below.

Step 2 — Ensure that the Site is Visible in the Client Portal

Next you need to configure the Site to make it visible in the Client Portal:

1. From within the Network Detective app, navigate to the Home screen.
2. Rightclick on the Site you want to appear in the Portal and click Edit Site.

PCI Assesmentl

Assessment Sta

s: In Progress

Chedkist: 20 / 2

Feporter Custor
Assessment Sta
Cheddist: 5/ 5

View Site
Set Site Group

Disable Site
Export Site

Remove Site

Refresh

3. Check the Visible in Client Portal box.
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(@ Jimmys Walkabout 2017 (@  Joe suspidous

It Started - t 54
Modify Site n
111
Frogress Site Name: |Hepnrter Customer 2 - NA=5A | 1t 5
(@ Active
MA+SA _
Frogress i) Inactive i

1/32

Visible in Client Portal

oK Cancel

4. Repeat this for each Site that you wish to make visible to clients.

Step 3 — Add Client User to Site and Assign Client Role
1. Loginto the RapidFire Tools Portal (https://www.youritportal.com).

2. Navigate to the Site, then to Home > Users.

3. Click Add User. Then choose New User. Add the client user to the Site. You will
need their email address and name. Create a password for the user.

Important: You will need to send these credentials, including the password, to
the client user.

4. Now you need to add the new user to the Client Role. Go to Home > Roles.
5. Click Add User next to the Client View Role. Select the User. Then click Add.

The user will be added to the client role and will be able to access a restricted
version of the Site. Create additional users and assign them to the client role if
needed.

Step 4 — Configure Client View in RapidFire Tools Portal

Configure the Client View. This consists of deleting any reports you wish to remove from
areport set.

158


https://www.youritportal.com/

1. From the Portal, access the Site and go to InDoc > Settings > Client View.

Darrien 5ite
Home w
© InDoc A h
Dashboard
LIsers 24
Computers 35
Databases 2
Applications ]
Printers
Mon-AD Devices 20
Security Groups 54
DS 37
11 Settings A
Cyber Hawk "
Audit Log

2. Review the list of reports published to the site. Choose from various published
Report Sets using the drop down menu.
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Client View

Manage Published Reports

ReportSet  Darrien Site- - & Download zip W DeleteReport et

f« I« [« [«

* If you want to delete a report, click then icon next to the report you want to
delete.

« If you want to delete an entire Report Set, click Delete Report Set.

Important:

* Deleting reports or report sets will remove them from the Client View, but
not from Network Detective.

* You cannot restore reports to the Client View once you have deleted
them. You will have to republish them from Network Detective.

Access the Portal as a Client User

Important: Before clients can access the portal, an admin will need to set up access
on their behalf. See "RapidFire Tools Portal Client View for Reporter" on page 154 for
detailed instructions.

Clients can view assessment reports that have been published to the Portal. To do this:

1. Navigate to the portal using the URL provided by the MSP.
2. Enter the login credentials provided by the MSP.
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RapidFireTools

Username

ndtest10@rapidfiretools.com

Password

[C] Remember me

Or

e Log in with IT Complete

Help & Support | © Kaseya 2022

3. The MSP will have granted you access to one or more sites to view reports. Click on
the Site for which you wish to view/download reports.

@ Reporter Customer 2 - NA+SA

B

4. If necessary, click on the Reports tab.

5. Select the report set from the drop-down menu. Also select a target language if
the reports have been published in multiple languages.

Click the download button next to a report to download reports individually, or
click the Download .zip button to to download reports together as a .zip file. The
reports will be in MS Word format.

Repor‘ts ReportSet | Darrien Site - Ext Vul Rpt-20190715- S
Darrien Site - Ext Vul Rpt-20190715-
Filename 5365041

MAM and SAM Stack-20190715-5357469

X External Netwark Vulnarabilities Summary Report.docx
Darrisn Site - SAM Full Stack

X Extaral Vulnerability Scan Detail Bxcelslss ---20190714-5357192

& External Vulnerability Scan Detail Report docx 2Een ge - NAM Full Stack-20250724

X External Vulnerability Scan Detail by Issus Repart docx: Darrien Ste - Bt Vul Ret-20150744-
5
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Appendices

This section contains other helpful topics related to Reporter:

Reporter TemMPIatesS .. oo 163
Create and Deploy Reporter Templates ... 164
CUSTOM RO OIS .. oo 175
Generate Client Progress Reports ... 183
Set Scan and Report Task Time Zone and Date Format ... 187
Automate Microsoft Cloud Assessment and Reports with Reporter ............................... 189
Automate AWS Assessment and Reports with Reporter ... 196
Authenticate Exchange Scan using Enterprise App ... 203
Integrate Reporter with a PSA System with Export Tasks ... 212
Software Appliance Diagnostic Tool ... 258
Augment Reporting to Eliminate False PoSitives ... 261
Updating a Software Appliance ...l 265
Set Up Custom SMTP Server Support (Reporter) ... 267
Client-Connector Diagram ... 271
Using Reporter with CyberHawk ... . 272
Pre-Scan Network Configuration Checklist ... . 277
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Reporter Templates

Instead of configuring report tasks for each Site one by one, you can use Reporter
Templates to set up automated report tasks for all of your sites simultaneously. Reporter
Templates allow you to create and deploy report tasks quickly and easily. With Reporter
Templates you can:

» Select reports to generate from each of your Network Detective module
subscriptions and choose from a variety of report scheduling options

» Specify where to publish your reports, including emailing recipients and/or copying
reports to a network share

» Choose to upload scan data to InDoc in the RapidFire Tools Portal
» Once your template is configured, deploy it to multiple Reporter Sites at once

You can Manage Reporter Templates from the Reporter button located on the Network
Detective top ribbon.

f & "=

InForm Appliances Connector Service Plans Reporter = Preferences

Reporter Templates also include several "preset" templates that you can use to
get started right away!

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Create and Deploy Reporter Templates

Reporter Templates allow you to create re-usable sets of report tasks for multiple
Reporter Sites at the same time.

Note: Before you can use Reporter Templates, you need to have Reporter set up and
associated with each Site you wish to use. See "Setting Up Reporter" on page 17.

To create and deploy a Reporter Template, follow these steps:

Step 1 — Create New Reporter Template

1. Click on the Reporter button located on the Network Detective top ribbon.

[® Network Detective

A 2 m =

InForm Appliances onnector Service Plans

Reporter Manage Reporter Templates
Reporter Template Example » Reporter Template Example »
Manage
Templates . Scheduled . Scheduled
Sites Reparts Sites Reports
0w 0v 4w 1w
Review Stes
Reporter Template Example # Reporter Template Example #
. Scheduled . Scheduled
Sites Reparts Sites Reports
1 1 0o~ 0

Here you can see all of the templates you created previously. For each template,
you can also see:

* Number of Sites template has been applied to
e Number of Scheduled Reports included in the template

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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* Click on the arrow button E to quickly see this information in a drop-down

Reporter Template Example #

Scheduled
Reports
A a 1~
rter Test Site 1

Feparter Test Site 2
Feparter Test Site 3

Sites

Note: Here you can also see the "preset" Reporter Templates available for you
to configure. If you want to get started with one of the preset templates, click the

Editicon IEI on the template, and go to "Step 2 — Assign Reports to Template"
on the next page.

2. Click Create New Reporter Template.

f & "m

Home InFom Appliances Connector

Reporter Manage Reporter Templates

L

3. Enter a name for the Reporter Template.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools’
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Create Mew Reporter Template n

Enter a name for the Reporter Template: ||

]S Cancel

The Modify Reporter Template screen will appear.

f = @ & £ o
Home Connector ces

InForm Appliances Service Plans Reporter Users

Reporter Modify Reporter Template
Reporter Template Name: ‘F(epnrter Template Name Save Cancel
Description:
Manage
Templates
Review Sites Select Reports | Creale Repott Task | Select Sites Add Sites

4. Enter a Description for the Reporter Template.
Note: Your description should include notes that explain the template to other
Network Detective users. For example:

» What report tasks does the template contain?
» To which Sites is it applied?
» What is the schedule?

Step 2 — Assign Reports to Template
Next assign the reports that will be part of the Reporter Template.

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.

166
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1. Nextto Select Reports, click Create Report Task.

Modify Reporter Template

Reporter Template Name: |Rep0rlerTernplate Example

Save Cancel

Description:

Reporter Template Example

Select Reports

Create Report Task Select Sites Add Sites

Reporter — User Guide

2. From the Select Reports to Generate screen, check the reports for each module
that you wish to include as part of the report task.

Modify Reporter Template

Reporter Template Name: |Reporer Tempiate Example

]

Select Reports | Create Report Task

Descrption:

[ Schedule Report Wizard X

Select Reports to Generate

Select the set of repoits you wish to generate. Soms reports require you to intiate extemals scans and have the resuts avaiabl
propery generated. Only reports which are avallable are shown. Attaching cther data sources, such as irterviews, extemal an
will expose addtional reports

Selected Scan

Network  Securty SQL Server HIPAA PCI
[ All Network Assessmert Reports "
- Standard Reports
[ Client Risk Report (doex)
1] Network Management Plan (docx)
[0 Ful Detail Report (docx)
. Excel Export (xisx)
[ Windows Patch Assurance Report {docx) - BETA
[J_ Windows Patch Assurance Change Report (docx} - BETA
~-Oid
0o
O

Networ
Site Diagram (docx) Plan
Site Diagrams Export to Microsoft Visio (.zip)
Asset Detail Report (docx) .
- y This rey
~[J [ IT SWOT Analysis Report { docx) \gentind
[ Network Assessment PowerPoint {pptx) based
0. Windows Service Account Report (doex) score. A
[y’ Laver 2-3 Diagram Report {docs) based
vl s’ Laver 2-3 Diaaram Export to Microsoft Visio {zio) b impact
Next Cancel

the list of tasks.

Note: If you want to configure an existing Report Task, double click on it from

Select Reports

Create Report Task

Select Sites Add Sites

Task Label | Description

| Type
Generate Reports

NA-LClient Risk Report, NA-Network Management
Plan, NA-Full Detail Report, NA-Excel Export,
NA-Windows Patch Assurance Report, NA-Windows
Patch Assuran... notffication to be sent to
Iwrenn @rapidfiretools. com. InDoc upload enabled.

Important: The selected reports will be generated whenever the report task is
scheduled to run and when there is available scan data from the Remote Data

© 2023 RapidFire Tools, Inc. All rights reserved.
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Collector (RDC). Reporter and all RDCs must be set up properly for each
Site. See "Setting Up Reporter" on page 17.

3. Click Next.

Step 3 — Set Delivery Method

1. Next you need to configure how you wish to deliver and/or publish the reports for the
template. Reporter gives you several options:

A. To send the generated reports by email, enter an email Subject line and each
recipient’s Email address. Then check the Attach reports to notification
email box.

B. Select Copy to External Network Share to publish the reports to a network
drive. See also "Copy Reports to External Network Share with Reporter" on

page 79.
C. If you wish to upload scan data to InDoc in the RapidFire Tools Portal, check

Upload Scan Data to InDoc. See also "Requirements for using InDoc with
Reporter" on page 125.

D. Check Publish to Client Portal to make the reports available for the client to
view in the RapidFire Tools Portal. See also "RapidFire Tools Portal Client

© 2023 RapidFire Tools, Inc. All rights reserved.
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View for Reporter" on page 154.

(@1 Schedule Report Wizard ®

Delivery Method

Subject Email

4 Network Detective Notification

[ Attach reports to natification email Upload Scan Data to InDoc (BETA)
What ig InDoc?

Password Protect ZIP File

[[] Copyto Extemal Network Share [ Publish to Client Portal

Append Report Set Name " - <Date> - <|D>"

Save reports to ZIP file (Site Name-Reports-<Date><ID> zip)
Create Folder:

Note: Reports are always available in Downloaded Reports for this site.

Task Label: |-

Back Cancel

2. Enter a Task Label for the report task. Click Next.

7

Note: A Reporter Template can contain several individual Report Tasks, so
enter a label to help you distinguish it from other tasks within the template. For
example, enter a label based on the module (Security, HIPAA) or the reporting
schedule.

Step 4 — Schedule the Report Task

1. The CRON Builder (Scheduler) window will appear. Set the time and frequency for
which to generate reports.

© 2023 RapidFire Tools, Inc. All rights reserved.
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CRON Builder

Time Zone: | (UTC-05:00) Eastemn Time {US & Canada)

3

Every at 12:00 AM |

Finish Cancel

2. Click Finish.

Network Detective

Important: The time it takes to generate reports will vary depending on the

volume of reports you are generating. A large report job for many sites using one
Reporter appliance could take several hours. Keep this in mind when scheduling
report tasks. See "Important Tips for Using Reporter Templates" on page 173 for

more details.

\

3. Your Reporter Task will then appear in the list of tasks associated with your Report

Template.

Modify Reporter Template

Repotter Template Name: |Reporer Template Example Save | | Cancel

Description ‘

Select Reports |Crate Repoit Task | Select Sites Add Sites

Type Task Lobel Description

pload enable

NAClient Risk Report, NA-Network Management

Generate Reports Plan, NA-Ful Detail Report, NA-Excel Expor
NA-Windows Patch Assurance Report. NA-Windows
Paich Assuran... InDoc uj d

4. Continue adding Report Tasks until you have all of the tasks you want for the

Reporter Template.

Step 5 — Assign Template to Sites

Next you will assign the Reporter Template to one or more Sites. To do this:

© 2023 RapidFire Tools, Inc. All rights reserved.
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1. Click Add Sites next to Select Sites.

Modify Reporter Template

Reporter Template Name: |HeporlerTernplate Example | | Save | |Car1ce| |

Description: Reporter Template Example

Select Reports | Create Report Task Select Sites Add Sites

The list of Sites for your account will appear. Here you can see each Site's assigned
Reporter, RDC, and other relevant details.

2. Check the box next to each Reporter Site to which you wish to deploy the template
you created.

(83 Network Detective - o X
i =
A & m [E
n =]
Home InFom Appiances Connector Senvice Plans
Reporter Select Sites for Reporter Template
Select Stes to 2dd to Repoter Template Example
Selected Stes wil have the defined Reports added to their scheduled Repoter Tasks.
Vanage
Tepes Sdet A
Site Name | Site Group | Status | Reporter Connector | Remote DataCollector |  Date Creal]
Review Stes - - o = -

- — - -

—

3. Click Save.

The Sites that you applied the template to will appear on the Modify Reporter
template page.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools’
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Modify Reporter Template
Reporter Template Name: [Reporter Template Example Save | | Cancel
Description: ‘
Select Reports | Create Repot Task | Select Sites Add Stes
Type Task Label Description Email Next Run Repeats | Cancel
NAClert Risk Report, NA-Network Management
Plan, NA-Ful Detail Report, NA-Excel Export, =
Generste Reports NAWindows Fatch Assurance Repart, NA Windows TVIS/BO00ET | Daiy u
Patch Assuran... InDoc upload enabled
St Modfied | Remove
No u

The Reporter Template Tasks will also appear on the Reporter dashboard on each
Site that you applied it to:

T
v 4| Tasks | CrateScan Tasks Create Report Tasks
Type TaskLabel  Description Scheduled? Remote Data Collector | Reporter Template Publish?
Generate Reports  test2222  NA-Client Risk Repart, NA-Network Man... Yes NjA Reporter Template Example Mo

From a Site's Reporter Dashboard, you can see if a Report Task is associated with
a template. The name of the template will appear in the Reporter Template field in
the Tasks window.

Modifying Reporter Template Tasks at the Site Level

On a Site level, if you modify a task associated with a Reporter Template, the task
will be marked as "Modified" and will no longer be linked to the template.

F4
v g Tasks Create Scan Tasks Create Report Tasks
Type Task ... Description Scheduled? Remate Data Colle... | Reporter Template
Generate ... MA-Client Risk Report, N...  Yes Nf& Reporter Template Example (Modified)
[E] senerate ... NA-Client Risk Report, N...  No NfA NjA

Step 6 — Configure Scans for Reporter Templates

If you have not done so already, you must set up Remote Data Collector scans to

gather the data from the target networks necessary to generate reports. See "Configuring
Remote Data Collector Scans by Assessment Module" on page 90.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Note: We recommend you schedule scans to occur a few hours before your reports
are scheduled to be generated.

Important Tips for Using Reporter Templates

Suggestions for Scheduling Report Tasks
* You should schedule your reports to be generated several hours AFTER your
Remote Data Collector (RDC) scan tasks.

« If you are managing multiple sites with multiple RDCs, be sure you schedule your
report tasks at a time when you know all of your sites will have the most recent scan
data. This should be less critical for monthly or quarterly reports, but is worth
considering for daily or weekly reporting.

How Long Does it Take for Reporter to Complete Report Tasks?
The time it takes to generate reports can vary, depending on factors such as:

* Amount of scan data Reporter needs to process
» Number of Report Tasks assigned to one Reporter at a given time
» Number of Reports selected for a single Report Task

» Number of Sites for which you are generating Reports at a given time

Particularly large tasks for multiple sites could take several hours to complete. Keep this
in mind when scheduling Report Tasks for your Sites using Reporter Templates.

Preset Reporter Templates

You can choose from several preset Reporter Templates from the Manage Reporter
Templates screen. You can use these to get started with deploying report tasks to your
Sites right away.

» These Preset Templates are for use with the Network and Security Assessment
Modules.

» There are presets for Weekly, Monthly, and Quarterly reporting.

© 2023 RapidFire Tools, Inc. All rights reserved.
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» There are also both client-facing and in-house reporting presets.

Manage Reporter Templates Reload Preset Templates
~
Quarterly Short Stack # Weekly Network s Weekly Security 4
Sites Scheduled Reports Sites. Scheduled Reports Sites Scheduled Reports
0 1v 0~ 1v 0o~ 1~
Security Change M # Security Client Facing s ‘Weekly Short Stack I'd
Sites Scheduled Reports Sites: Scheduled Reports Sites Scheduled Reports
0 1v 0ov 1v 0o~ 1~

Reload Preset Templates

To restore the factory preset templates:

1. Click on the Reporter icon to go to the Manage Reporter Templates screen.

2. Click Reload Preset Templates to restore the factory Preset Templates that have
been deleted.

Note: This will NOT overwrite your own modified Preset Templates. It will only
restore Preset Templates that have been deleted.

(@1 Network Detective

A B2 wm F

Inforn Appliances Connector Senvice Plans

Reporter Manage Reporter Templates —
= s B
Manage
G Sites Scheduled Reports Sites Scheduled Reports Sites Scheduled Reports
v 0 2y ' 2v 5lv
Review Sttes.
s Monthly Short Stack s Network Change Mgmt s
Sites Scheduled Reports Sites Scheduled Reporls Sites Scheduled Reparls
1 1 o~ 1w ov 1v
. o o . . .
RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Custom Reports

You can use the Reporter Custom Reports feature to create a custom Network
Assessment Module Full Detail Report.

Prerequisites:

e Customer must subscriber to the Network Assessment Module
o Customer must subscribe to the Reporter

» Customer must have updated their Network Detective application installation to the
latest version of ND

» Customer must have updated their Reporter to the latest version of Reporter

» Customer must have installed the Remote Data Collector on a network (Active
Directory Based or Workgroup Based)

» Customer must have used the Reporter Ul to schedule a 1) Network Scan, 2) A
Push Local computer Scan Task, and 3) Set Reporter “Merge” settings to enable
these scans to be used for automated report generation

This topic covers two uses for custom reports:

+ "Create a Custom Report Template" below

» "Create a Report Generation Task using the Custom Full Detail Report Template"
on page 179

Create a Custom Report Template

1. Loginto Network Detective.
2. Open a Network Detective Site associated with Reporter.

3. Select the Reporter icon on the Network Detective top ribbon bar.

The Manager Reporter Templates window is displayed.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Reporter Manage Reporter Templates
372019 C1 1085 s 412019 LW 'd 7102019 22 e
Manage Templates
Sites Scheduled Reports Sites Scheduled Reports Sites Scheduled Reports
E 2v 1v 1v 1v ov 2v
Review Stes
5 719 e 822019 s JCS Test s
Custom Report
O Pt Sites Scheduled Reports Sites Scheduled Reports Sites Scheduled Reports
ov 2v 1v 4 ov ov

Network Detective

4. Select the Custom Reports Templates icon in the left hand ribbon bar.

Reporter Custom Report Templates
=) Date Created Last Modified
=] New J5 Risk Analysis Network Assessment - Full Detail Report 10/28/2019 10:40:42 AM EDT 10/28/2019 10:40:42 AM EDT ]
Manage Templates mwu FOR ork. - 10/29/2019 10:45:; 10/29/2019 10:45:37 AMEDT I}
o mwu CRR Network Assessment - Clent Risk Report  10/29/2019 10:47:08 AM EDT 10/29/2019 10:47:08 AMEDT I}
g mwu BCRR Network Assessment - Baseline Client Risk ... 10/29/2019 10:48:02 AM EDT 10/25/2019 10:48:02 AMEDT [l
Review Stes o SCRR. Secuity Assessment - Security Risk Report  10/29/2018 10:46:50 AM EDT 10/29/2019 10:48:50 AM EDT ]
‘Smplfied Monthly Report Network Assessment - Ful Detail Report  10/30/2019 1:14:44 PM EDT 10/30/2018 1:14:44PM EDT ]
E‘ Network - 114/ : EsT 11/4/2019 9:30:20 PMEST ]
Custom Report
Tempistes BETA)

This Custom Reports window is displayed.

Select the Create New Customer Report Template button.

The Create New Custom Report Template window is displayed.

e K

Fevensts || muscin
E
Custom Reer.
Tenclaes BETA!

7. Type in the name of the new Custom Report Template.

Create New Custom Report Template

Template Name: |Ralston Network Full Detail Report

Denved From: ~

Generate Report  Revert to Original

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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8. Select the Network Assessment - Full Detail Assessment option from the Derived
From list.

Create New Custom Report Template

Template Name: |Ralston Network Full Detail Report

Derived From: v

Network Assessment - Full Detail Report
LeneraTE HEnnT  HeveT e Unanar

9. The Sections of the Full Detail Report that can be customized are presented in the
Create New Custom Report Template window.

[ A corerpoge sssessment T

[A HeaterTae

[ A et ssessmont T
T I [ e —

[A socton DsomnToss ] e @

Customization Features include:

¢ Include Feature — This feature enables inclusion or removal sections from the
Full Detail Report.

o Custom Text — This feature enables the modification of the Full Detail Report’s
Original Text contained in the report describing each report Section’s findings.

V' section: Discovery Tasks | Include:
Original Text Custom Text
This table contains a listing of all tasks which were performed as part of this assessment. Your custom text goes here

ltems which do not contain a check were not performed.

10. Select all of the Sections that should be “Included” in the Custom Full Detail report.

11. For all of the sections to be included in the report, add Custom Text that will replace
the original text contain in the Full Detail report.

© 2023 RapidFire Tools, Inc. All rights reserved.

177



Reporter — User Guide Network Detective

| Create New Custom Report Template H

Template Name: |Ralston Network Full Detail Report

Derived From: Network Assessment - Full Detail Report v

Generate Report  Revert to Original

Sections Ewand Al Colapse Al
WV Ssection Discovery Tasks ‘ Include: (4
Original Text Custom Text

This table contains a isting of all tasks which were performed as part of this assessment.
tems which do not contain a check were not peffomed.

The Discovery Tasks table contains al of the surveys and examinations pefomed on
your company’s network.

‘A Section: IAssessmentSummary Include: 4 ‘

‘A Section: [Workgroup ‘ Include: [] ‘
V' Section [Domain ] Include: 2]
Original Text Custom Text
domain. |company's network domain

This section and view of the. ‘ This section and comesponding sub-sections Fontain a detailed overview of your

12. Select the Save Button to save your Custom Full Detail Report template that can be
used by all of the Network Detective Sites associated with the Reporter.

- e

conit camn |

\\\\\\\ =]

\\\\\\\ a

\\\\\\\ o

\\\\\\\ a

[A ssocion._ [pomancomoters | Remsmmten Bl

[A susecson FSWO Foles [Romsan o El
[N— ] Reres Secs Oonan R
= Save. Cose. B
=

[ENAA V|

13. The following information will be displayed in the Create New Custom Report
Template window.

Date Created: 11/5/2019 10:01:27 PM EST by jstark @rapidfiretools.com

Last Modified: 11/5/2019 10:01:31 PM EST by jstark @rapidfiretools.com

14. Select the Close button to close the Create New Custom Report Template window.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Create a Report Generation Task using the Custom Full Detail
Report Template

1. Log into Network Detective.

2. Open the Network Detective Site associated with the Reporter
3. Select the Reporter icon on the left hand ribbon bar.

e /N DamienSite /s

20190911

10

pors

wwwwww

The Reporter Ul will be displayed.

STE Darrien Site  / fu

.......
Sondrd

eeeeeeeeeeeeeeeee
P

A T]) Tosks (Eamsminey (Cosbueiiiney (Catsmiin

il
A 71 Schoduiod Tasks

4. Click onthe Tasks A

Selector to expand the Reporter Tasks list.
5. The Tasks listis expanded.
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Network Detective

A {j_} Settings

E.

Active Project v IT{J Tasks  Create Scan Tasks Create Report Tasks Create Export Tasks
Type Task Label Description Scheduled?

E. Generate Reports Darrien Site - NAM + SAM Short Stack MA-Client Risk Report, MA-Network Managemen... Yes
Archived Projects Create Ticket Tickets2Kaseya Create Ticket to Kaseya BMS - mwinter - NFRR... Mo
Create Ticket DarrienSite - AutoTask Create Ticket to Autotask - dbrown@performa... Mo

Generate Reports Darrien Site - Ext Yul Report SA-External Vulnerability Scan Detail Report, 5., Mo

E- External Vulnerability Scan Darrien Site Ext Yul Scan Test Perfarm External Vulnerability Scan on IPs 96.7... No
Generated Generate Reports Darrien Site Ext Scan Reports Stack SA-External Vulmerability Scan Detail Report, 5. Mo

Reports

6. Selectthe Create Report Tasks button

The Schedule Reports Window is displayed.

(81 Schedule Report Wizard

Select Reports to Generate

will expose additional reports.

Selected Scan.

Network  Securty Exchange SGOL Server HIPAA PCI
[J& Al Network Assessment Reports

&[] Standard Reports
[0 Client Risk Report { docx)

] Network Managemert Plan ( docx)
[ Ful Detail Report (docx)
~[]_] Excel Export {xlsx)
D7 ‘Windows Patch Assurance Report (docx) - BETA
~.[]_] Windows Patch Assurance Change Report (docx) - BETA
[ Site Diagram (docx)
[ Ste Diagrams Export to Micrasoft Visio ( zip)

[ ] Asset Detail Report {.docx)

D_ Network Assessment PowerPoint (pptx)
D7 Windows Service Account Report (.docx)
~[]_] BDR Needs Analysis {docx}

[_] BDR PowerPoint {pptx)

[T Datto BDR Needs Analvsis (.docx)

Select the set of reports you wish to generate. Some reports require you to initiate extemals scans and have the results available before the report can be
property generated. Only reports which are available are shown. Attaching other data sources, such as interviews, extemal and intemal vulnerability scans.

Cancel

7. Select the Network Tab to display the Reports list of the Network Assessment

Module.

8. Scroll to the bottom of the Network Assessment Module Reports List to view the
available customer Reports. (Note that the "Ralston Network Full Detail Report"
created as a Custom Report Template is available on the Custom Reports list).
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Metwork  Securty Exchange SOL Server HIPAA PCI

: i [1 7 Cliert Health Report {.docx) - BETA

a |:|.._ Change Reports

- |:|_ Full Detail Change Report (.docx)

----- |:|_ Quartery Business Review ( docx)

----- [ Baseline Network Management Plan {.docx)
----- |:| | Baseline Client Risk Report {.docx)

R [ Baseline Client Health Report {.docx) - BETA
B [J& Custom Reports

----- [ Blue Bird Full Detail Report {.docx)

..... [1 | mwu BCRR {.docx)

..... [ | mwuCRR {docx)

..... [] " mwu FDR {.docx)

----- [] " Mew JS Risk Analysis {docx)

----- N Ralston Metwark Full Detaill Report (docx)
----- [] " Simplfied Monthly Report {.docx)

9. Select the Custom Report that is to be generated by the Report Task being created.

Metwork  Securty Exchange SOL Server HIPAA PCI

[ |:| ‘| Client Health Report {docx) - BETA

a |:|.._ Change Reports

- |:|_ Full Detail Change Report (.docx)

----- |:|_ Quartery Business Review ( docx)

----- [ Baseline Network Management Plan {.docx)
----- |:| | Baseline Client Risk Report {.docx)

R [ Baseline Client Health Report {.docx) - BETA
B ..._ Custom Reports

----- [ Blue Bird Full Detail Report {.docx)

..... [1 | mwu BCRR {.docx)

..... [ | mwuCRR {docx)

..... [] " mwu FDR {.docx)

..... [] " Mew JS Risk Analysis {docx)

----- | Ralston MNetwork Full Detail Repaort | docx)
----- [] " Simplfied Monthly Report {.docx)

10. Select the Next button to proceed in creating the Report Task.
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(&3 Schedule Report Wizard
Select Reports to Generate
Select the set of reports you wish to generate. Some reports require you to intiate and have the resuts
properly generated. Only reports which are available are shown . Attaching cther data sources, such as interviews, extemal and intemal vuinerabilty scans,
wil expose addtional epotts
Selected Scan
Network | Secutty Exchange SQL Sewver HIPAA FCI
[J_ Client Heakh Report {docx) - BETA ~
- [J& Change Repotts
[ Ful Detail Change Report {.docx)
[ ] Quarterly Business Review (docx)
[0 Baseline Network Management Plan (docx)
[0 Baseline Cient Risk Report (docx)
[ Baseline Cliert Heatth Report (docx) - BETA
A Custom Repots Ralston Network Full
[0 Blue Bird Ful Detail Report ( doex) Detail Report
[0 mwu BCRR (docx)
E— m g;‘; “:”“)) This report provides N
= oo comprenensive
O] New JS Risk Analysie (docx) documentation of the
FA ] Ralston Network Full Detail Report {.docx} current configuration and
-] ] Simplfied Monthy Report (docx) use of the network. The
¥ report shows assets in

Network Detective

11. Set up the Delivery Method for the Report Task.

(83 Schedule Report Wizard

Delivery Method

Subject Email

IS ston Network Customer Full Detail Report stark @rapidiretools.com

[ Attach reports to notfication emai
Fassword Protect ZIP Fle

[ Copy to Extemal Network Share

Save reports to ZIP file (Damien Site-Reports-<Date>-<ID> zip!

Create Folder

Upload Scan Data to InDoc (BETA)
What is InDoe?

Publish to Cliert Portal

Report Set Name:  |Ralston Full Detail N

Append Report Set Name ” - <Date>» - <ID>"

Note: Reports are always available in Downloaded Reports for this site.

Task Label: |Rashon Network Customer Full Detail Report

Back Finish

12. Select the Finish button to complete the creation of the Report Task for the Custom

Report.

13. Either select the newly created Custom Report Task’s “Run Now” link to generate
the report, or schedule the report to the generated at a schedule Day and Time.
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The Client Progress Report is designed to be generated after you have completed
several Network and Security Assessments. You can find an example here. This report
compares key areas over time and display trending changes with charts and graphs.

Computers are given a letter grade (‘A' through 'F').

requirements.

Important: The Client Progress Report requires a minimum of 2 assessments,
containing both Network and Security Scans. The report will compare a maximum of
10 total assessments. Network Detective will notify you if the Site does not meet these

.

1. Open a Reporter site with two or more archived assessments containing both
Network and Security Scans. These assessments can be archived. A current

assessment is not required.

kkkkkkk

A InForm i om Qs Tt ot m

No Forms Londed

S

- [ ———

R

2. On the left-hand site menu, click Progress Reports (BETA).
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SITE /\ cprCusTestSite  / &disie

]
Active Project { Client Progress Report (.docx)

Progress Reports

L

Archived Projects

L

Progress Reports

(BETA)

]

Generated
Reports

L

Downloaded
Reports

3. Click Client Progress Reports (.docx). From the side panel, you can find report
details and requirements.

ore /N cprCusTestSte / case
Progress Reports
-
gt Guanpragess Repon ey Client Progress Report (.docx)
5 [y
HemetPces gttt
-
ool
=
IS
S
uuuuuuu -
et st bk md Sty S e gl g .
Clomteet )

4. From the side panel, click Create Reports.

5. Select which assessments to include in the report (minimum of 2). All assessments
are included in the report by default (up to 10). Then click Next.
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A cpiCusTestSite /e

P
)
damePuet |77 ChentPrograss Report(doc)
|
i [Trerem———
|
e
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= -
V-
- 7

Client Progress Report (.docx)

PR T ——————
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6. From the Edit Client Progress Reports screen, you can change and edit the text
of the report, including its title and subsections. You can likewise add custom text to
each section and decide to exclude certain sections, if you choose.

7

Note: Click Save to keep a record of your edits to the report. Date Created and
Date Modified are displayed on the form.

LTy

e

7. When you are ready, click Generate Report. After the report is built, it will appear in
Windows File Explorer.

F
t Progress Report (.docx)

[ ———
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You can find an example Client Progress Report here.

Executive Summary

As part of our ongoing services fo ensure the health of your business |T, we regulary scan the
enviromnment collecting large amounts of data. We use the data to perform network and security
assessments to evaluate both overall health of the network as well as individual computers.

Computers are given a letter grade (‘A through “F'). Below is the cumrent computer security score
breakdown of the IT environment.

Current Security Grade Distribution Previous Security Grade Distribution
(18-Jan-2019 7:37 AM) (01-Mov-2018 0:18 AM)

Ex ]

caw2EiaBRBHE

A B c E A B c F
COur goal is “peak performance” of all your computers. To objectively measure how well we are doing, we

fry to increase the number of computers receiving an "A’ grade over time. Certain factors, like the
introduction of new systems, failed updates, or misconfigurations can cause issues and lower scores.

Security Grade Trend - Low Risk Computers Security Grade Trend - High Risk Compubers
|

S=Zsloas

Network Detective

] ‘-GT'\:‘T_..::“_M.'.:Q_.._-;M_F;., n-_.:Iju;-i;:%?fl:c:ﬂ..lt_‘;l;;aI'
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Set Scan and Report Task Time Zone and Date Format

You can configure the time zones and dates that appear next to your Site's scan and
report tasks. This feature applies to both Reporter and Inspector for Network Detective.

* You can use this feature from Global Preferences to ensure all of your NEWLY
CREATED sites display scan and report task times in your own local time zone.

 Alternatively, if you are responsible for several sites in different time zones, you can
use Site Preferences to change the time zone for each site. This can help you
more easily determine when a task will occur with sites in different time zones.

To set preferences:

At Site Level

1. Open your Reporter or Inspector Site in Network Detective.
2. Open the Site Settings and click Report Preferences.

% Darrien Site  / Edisic

Appliances _ Connectors Remote Data Collectors Scan Hosts ["] Report Preferences

. Click Add to bind a Network Detective Appliance to the site + Add

Name Type Manage Update Remove Running Tasks
@ nDAY Cyber Hawk SDS
@ npal Reporter Manage 4 Update M Remove No queued tasks

Manage # Update X Remove No queued tasks

3. From Report Defaults > Text, select your desired Time Zone and Date Format.
Click OK.

[® Preferences - [u] x
Repott Defaults  Email Groups
Tet  Mylogo Theme Coverimages Company Information

Report Prepared For.

Report Prepared By
Footer

Cover Page Disclaimer.

Reset to Global Preferences

Your Company

PROPRIETARY

[CONFIDENTIALITY NOTE: The information contained in this report is for the exclusive use of the client specified above and may contain confidential,
privieged., and non-disclosable information. If you are not the cient or addressee. you are strictly prohibited from reading, photocopying. distrbuting, or
otherwise using this report or its contents in any way

Target Language: English v

{Time Zone (UTC-05:00) Eastem Time (US & Canada) v
Date Format: MM/ddAyyy v| 031572019

Paper Size: Letter (8.5"%11") v

Currency Symbol s v

Conversior n Factor: 0.000000 s x USD

© 2023 RapidFire Tools, Inc. All rights reserved.
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Your scheduled scan and report tasks will now appear with your preferred time zone and
date format for just this site.

Status Next Run Date Last Run Date Repeats
Pending 03/08/2020 4:30 PM ADT No
Pending 03/15/2019 10:05PM ADT  03/14/2019 Daily
Pending 03/16/2019 7:30 PM ADT  03/15/2019 Daily

At Global Level

1. Click Preferences from the Network Detective top menu.

A 2 wm B §& g

InForm Appliances Connector Service Plans Reporter Users

2. From Report Defaults > Text, select your desired Time Zone and Date Format.

(@] Preferences - a X
Report Defaults  Reporter Email Groups
Tedt  Mylogo Theme Coverimages Company Information
Report Prepared By: [ Your Company |
Footer. [PROPRIETARY ]
Cover Page Disclaimer. |CONFIDENTIALITY NOTE: The information contained in this report s for the excusive use of the client specified above and may contain confidential, privieged.
and non-disclosable information. f you are not the client or addressee. you are stictly prohibited from reading, photocopying, distibuting, or otherwise using this
report or it cortents in any way.
Target Language Engish ~
Tie Zone: |UTC-05:00) Eastem Time (US & Canada) v
Date Format MM /ddAryyy ~| 03152019
Paper Size: Letter (8.511") hd
ey S
Conversion Factor: 0.000000 4| x USD
o aw

Unless you have adjusted your preferences at the Site level, your
NEWLY CREATED Site's scheduled scan and report tasks will now appear with
your preferred time zone and date format.

Note: New Reporter Templates you create and apply will also use your Global
Time Zone and Date Format preferences.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Automate Microsoft Cloud Assessment and Reports with
Reporter

You can automate your Microsoft Cloud Assessment using Reporter. This allows you to
perform scheduled scans and generate Microsoft Cloud Assessment reports for your
sites at whatever interval you choose.

To automate your Microsoft Cloud Assessment:

Step 1 — Create MS Cloud Scan task

1. First, ensure you have set up the Prerequisites to Perform Cloud Scan using
Enterprise App. To create the automatic Microsoft Cloud scan task, you must have
the Tenant ID, Client ID, and Client Secret Value for the Microsoft Cloud/Azure
tenant to be assessed.

2. Second, ensure you have set up Reporter and assigned the appliance to your
Microsoft Cloud Assessment site. This includes the Remote Data Collector and
Connector. See the Reporter User Guide at https://www.rapidfiretools.com/nd-
downloads for a complete walkthrough.

3. Once you have Reporter set up, navigate to your Microsoft Cloud Assessment site.

4. Click the Reporter icon from the left-hand menu to open the Reporter console.

] |
.

/
i

Reporter

Verify that your Reporter appliance and Remote Data Collector are
online from the Settings panel.

5. Click Create Scan Task and choose the Remote Data Collector. Click Select.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Network Detective

SITE

frchived Projects

Generated
Reports

=

Downloaded
Reports

%

Reporter

=a|
D Fal E Tasks Create Report Tasks

E, A El Scheduled Tasks
|

Reporter Customer 4 - NA+SA /i sie

E‘ (o] J NDA1-

Active Project ~
A ’- Settings

(@1 Create Scan Task - X

Select Reporter or Remote Data Collector that
will perform this scan task:

Select Cancel

6. Choose Azure and Microsoft Cloud Scan and click Next.

Create Task

Scan Type

Scan Type

Credentials

scans

Verify and Schedule

Select the type of scan this task should perform. You will need separate tasks to perform different types of

IT Assessment

Metwork Scan (Network/Security Modules)
SQL Server Collection
Exchange Server Collection

Azure and Microsoft Cloud Scan
HIPAA Compliance
HIPAA Network Scan

PCl Compliance
PCI Network Scan
Local Scans
Push Deploy
Local on Remote Data Collector only

Next > Cancel

7. Enter the Tenant ID, Client ID, and Client Secret Value for the Microsoft
Cloud/Azure tenant to be assessed.

RapidFireTools
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/ Scan Type

Credentials

Werify and Schedule

Create Task - Azure and Microsoft Cloud Scan

Credentials

Enterprise Application Credentials
Click here for documentation on how to setup the required Enterprise Application.

Tenant Id

|
Cliert Id: [
|

Client SecretValue:

< Back

Mext >

Cancel

Reporter — User Guide

8. Enter a Task Label and optionally configure an email notification for when the scan
completes. Click Finish.

f Scan Type

/ Credentials

Verify and Schedule

Create Task - Azure and Microsoft Cloud Scan

Verify and Schedule

Press the Finish button to save the task. Use the Back button to go back and
modify any previous changes.

Email Notfication

[ Send email notfication when schedule completes

Use Login User

Task Label: ||

Modify Settings < Back

Finish

Cancel

Your new Cloud Scan task will appear in the Tasks library for this site.

© 2023 RapidFire Tools

, Inc. All rights reserved.
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Network Detective

ND-HealthCare MS Cloud Site / Ediste

® ) NDAI-

A 8 Sotiings
v T | Tasks _Greate Soan Tasks Create Report Tasks Create Export Tasks.
Type Task Label Cesaiption Scheduled? Appiance D
Generate Reports NDHealth Cloud Reports MCA-Azure AD Assessment, MCA-Azure AD Ass... No NDA1
Azure and Mirosoft Cloud Scan NDHealth Cloud Scan Perform Azure and Microsoft Cloud Scan Yes RDC-

Step 2 — Create MS Cloud Report Task

1. Next. you need to create a Report Task to transform your scan data into automated

Microsoft Cloud Assessment reports.
2. Click Create Report Tasks.

V T osks cmmmnies, et

3. Select the Microsoft Cloud tab. Then select the Microsoft Cloud Assessment

reports that you want to generate.

L:l Schedule Report Wizard

Select Reports to Generate

will expose additional reports

Selected Scan:

Metwork Securty Exchange SQL Server HIPAA PCI Microsoft Cloud
& Al Microsoft Cloud Assessment Reports
=-[J&" Standard Reports
-[[1] Azure AD Assessmert ( docx)
-] | Azure AD Assessment Excel Export (xlsx)
-[[]_] SharePairt Assessment {.docx)
-.[]_| OneDive Usage Report { docx)
[[1_| OneDrive Usags Detail Excel (xlsx)
-.[[] | Outlook Mail Activity Report ( docx)
[[1.] Outlook Usage Detail Excel (xlsx)
-[]_] Microsoft Teams Assessmert ( docx)
1] Microsoft Cloud Securty Assessmert ( docx)
- D_'] Configuration Change Report ( docx)
[1.] Risk Repott {docx)
1 D_'] Management Plan {docx)
| j MS Cloud Compensating Control Worksheet {.docx)

Commorly Used Report Sets: | — Select —

Select the set of reports you wish to generate. Some reports require you to initiste extemals scans and have the results available before the report can be
propery generated. Only reports which are available are shown. Attaching other data sources, such as interviews, extemal and intemal vulnerability scans,

Back Next Cancel

" Apply

Clear Selected Reports

4. Click Next.

RapidFireTools
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5. From the Delivery Method screen, configure how and where to publish your report.
You can also simply download the reports from the appliance when the report job

finishes. Enter a task label and click Finish.

g Schedule Report Wizard

Delivery Method

Subject Email

What is InDoc?

Password Protect ZIP File

Fassword
[] Copy to Extemal Network Share [ Publish to Client Portal
UNC Path to Share: Report Set Name:
Usemame:
Password:
Save reports to ZIP file (ND-HealthCare MS Cloud Site-Reports-<Date >-<1D> zip)
Create Folder: yyyyMMdd

MNote: Reports are always available in Downloaded Reports for this site.

[ Attach reports to notification email [ Upload Scan Data to InDoc

| Append Report Set Mame " - <Date> - <ID>"

Task Label: |NDHealth Cloud Reports

Next

6. See the Reporter User Guide at https://www.rapidfiretools.com/nd-downloads for

more details regarding how to configure Reporter delivery methods.

Your new Cloud Scan report task will appear in the Tasks library for this site.

ND-HealthCare MS Cloud Site /st

) 9 NDA1-

A ‘ Settings

V 7] tasks cosesmise cmstemise, | Gessmslus

Type Task Label Description

Scheduled?

Generate Reports nDHealth doud Reports MCA-Azure AD Assessment, MCA-Azure AD Ass... No
Aaure and Micosoft Cloud Scan NDHealth Cloud Scan Perform Azure and Microsoft Cloud Scan Yes

Appliance ID
NDAY
RDC-

© 2023 RapidFire Tools, Inc. All rights reserved.
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Step 3 — Schedule Scan and Report Tasks

Once you create both the scan and report task, it's time to schedule the tasks.

1. First, schedule the Scan Task. Next to the Microsoft Cloud task, click Schedule.

Action Schedule Delete

Run Mow Schedule ?(
Run Mow Schedule ?(
Run Mow Schedule ?(

2. Assign an interval to the scan task then click OK.

CROM Builder *
Time Zone; | (UTC-05:00) Eastem Time (US & Canada) e

Da

Weak

Manth

Quarter oK Cancel

Year

Once

Important: Be sure to schedule the Microsoft Cloud scan task to begin several
hours BEFORE your report task. This will ensure your reports contain the latest
data from the complete scan.

3. The Microsoft Cloud Scan will then appear in the queue of scheduled scan tasks.
Alternatively, you can click Run Now from the scan task library to begin the scan
immediately.

—

7
v 7 Scheduled Tasks

Type Task Label Description Appliance m
@ Generate Reports MDHealth Cloud Reparts MCA-Azure AD Assessment, MCA-... MDA
@ Azure and Microsoft Cloud Scan NDHealth Cloud Sean Perform Azure and Microsoft Cloud ... RDC

4. Finally, schedule the Microsoft Cloud Assessment report task. To the right of the
report task, click Schedule. Assign an interval to the report task then click OK.

© 2023 RapidFire Tools, Inc. All rights reserved.

194



Network Detective Reporter — User Guide

Important: Be sure to schedule the Microsoft Cloud report task to begin a few
hours AFTER the scan task. This will ensure your reports contain the latest data
from the complete scan.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Automate AWS Assessment and Reports with Reporter

You can automate your AWS Assessment using Reporter. This allows you to perform
scheduled scans and generate AWS Assessment reports for your sites at whatever
interval you choose.

To automate your AWS Assessment:

Step 1 — Create AWS Scan task

1. First, ensure you have gathered the AWS Access Key and Secret Key for the
target environment. See the AWS Quick Start Guide at
https://www.rapidfiretools.com/nd-downloads for a complete walkthrough.

2. Second, ensure you have set up Reporter and assigned the appliance to your AWS
Assessment site. This includes the Remote Data Collector and Connector. See
the Reporter User Guide at https://www.rapidfiretools.com/nd-downloads for a
complete walkthrough.

3. Once you have Reporter set up, from your site click the Reporter icon from the left-
hand menu to open the Reporter console.

d |
.

/
i

Reporter

Verify that your Reporter appliance and Remote Data Collector are
online from the Settings panel.

4. Click Create Scan Task and choose the Remote Data Collector. Click Select.

© 2023 RapidFire Tools, Inc. All rights reserved.
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SITE Reporter Customer 4 - NA+SA  / Eitsie

E‘ (] E? NDA1-

Active Project ~
A "' Settings

[®1 Create Scan Task - X

="
‘ | A E Tasks Create Report Tasks Select Reporter or Remote Data Collector that

will perform this scan task:
frchived Projects

NDA1-
RDC-

E. A E Scheduled Tasks

Generated
Reports

=

Downloaded
Reports Select Cancel

=

Reporter

5. Choose AWS Scan and click Next.

[Z1 Create Task - X
I
Scan Type n Type
Credentials Select the type of scan this task should perform. You will need separate tasks to perform different types of
scans
Verify and Schedule IT Assessment
Network Scan (Network/Security Modules)
SQL Server Collection

Exchange Server Collection
Azure and Microsoft Cloud Scan (BETA)
—
HIPAA Compliance
HIPAA Network Scan
PCl Compliance
PCI Network Scan
Local Scans
Push Deploy
Local on Remote Data Collector only

< Back Next > Cancel

6. Enterthe AWS Access Key and Secret Key for the AWS tenant to be assessed.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Network Detective

f Scan Type

Credentials

Verify and Schedule

a Create Task - AWS Cloud Assessment Scan (BETA)

Credentials

Amazon Web Services Credentials
Click here for documentation on how to setup the required AWS credertials

AWS Access Key ID:
AWS Secret Access Key:

Next > Cancel

7. Enter a Task Label and optionally configure an email notification for when the scan
completes. Click Finish.

a Create Task - AWS Cloud Assessment Scan (BETA)

f Scan Type

/ Credentials

Verify and Schedule

Verify and Schedule
Press the Finish button to save the task. Use the Back button to go back and
madfy any previous changes.
Email Notification
[] Send email notfiication when schedule completes
weakland @rapidfiretools com
Use Login User
Task Label:
e
L
Modiy Settings < Back Cancel

Your new AWS scan task will appear in the Tasks library for this site.

RapidFireTools
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(=1 Network Detective Pro - v4.0.1331

SITE Blue Bird Bus Company ~ / Eise
-~ ® g NDA1-00RD
l |
Active Project A ‘ Settings
L £ e re—
Archived Projects.
Type Task Label Desaription Sched... | Appliance ID Reporter Te... | Publish? Action  Sched... Delete
@ AWS Cloud Assessm... AWS Scan Task Perform AWS Cloud ... No RDC-S4NREP N/A No RunNov Schedule
' |
Generated
Repotts
(il
DaRvgc:ded
s
. v B Scheduled Tasks

& NETWORK DETECTIVE PRO™ :

Step 2 — Create MS Cloud Report Task

1.

Next, you need to create a Report Task to transform your scan data into automated
AWS Assessment reports.

2. Click Create Report Tasks.

V 7] Tasks (Gmssmise,

Select the AWS tab. Then select the AWS reports that you want to generate.

@ Schedule Report Wizard

Select Reports to Generate Commonly Used Report Sets: | — Select — o) [ oo
Select the set of reports you wish to generate. Some reports require you to initiste extemals scans and have the resuits available before the report can be
properly generated. Only reports which are available are shown. Attaching other data sources, such as interviews, extemal and intemal vulnerability scans,
will expose additional reports.

Selected Scan

Clear Selected Reports
Network Securty Exchange SQL Server HIPAA PCI
|:_|.‘ Al AWS Assessment Reports

2-[J& Standard Reports Iy
| F DJ AWS Assessment (.docx)
oL DJ AWS Assessment Excel Report (xlsx)
=-[]& Change Reports
.[J] AWS Assessment Change Report (docx)

Microsoft Cloud ~ AWS

Client Risk Report

The report presents a
high-level view of overall
risk in your environment,
along with simple charts
to show the problem
areas. Each problem
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Network Detective

Click Next.

5. From the Delivery Method screen, configure how and where to publish your report.
You can also simply download the reports from the appliance when the report job
finishes. Enter a task label and click Finish.

[=1 schedule Report Wizard X
Delivery Method
[ Attach reports to notification email ] Upload Scan Data to InDoc
Password Protect ZIP File
[ Copy to Extemal Network Share [ Publish to Clent Portal I
o 7 ,;ap;n”d Rep;n Set Name " - <Date> - <ID>"
[ Exportto IT Glue
Save reports to ZIP file (Blue Bird Bus Company-Reports-<Date>-<ID> zip) nnection
Create Folder: yyyy MMdd
Note: Reports are always available in Downloaded Reports for this site.
Task Label: |AWS Repors
e o ]

6. See the Reporter User Guide at https://www.rapidfiretools.com/nd-downloads for
more details regarding how to configure Reporter delivery methods.

Your new AWS report task will appear in the Tasks library for this site.
RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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[E1 Network Detective Pro - v4.0.1331

Blue Bird Bus Company  / Euse
SITE B
r_ ~ N i Tasks _ Create Scan Tasks Create Report Tasks Create Export Tasks
- me: Type Task Label Descripton Sched... ApplanceD | Reporter Te... | Publsh? Acton |Sched... Delete
ive Project =
( AWS Cloud Assessm... AWS Scan Task Perform AWS Cloud ... No RDC-54NREP N/A No Run Nov Schedule [ ]
[] Generatereports AW Reports AWS-AWS Assessm... No NDA1-00RD N/A No RunNov Schede T
Archived Projects \ &
Generated v %
e Scheduled Tasks
Type Taskiabel  Desaipton  Applance D Reporte... Publsh?  Status NextRunDate LastRun... Repeats InDoc? |Cancel
| m Generate Re... NAMClientR... NA-ClientRis... NDA1-00RD N/A Yes Pen... 10/21/2022... 10/21/2... Daiy Yes i
Dowrioaded [B] cenerateRe... testreports... NACientRis... NDAL-OORD NA No Pen... 10/22/2022... 10/21f2... Daiy Yes ]
Reports
v

Step 3 — Schedule Scan and Report Tasks
Once you create both the scan and report task, it's time to schedule the tasks.

1. First, schedule the Scan Task. Next to the AWS scan task, click Schedule.

Action Schedule Delete

Run Mow Schedule K
Run Mow Schedule x
Run Mow Schedule X

2. Assign an interval to the scan task then click OK.

CROM Builder X

Time Zone: | (UTC-05:00) Eastem Time (US & Canada) ~

Every Day w| at 12:00 AM 5

Week
Manth
Quarter oK Cancel
Year
Once

Important: Be sure to schedule the AWS scan task to begin several hours
BEFORE your report task. This will ensure your reports contain the latest data
from the complete scan.

\
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3. The AWS scan task will then appear in the queue of scheduled scan tasks.
Alternatively, you can click Run Now from the scan task library to begin the scan
immediately.

1021202 Daly ves

vvvvvv

4. Finally, schedule the AWS Assessment report task. To the right of the report task,
click Schedule. Assign an interval to the report task then click OK.

Important: Be sure to schedule the AWS report task to begin a few hours AFTER
the scan task. This will ensure your reports contain the latest data from the
complete scan.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Authenticate Exchange Scan using Enterprise App

This topic covers how to authenticate your Exchange Scan using an Enterprise
Application that you will create in the target Azure environment. This method requires that
you complete these steps:

Step 1 — Register app in Azure Active Directory

In this step, you will create a new app in the target Azure environment and assign it the
appropriate API permissions.

1. Access the Azure Portal at portal.azure.com and log in. Then navigate to Azure
Active Directory.

Azure services

+ > it

Create a Azure Active All resources
resource Directory

2. From the left menu, click App registrations.

Overview Monitoring Properties Tutorials
Manage

o Users

4 Search your tenant

& Groups
. Basic information
BS External Identities

ai» Roles and administrators Name

& Administrative units

Tenant ID E
® Delegated admin partners

- Primary domain

28 Enterprise applications

- . License Azure AD Free

[l Devices A

i App registrations @ Alerts

(Z) |dentity Governance

3. Then click New registration.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Home >

Azure Active Directory

Overview
I Preview features

7% Diagnose and solve problems

| App registrations =

«

+ New registration @ Endpoints

Mew registration

ﬂ Starting June 30th, 2020 we will no
will no longer provide feature updg

4. Enter a name for the app.

Ignore the other settings and click Register.

Home »

* Name

| App registrations >

Register an application

The user-facing display name for this application (this can be changed later).

[ I

Supported account types

Who can use this application or access this API?

= o L .
(@) Accounts in this organizational directory only

only - Single tenant)

5. From your new app, click APl permissions.

Manage

D

Authentication

2 API permissions

Branding & properties

Certificates & secrets

Token configuration

6. Click Add a permission.

RapidFireTools
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Configured permissions

Applications are authorized to call APIs when they are granted permissions by users|
all the permissions the application needs. Learn more about permissions and conser

+ Add a permission /" Grant admin consent for
API| / Permissions name s Type Description
~ Microsoft Graph (1)

User.Read Delegated  Sign in and read user profile

7. Select APIs my organization uses, and then search for and select Office 365
Exchange Online.

Select an API

Microsoft APls APls my organization uses My APIs

Apps in your directory that expose APIs are shown below

| P office T

Name

Office 365 Exchange Online

Office 365 Information Protection

8. Next, choose Application permissions.
9. Search for Exchange, and then select Exchange.ManageAsApp. Then click Add

Delegated permissions Application permissions
Your application needs to access the AP| as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all

| £ exchange X

Permission Admin consent required
N Exchange (1)

. Exchange.ManageAsApp @
Manage Exchange As Application

I

10. Next, from Configured permissions, click Grant admin consent for
[organization].
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Step 2 — Assign Exchange Administrator role to app
1.

Configured permissions

Applications are authorized to call APls when they are granted permissions by users/
all the permissions the application needs. Learn more about permissions and consen

+ Add a permission ~/ Grant admin consent for

APl / Permissions name Type Description Grant admi

~ Microsaft Graph (1)

User.Read Delegated  Sign in and read user profile

2. From the left menu, click Roles and administrators.

QOverview Mon
Manage

. Users o
= +~  Search your te

ik Groups
N Basic information
EZ External Identities

a» PRoles and administrators Name

‘& Administrative units
Tenant ID

Network Detective

Return to the Azure Active Directory Overview (also called "Home") page.

3. Search for Exchange administrator from the list of roles, and then click on it (do

not click on the check box).

Administrative roles
Administrative roles are used for granting access for privileged actions in 4
granting access to manage other parts of Azure AD not related to applicaf]

Learn more about Azure AD role-based access contro

‘ L exchange admin X +7 Add filters

Role Ty

D = Exchange adminisﬁtor

© 2023 RapidFire Tools, Inc. All rights reserved.
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4. Click Add assignments.

+ Add assignments \_[, Download

0 You can also assign built-in roles to groups now. Learn More o

Search Type
| Search by name | | All
Name
[
[ ]

5. Search for and select the app you created in Step 1.
6. Then click Add. You will have then assigned the Exchange admin role to the app.

Add assignments

Search (0
je joetesﬂ

ﬂ joetestapp
dei::EEl:;—SC'SE-—'_:' -9936-4f50cc9afb96

fded820d-5033-47b1-9936-4f50cc2ath26

Step 3 — Install Required Exchange Online Management
PowerShell Module

This step is performed on the local machine on the target network that will host the
Remote Data Collector (RDC). This must be the same endpoint where you will generate a
certificate in "Step 4 — Generate self-signed certificate and attach to app" on the next

page.

© 2023 RapidFire Tools, Inc. All rights reserved.
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On this endpoint, install the Exchange Online Management module. YOU MUST RUN
POWERSHELL AS AN ADMINISTRATOR when you run these commands:

1. Install-Module -Name MSOnline -Scope AllUsers

2. Install-Module -Name ExchangeOnlineManagement -Scope
AllUsers

3. Install-Module -Name PowerShellGet -Scope AllUsers -Force

Step 4 — Generate self-signed certificate and attach to app

Before you can begin your Exchange scan, you must generate a self-signed certificate on
the local machine from which the scan will be performed. You will then attach this
certificate to the enterprise app you created in Step 1.

Note: If you are using the Remote Data Collector (RDC) to perform the Exchange
scan, generate the certificate from the endpoint that hosts the RDC.

To generate the self-signed certificate, RUN WINDOWS POWERSHELL AS AN
ADMINISTRATOR. Then run the 3 commands below:

a) Name the certificate
Replace "{certificateName}" with a name for the certificate

Scertname = "{certificateName}" ## Replace {certificateName}

b) Generate the certificate

Scert = New-SelfSignedCertificate -Subject "CN=S$Scertname" -
CertStorelLocation "Cert:\LocalMachine\My" -KeyExportPolicy
Exportable -KeySpec Signature -KeyLength 2048 -KeyAlgorithm RSA -
HashAlgorithm SHA256

c) Export the certificate
Set the location to export the certificate by changing parameter after -FilePath

Export-Certificate -Cert S$Scert -FilePath
"C:\Users\admin\Desktop\Scertname.cer" ## Specify your preferred location

Important: When you generate a certificate on a local machine, that certificate's
Thumbprint can only be used for collection from that exact machine. Generate and

© 2023 RapidFire Tools, Inc. All rights reserved.
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upload a new certificate for each additional endpoint where you want to perform the
scan, as in"Step 5 — Add certificate to Enterprise App" below.

Step 5 — Add certificate to Enterprise App

-_—

. Return to the Azure Portal at portal.azure.com and open Azure Active Directory.
2. Click App registrations.

3. Find and click on the app you created in Step 1.

4

. Click Certificates & secrets from the left menu.

Manage
Branding & properties
3) Authentication
Certificates & secrets

)

1! Token configuration

5. Open Certificates. Then click Upload certificate.

Certificates (1)  Client secrets (0)

Certificates can be used as secrets to pro

T Upload certificate

Thumbprint

6. Select the certificate and click Add.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Upload certificate X

Upload a certificate (public key) with one of the following file types: .cer, .pem, .crt *
‘ Select a file |E

Description

‘ Enter a description for this certificate |

7. Copy the certificate Thumbprint for later use.

Certificates (1)  Client secrets (0) Federated credentials (0)
Certificates can be used as secrets to prove the application’s identity whe
’_I‘ Upload certificate

Thumbprint DescriptiorI

86193

Note: The column can be expanded by dragging the column separator between
Thumbprint and Description.

Step 6 — Collect credentials to perform Exchange scan

To perform the scan, you need three credentials: Organization, App ID, and
Thumbprint. The table below contains the location of each credential in the Azure portal.
Once you have these credentials, you can proceed to "Exchange Server Assessment
Scan" on page 106.

Credential Location

Organization

From the Azure Portal, navigate to Azure Active Directory. Under
Basic information, take the value next to Primary domain.

Application ID | Navigate to Azure Active Directory > App Registrations >
[YourApp].
Under the Essentials field, copy the value next to Application (client)
ID.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Credential Location

Thumbprint | Navigate to Azure Active Directory > App Registration > [YourApp]

> Certificates & secrets.

Find the corresponding Certificate and copy the complete Thumbprint.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Integrate Reporter with a PSA System with Export Tasks

With Reporter and Network Detective, you can automatically export important information
uncovered during your scans into your preferred Professional Services Automation

(PSA) system with Export Tasks. This includes technical information on computer assets
discovered on the network, contact information for network users, and issues for
remediation. This topic covers how to integrate Reporter with your chosen PSA System.

Step 1 — Gather Credentials and Set Up your PSA System

Before you begin, you will need:

» Valid Login Credentials for Network Detective

» A Network Detective "Site" for which you wish to export items or create tickets in
your PSA

» Valid Login Credentials for your PSA system account (if you wish to integrate
Network Detective with multiple PSA accounts, gather credentials for each PSA
account)

» A Reporter associated with your Site, as well as the Remote Data Collector that has
collected scan data. See also "Setting Up Reporter" on page 17.

» Other prerequisites specific to your chosen PSA system (refer to the table below).

PSA System PSA Prerequisites

e Autotask Username
o

MtOtaSk « Autotask Password

f‘ REST e ConnectWise REST Public Key
(% . :
- » ConnectWise REST Private Key

Connec+Wise

e ConnectWise Company ID
o ConnectWise PSA URL

Note: You must configure ConnectWise
correctly before you can integrate with
Network Detective. See also "Set Up
ConnectWise REST Integration" on

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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PSA System ‘ PSA Prerequisites

[ page 228 ]

ConnectWise Username

& o
Connec+Wise

ConnectWise Password

ConnectWise Company ID
ConnectWise PSA URL

Note: You must configure ConnectWise
correctly before you can integrate with

Network Detective. See also "Set Up
ConnectWise SOAP Integration" on

page 237

T 1 7 erp wa « Tigerpaw Username

e Tigerpaw Password
e Tigerpaw APl URL

» Kaseya Username

» Kaseya Password

Note: The Kaseya User must be in the
Kaseya Administrator Role. See also
"Set Up Kaseya BMS Integration" on

page 239.

» Kaseya Tenant (i.e. company name)

» Kaseya API URL,
example: "https://bms.kaseya.com" (you
should receive the exact URL in an email
from Kaseya)

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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PSA System PSA Prerequisites

» Works with Export Configurations

NITClue| | .75

Note: For the API URL, use
https://api.itglue.com. If your IT Glue
account is in the EU Data Center, use
https://api.eu.itglue.com.

 IT Glue API Key

Note: You will generate the APl Key in
the IT Glue application.

Step 2 — Create Export Task with Reporter

1. Start Network Detective and log in with your credentials.

2. Open the Reporter Site for which you wish to create tickets in the target PSA.

Note: You must have scan data and must have generated reports in order to
create tickets.

3. Click the Reporter icon in the bottom left of the screen to open the Reporter
dashboard.

-
Lt

- y
4

Reporter

4. From the Reporter dashboard, click Create Export Tasks.
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Reporter Customer 4 - NA+SA  / Eatsie
N "' Settings
V % Tasks  Create Scan Tasks Create Report Tasks Create Export Tasks
Type Task Label Description Sched.., Remote Data C..
[E] Generate Reports IW NAM SAM 1 NA-Client Risk Report... No NJA
[E] Generate Reports 1234 NA-Client Risk Report... No NJA

5. Choose an Export Task Type from the drop-down menu.

01 Select Export Task Type - X

Epaj

epo
(®) Create Tickets from lssues/Recommendations

(O Export Configurations
() Export Contacts

Task Label: |Kase§,ra Export|

Action  Schedule Delete

Run Now Schedule

u =

Run Now Schedule

Next Cancel

i Cohfmmmmun e

Repeats InDoc? Cancel

Reporter — User Guide

Note:

PSA/Ticketing System.

a) Create Tickets — Automatically create tickets in your company’s

b) Export Configurations — Export Configurations (hardware information, etc.)
into Autotask, Kaseya BMS, ConnectWise, Tiger Paw, or ITGlue.
c) Export Contacts — Export Contacts identified by the Exchange Assessment
Module into Autotask, Kaseya BMS, ConnectWise, or Tiger Paw.

6. Select the module/type of issues for which to generate tickets.

© 2023 RapidFire Tools, Inc. All rights reserved.
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8 Select Issue Type

[] Network
[] Security
[] Exchange
] SQL Server
[] HIPAA

[] PCI

Next

Select Issue Typels)to generate Tickets:

Cancel

Network Detective

7. Select your Target Ticketing/PSA system from the list of supported options.

Create Ticket from... — O X

Select Target

AXatotask:

? REST
Connec+Wise

:’ SOAP
Connec+Wise

Tigerp me
BMS’J/KW
[ Cancel |

8. The Export Issues window will appear. Click Manage Connections.

RapidFireTools
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Risk Report
Mappings

Kaseya Connection:

Export to Account:
Account Location:
Contact:

Ticket Source:
Ticket Type:
Priority:

Status:

Queue:

Primary Assignee:

[®1 Export Issues and Recommendations To Kaseya

RFTTest1

a X

Automatically creates Tickets in Kaseya based on issues and recommendations in a

W

em—)  Vanzae Comegions

NFR RapidFire Tools
Bungle Cat

Client Portal

Change Request
High

Assigned

Level Four Support
Mark Winter

] Create Muttiple Tickets (one ticket per issue)

Update Close

L

o

The Connections Manager window will be displayed.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Network Detective

QL

Connections Manager
Manage Muttiple Accounts

Saved Connections

O

Close

Modify

Remove

Select Al

Deselect All

9. Select the New button in the Connections Manager window to create a new PSA

10.
11.

12.
13.

connection.

The PSA Credentials window will be displayed

Kaseya Credentials

Kaseya Usemame:

Kaseya Password:

Kaseya Tenant:

Kaseya APl URL:

OK Cancel

Enter the credentials for your chosen PSA.

Click OK.

The new Connection will be listed in the Saved Connections list in the Connections

Manager window.

If you wish to export items to multiple, separate PSA accounts, repeat this
process and add Connections for each account.

Click Close to dismiss the Connection Manager.

From the Export screen, verify the connection by selecting it from the drop-down

menu.
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[®1 Export Issues and Recommendations To Kaseya

Risk Report

Mappings

a X

Automatically creates Tickets in Kaseya based on issues and recommendations in a

Kaseya Connection: RFTTest1
mwinter

_’P|

Export to Account:
Account Location:
Contact:

Ticket Source:
Ticket Type:
Priority:

Status:

Queue:

Primary Assignee:

] Create Muttiple Tickets (one ticket per issue)

Update Close

W

o

W

Reporter — User Guide

7

.

Note: If the connection is successful, some of the Mappings fields should
automatically populate with values from the PSA system.

14. Proceed to export information to your PSA. Refer to the instructions below.

7

This may take up to 60 seconds.

Note: When the Connection between Network Detective and the PSA is
established, some of the fields in the Mapping menu will automatically populate.

© 2023 RapidFire Tools, Inc. All rights reserved.
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& Export Issues and Recommendations To Kaseya — O X

Automatically creates Tickets in Kaseya based on issues and recommendations in a

Risk Report
Mappings

Kaseya Connection: RFTTest1 v
Manage Connections

Export to Account: NFR RapidFire Tools ™
Account Location: NFR RapidFire Tools W
Contact: Bungle Cat v
Ticket Source: Client Portal bl
Ticket Type: Change Request w
Priority: High v
Status: Assigned v
Queue: Level Four Support A
Primary Assignee: Mark Winter hal

@ Create Multiple Tickets (one ticket per issue)

Update Close

15. Map the issues to service ticket fields in your PSA. These mappings allow you to
configure how the issues in Network Detective are created as tickets in your PSA.

Important: You configure the values for the mapping fields in your PSA system.
Ensure the values are correctly configured in your PSA before continuing.

16. When you are finished, click Update.
The Export Task will appear in the tasks list.
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¥

V 7| Tasks (Gestescaniasks

Create Report Tasks

Create Export Tasks (BETA)

Type
| Generate Reports
=] Generate Reports
[E] create Tidket

Task Label
SAM 1
1234
MNAM SAM

Description

NA-Client Risk Report...
NA-Client Risk Report...
Create Ticket to Kase...

Sched... | Remote Data C...

No N/A
No NfA
No N/A

Next, you must schedule the task to export.

Step 3 — Schedule/Run Export Task

1. Nextto the Export Task, click on Schedule link to open the CRON Builder window. The
CRON Builder is used to schedule the running of your Reporter task.

Collector

Action

Run Mow

Run Mow

Run Mow

Run Mow

Schedule

Schieduls
Schedule
Scheduls

Scheduls

Delete

X X X X

Reporter — User Guide

Exports can be set to run daily, weekly, monthly, quarterly, annually, or just
once. You may also set the time of the day that the scan should be initiated.

Note: Please note that the time zone used for the CRON Builder time is Eastern
Standard Time (EST).

© 2023 RapidFire Tools, Inc. All rights reserved.
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CRON Builder X

Time Zone: |{UTC-05:00) Eastem Time (US & Canada) w

Da
Week
Month
Quarter OK Cancel
Year
Once

2. Setthe export frequency by selecting one option from Every list (i.e. day, week,
month, year, or once)

3. Next set the “on the” by selecting a day that the export should be performed.
4. Then set the time of the day that the export should run by setting the “at” time.

5. Click OK to save the Export task. It will run at the specified time and export items
into your chosen PSA system.
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Set Up Autotask Integration

To set up a connection with the Autotask system, you will need to create an API User in

Autotask. To do this:

1. Log in to Autotask with your admin user credentials.

Reporter — User Guide

2. Click on the Autotask home button on the left, then click Admin.

= Adtotask Search
Home ADMIN CATEGORIES
CRM Account Settings & Users
Contracts Features & Settings
Projects Automation
Service Desk Activations

Timesheets
Inventory
Reports
Outsource

e

datto /M
datto | 88DR

Extensions & Integrations

COMMONLY USED

Getting Started

Resources (Users)

Form Templates

Notification Templates
Workflow Rules

User-Defined Fields

System Settings

Client Portal: Global Settings
Client Portal: Manage Clients

REPORTS

Reports

I

ault

formn
elof

forn
elof

nini:
form
elof

forn
elof

forn

3. From the Admin menu, click Account Settings & Users.
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= JAduatotask Search

Home ADMIN CATEGORIES
CRM Account Settings & Users
Contracts Features & Setdngs
Projects Automation
Service Desk Activations
Timesheets Extensions & Integrat®ns
Inventory COMMONLY USED
Reports .

P Getting Started
Outsource

Resources (Users)
Form Templates
Notification Templates
datto | RMM Workflow Rules
User-Defined Fields
System Settings

datto | scor

4. Next, click Resources/Users (HR) to expand the menu.

= Search Q oal + 2B % &

I Account Settings & Users | Features & Settings ~ Automation  Activations Extensions & Integrations

Expand All  Collapse All

+ YOUR ORGANIZATION

+| RESQURCES/USERS (HR) _

5. Then click Resources/Users.
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Account Settings & Users

Expand All

Admin

Features & Settings

Collapse All

v Your Organization

~ Resources/Users (HR)

Resources/Users (HR)

Resources/Users
Manage user accol
an Autotask login

ifor people in your organization who have

Roles
Set up billing roles that determil
billed.

he rate at which labor will be

Departments

Set up organizational entities in your company that are
associated with resources and work types, and play a role in
project security.

Time Off Policies

Manage the time off categories and the number of days or hours
in each category your resources are entitled to at each length of
service tier.

Timesheet Approvers
Set up the resources who will approve other resources’
timesheets

Expense Report Approvers
Set up the resources who will approve other resources’ expense
reports.

Reporter — User Guide

6. Hover your mouse over the drop-down menu to the right of the New button, then
select New API User.

= Adtotask

[

Search

4 Resources
= New =~

< Import/Import History =Y

New Resource Resource ID

New APl User

o O
i

o o 0O
i gl i

Q

[7] Show Inactive

Default Department

Dashboards Create My

. T
Find Resource mag

Security Level License Type

Calendar

7. Enterinformation about the API user. Autotask will prompt you to enter the
mandatory fields.

© 2023 RapidFire Tools, Inc. All rights reserved.

RapidFireTools

225



Reporter — User Guide Network Detective

Add API User
3 save & Close @ cancel Review Terms and Conditions for API Use
General
First Name * Security Level *
v
Last Name * Date Format
MM/dd/yyyy v
Email Address * Time Format
hh:mm a v
Active Number Format
[ Jrocked X XXX XX v
Primary Internal Location*
v

Credentials

£ Generate Key £ Generate Secret

Username (Key) * Password (Secret) *

API Tracking Identifier

APl version 1.6 & later require the user of an API tracking identifier. Once assigned, this cannot be changed.
@ Integration Vendor

O Custom (Internal Integration)

Integration Vendor*

RapidFire Tools - Network Detective A4

Line of Business

Aline of business can be used to grant access or prevent access to data associated with Contracts, Tickets, Projects, etc.

Not Associated Associated

->
s

Resource can view items with no assigned Line of Business

» Enter a first and last name for the AP user.

» Enter an email address for the API user.

» From Security Level, select APl User (system).

» Select a Primary Internal Location for the API user.

» Enter/generate a username for the API user, then enter/generate a
password.

Note: Take note of these credentials as you will enter these in Network
Detective to enable the APl integration.
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RapidFire Tools — Network Detective.
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Under API Tracking Identifier, select Integration Vendor. Then select

Add API User

[ save & Close ® Cancel
Credentials

£ Generate Key

Username (Key)*

API Tracking Identifier

(@) Integration Vendor

[7] Custom (Internal Integration)

Integration Vendor*

Review Terms and Conditions for APl Use

{3 Generate Secret

Password (Secret) *

AP version 1.6 & |ater require the user of an API tracking identifier. Once assigned, this cannot be changed

rapidfire

Perspectium - Middleware (ServiceNow)
PropelYourMSP

Li| Pulseway - RMM

Quickpass - Password Management
Quoter Software Inc. - Quoter
QuoteWerks - Quotes, Proposals, and Procurement
RapidFire Tools - Email2Ticket

RapidFire Tools - Network Detective @
Recursyv - Seamless

Red Cactus - Bubble CRM Integrations
Relokia - Data Migration

Resale Partners - Telephony

N

ssociated with Contracts, Tickets, Projects, etc.

\ssociated

8. When you are finished configuring the new API user, click Save & Close. The new

user will appear in the list.
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Set Up ConnectWise REST Integration

To set up a connection to ConnectWise Ticketing system using the REST API you will be
required to:

Step 1 — Download and Install the ConnectWise Manage Internet Client
Application
To enable the integration, you will need to use the ConnectWise Manage Internet Client

application. Download and install the app from http://university.connectwise.com/install/.
Then log in using your credentials.

If you are using the ConnectWise Manage web app, you can continue to use the web app
after you have completed the steps in this guide and enabled the integration.

Step 2 — Select the ConnectWise Ticket System APl Member Account to
Integrate with

1. From the ConnectWise dashboard, click System from the side menu.

2. Next, click Members.
3. Click on APl Members Tab. The APl Members screen will appear.

Note that the APl Members Tab may not show by default and may need to be
added. You can add this tab from the Tab Configuration menu on the Members

@ .

page

4. Click on the button to create a new APl Member. Fill in all required information.

5. Confirm that the APl Member has been assigned Admin rights by checking the
member’s Role ID under Security Information.

Security Information

Rale |D: * | Admin w
[ ] Manage Administrator
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Important: By default, the APl Member must have Admin rights for the
integration to function correctly. However, we provide a "least privilege" custom
solution for the APl Member Role ID below. See "Create Minimum Permissions
Security Role for APl Member" below.

Create Minimum Permissions Security Role for APl Member

If you do not wish to assign the APl member full Admin rights, create this custom security
role and assign it to the APl member:

1. Goto System > Security Roles.

2. Clickthe button to create a new security role.
3. Setthe permissions for the Role as detailed in the table below and click Save.

4. Assign this custom Security Role to the APl Member instead of full Admin.

Add Edit Delete Inquire

Module

Level Level Level Level

Companies

Company Maintenance All

Configurations All All All

Contacts All All All
Service Desk

Service Tickets All All All
System

API Reports All

Table Setup All All

Customized Table Setup: Allow

Company / Configuration,

Opportunities / Opportunity Status,

Opportunities / Opportunity Type

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Step 3 — Create an API Key in the ConnectWise Ticketing System
1. Select the APl Member that you created previously.
2. From the APl Member details screen, click APl Keys.

Details Skills Certification Delegation Accruals AP| Keys

3. Click the button.

4. Enter a Description for the API Key.

5. Click Save. 2
6. The newly generated API Key will appear.

7. Write down or take a screen shot of the Member’s Public and Private API Key
strings. This information will be required to set up the integration with ConnectWise.

Important: Note that the Private Key is only available at the time the key is
created. Be sure to copy the keys for your records.

+" ¥ou have successfully updated this record.

Public APl Key

Description: * test]

Public Key:
Private Key:
MNote: The private key is only available at the time the key is created. Please make a note of it.

Step 4 — Configure Service Tables in ConnectWise

In order to export issues as tickets in ConnectWise, you will need to configure several
Service Tables in ConnectWise. These tables ensure that the issues are “mapped”
correctly to the tickets created within ConnectWise. You must configure the Service
Tables correctly in order to establish the connection with ConnectWise.

You can configure the Service Tables in ConnectWise from System > Setup Tables >
Category > Service. Configure the Service Tables as detailed below:

1. Service Board

© 2023 RapidFire Tools, Inc. All rights reserved.
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You must have a Service Board created within ConnectWise. In addition, within the
Service Board, you must create values for the following fields. You can create

values for these fields from the Service Board page:

a. Statuses
b. Types
c. Teams

You must create at least one value for each of these fields.

Board Statuses

Types Subtypes

nems

Auto Templates Teams

In addition, you must define values for two additional Service Tables:

2. Source

You must include at least one Source.

3. Priority

You must include at least one Priority level.

Service v o
Service ConnectWise Manage Network ConnectWise Manage Network settings.
Service Email Connector Folder setup for the Email Connector program
Service Email Formats Service Email Template setup
Service IMAP Setup Define IMAP configurations for Email Connector
Service Knowledge Base Create categories, subcategories, and change seftings
Service Priority Priority is associated with SLAS (previously captioned Urgency)
Service Service Board Service Board Setup
Senvice Service Sign Off Service Sign Off Setup
Service Severity Service Severity and Impact
Service SLA Service Level Agreement setup
Service Source Example: Email, Phone
Service Standard Note Standard Note Setup
Service Surveys - Service Create and edit automated surveys for service tickets
Service Ticket Template Defings ticket templates that can be applied to tickets directly, or used to g

If your existing Service Tables already contain values for the fields listed above, you
do not need to create new values.

© 2023 RapidFire Tools, Inc. All rights reserved.

231



Reporter — User Guide Network Detective

Step 5 — Remove "Disallow Saving" Flag from Company

The final step is to ensure your companies are able to save data such as tickets. By
default, your company may have the "Disallow Saving" option flag enabled; this will
prevent you from exporting tickets to the company.

Here's how to remove the "Disallow Saving" flag:

1. Navigate to Setup Tables > Category > Company > Company Status.

Setup Tables
Setup Tables

SEARCH CLEAR

Category Table ~ Description

Company v

Company Address Formats Address Formats
Company Status Example: Active, Inactive
Company Company Type Example: Customer, Prospect, Vendor
Company Configuration Types of configurations
Company Configuration Status Defines valid statuses to be used on the configuration screen
Company Country Valid countries for addresses

2. From Company Status, open the not Approved field.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Setup Tables > Company Status List
Company Status List

¢ 4+ SEARCH CLEAR

Description Default Inactive Notify Custom Note
Active
Inactive v
Imported v
Credit Hold v
Problem v
v
Salid
Attention needed v
may Leave v
Delinquent v

3. Uncheck the Disallow Saving flag.
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Setup Tables > Company Status List > Company Status
Company Status

{ + «3¥ HISTORY v

Company Status

Description*
not-Approved

(] Inactive

Notification Parameters for Service, Project and Time

Notify

Disallow Saving

Notification Message

Do not Service
they have not been setup for Service yet
check with their account manager

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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Company Status

Description*
not-Approved

(] Inactive

Notification Parameters for Service, Project and Time

Notify

(] Disallow Saving .

Notification Message

Do not Service
they have not been setup for Service yet
check with their account manager

4. This will allow you to export tickets to companies with the not Approved status.
Alternatively, you can set the company itself to a different status that allows saving
before attempting the ticket export.
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Company Search » Company > Company Finance Detail

Micro Pro
Summary Recap Time 0
< B B © = v Links
Company: Micro Pro
Status: # not-Approved
Type: *
Prospect %

Expenses 0

Finance Details

RapidFireTools’

Network Detective
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Set Up ConnectWise SOAP Integration

This topic covers how to integrate Network Detective with ConnectWise via the
ConnectWise SOAP API.

Important: The ConnectWise SOAP APl is in the process of being deprecated
by ConnectWise. We recommend that you use the ConnectWise REST API instead.

To set up the ConnectWise SOAP integration:

1. Navigate to System-> Setup Tables.
2. Type “Integrator” into the Table lookup and hit Enter.
3. Click the Integrator Login link.

Setup Tables

Setup Tables
SEARCH CLEAR

Category Table -~ Description

“  integrator I}

General Integrater Login Setup Integrator Access

4. Click the “New” Icon to bring up the New Integrator login screen as shown on the
right.

5. Enter and record Username and Password values which you will need later on
when creating a connection in Network Detective.

6. Setthe Access Level to “All Records.”

7. Using the ConnectWise Enable Available APIs function, enable the following
APls:

o ServiceTicketApi

TimeEntryApi

ContactApi

CompanyApi
ActivityApi
OpportunityApi
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MemberApi

ReportingApi

SystemApi

ConfigurationApi

Integrator Login
Setup Logs

< + < HISTORY v [il]

Username*
api|

Password

Access Level
O Records created by Integrator o All Records

Select the available APl integration(s) you wish to enable and configure belowj:

(]| APIName
Activity Callback URL
E] Use legacy
Agreement Callback URL
Company Callback URL

[ Use legacy

8. Click the Save icon to save this Integrator Login.

Network Detective

Note: If you already have an Integrator Login configured, you may use it as long

as the Company and Configuration APls are enabled.)
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Set Up Kaseya BMS Integration

To export items to Kaseya BMS, you will need Administrator credentials in Kaseya BMS.
To assign a Kaseya user to the Administrator role, follow these steps:

1. Loginto Kaseya BMS.
2. Goto Security > Roles.

@ Admin Dashboard
## My Company

@ Business Process

& Security

> Roles

> Scopes

3. Click Open/Edit on the Administrator Role.

& CRM Manager CRM Manager

& Project Manager Project Manager

& Service Desk Manager Service Desk Manager
Administrator Administrator

4. Click the Role Users tab.

v Security Role Information

Name: *

Administrator

Status:

Permissions

Role Users

5. Click Add.
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6. Search for the user to who will become a Kaseya Administrator and Select that
user.

7. Click OK. This user can now invoke the Kaseya BMS API.
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Set Up Network Detective to IT Glue Integration

This topic covers how to integrate Reporter with IT Glue, the Kaseya IT documentation
product. This integration uses Reporter to discover assets, computers, servers,
applications, and services such as Active Directory, DNS, DHCP, and more. Once you
export this data to IT Glue, the IT Glue system automatically builds the relationships
between these assets. This provides you with great visibility of the site's IT environment.

Important: This is a powerful integration that can create thousands of assets in IT
Glue. We highly recommend that you review your settings carefully as the data
created cannot be mass deleted. This integration has unique matching criteria to
prevent duplicates. Please review "Matching Criteria for Configurations and Contacts"
on page 254 to prevent duplication of data.

There are several prerequisites needed before you can create a Reporter Export Task
to IT Glue:

Partners must be subscribed to the IT Glue Enterprise Plan as the integration
requires the IT Glue API.

You must have the Network Detective application installed

You must have a Reporter scan server installed on your MSP Network. (See
"Initial Reporter Set Up" on page 17)

You must have a Remote Data Collector (and its associated Client-Connector)
set up with a Reporter Site configured to perform regular scan tasks. (See "Initial
Remote Data Collector Set Up" on page 22 and "Configure Remote Data Collector
to Perform Scan Tasks" on page 31)

Note: See "Setting Up Reporter" on page 17 for detailed instructions on
installing and configuring Reporter.

.

Important: Currently, you can only export configuration items for Active
Directory environments, and NOT Workgroups.

Once these prerequisites are met, you can then:

Step 1 — Create Organization and APl Key in IT Glue

1.

Create one or more Organizations in IT Glue. You will later select one of these orgs
to send your data to the right place. You create new Organizations from the
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Organizations tab in IT Glue.

Dashboard Organizations My Tasks Global Account

Organizations

© Recents

SR

Sandbox RFT

Q Search

Network Detective

o-

-

2. Create an IT Glue API Key for your use during integration and set up. You can do
this from Account > API Keys.

Dashboard Organizations My Tasks Global Account
Account
General Branding Authentication API Keys Theme

Custom AP| Keys

The IT Glue API is a RESTful API that can be used to manage and retrieve information. Learn more

rft_ ITG.614 Password Access =

kreed_| ITG.0d6 Password Access =

rft_ ITG.2eb. Password Access =
Password Access =

ﬁ +
-
Important: For your reference, save a copy of the API key outside of IT Glue.

You can then use the instructions below to create a Reporter Export Task to IT Glue in

the Network Detective application.

Step 2 — Create a Reporter Export Task to IT Glue
To set up a connection between the Network Detective application and IT Glue, you will:

1. Inthe Network Detective app, open the Site used to manage the Reporter. Click
on the Reporter icon on the bottom left side of the Site screen.

RapidFireTools
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|
=/

Reporter

2. Click Create Export Tasks.

Reporter Customer 4 - NA+SA [ &iisie
A\ 'a Settings
v _L; Tasks  Create Scan Tasks Create Report Tasks Create Export Tasks
Type Task Label Description Sched... Remote Datz C..
Generate Reports IW NAM SAM 1 NA-Client Risk Report... No N/A
] Generate Reports 1234 NA-Client Risk Report... Mo N/A

3. The Select Export Task Type window is displayed. Select the Export
Configuration option and assign a Task Label.

| @1 Select Export Task Type — 4

() Create Tickets from lssues/Recommendations
(®) Export Configurations
(O Export Contacts

Task Label: |IT Glue Export to your Client's Org

Next Cancel

!

4. Click Next. Select IT Glue from the available integrations.
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Export Configurati.. — [] X
Select Target
Autotask

~ REST

(C
Con¥c+Wise

NITGlue

Cancel
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Step 3 — Create Connection to IT Glue and Configure Asset Mapping

1. Click Manage Connections.

&1 Export To IT Glue — O X
Automatically creates Assets in IT Glue based on information from Network
Detective.

Mappings
IT Glue Connection: IT Glue JS hd
Manage Connections
Organization: Blue Bird Bus Company v
Update Close
2. Click New from the IT Glue Connections Manager.
@4 IT Glue Connections Manager — O pd

IT Glue Connections Manager
Manage Multiple IT Glue Accounts

Saved Connections

Modfy

Remove

Select All

Close

Deselect All

3. Enter a Connection Name. Then enter your IT Glue API credentials. Click OK.

© 2023 RapidFire Tools, Inc. All rights reserved.
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IT Glue Credentials n
Connection Name: ft_documentation| I
IT Glue APl URL: https://api itglue.com |
IT Glue AP| Key: o--nr--ot--ooo-oto-ott--uo--]
OK Cancel
Note:

 For the APl URL, use https://api.itglue.com
« If your IT Glue account is in the EU Data Center, use https://api.eu.itglue.com
* If your IT Glue accountis in the AU Data Center, use https://api.au.itglue.com

Important: The IT Glue APl Key must be generated from within the ITGlue
system. See "Step 1 — Create Organization and API Key in IT Glue" on

page 241

The Connection will appear in the list of Saved Connections.

4. OPTIONAL.: If you want greater control of how Network Detective data is exported
to IT Glue, select your connection and click Flexible Asset Type Mapping.

01 IT Glue Connections Manager - O *
IT Glue Connections Manager
Manage Muttiple IT Glue Accounts
Saved Connections
[G]fdocumentation v
Modify

Remove
Type Mapping

Select All

Deselect Al
Close
RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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The Flexible Asset Type Mappings wizard will load for your chosen connection.

Happy Frog MSP IT Glue - Flexible Asset Type Mappings

Allexportable data to IT Glue can be mapped ether to RapidFie Tools'flexble asset
iy data field. R

- o

IT Give account. Within each flexble asset type.

%

practices orto ype you can map a Networ
IT Gue. Changesto IT Glue fild mappings after the frst export can and may yield duplcate data a5 we wil be readng deta from a

new field and/or flexble asset type.
Revert Al Mappings

IT Gue Fiexble Asset Type

Find Mappings:

IT Glue Flexible Asset Field

X

\.

Note: Data that you export to IT Glue can be mapped to Network Detective’'s
flexible asset types or to existing asset types in your IT Glue account. For each
flexible asset type, you can choose to map a Network Detective data field to an
existing IT Glue data field. Rows highlighted in green identify new data types that
will be created in IT Glue. After the first export, changes to IT Glue field
mappings may yield duplicate data. New fields and/or new asset types will be

read as new data.

Review the available asset mappings. By default, the export will populate IT Glue
with Network Detective's own asset types. However, you can choose to map each
Network Detective asset to an existing asset in IT Glue. This is useful if you want to

preserve your custom asset types in IT Glue.

When you are finished configuring the mapping, click OK.

5. Select the connection and click Close.
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[E117 Glue Connections Manager — O bed
IT Glue Connections Manager
Manage Multiple IT Glue Accounts
Saved Connections
|¥%| Micromazing New
Modfy
Remove
Flexible Asset
Type Mapping
Select Al
Deselect All
RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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1. Next, select the IT Glue Connection you created from the drop-down menu.

L:] Export To IT Glue —

Mappings

Automatically creates Assets in IT Glue based on information from Network Detective.

IT Glue Connection: Micromazing

(This Account) Happy Frog MSP IT Glue

(This Account) ACME MSP 1
Organization: (This Account) IT Glue Export Test
' Micromazini
Export Selections
. [V All Assets
[IContacts
[[IConfigurations

[#]Flexible Assets

(This Account) export report sandbox rft glob12

Update Close

2. Select the Organization to receive the exported configuration items.

Note: If successful, you should see your IT Glue Organizations populate in the

Organizations drop-down menu.
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Export To IT Glue

Mappings

IT Glue Connection:

Onganization:
Export Selections

Al Assets
[IContacts
[]Configurations
[] Fexible Assets

- a

(This Account) Happy Frog MSP IT Glue

Manage Connections

e

ShortName Invalid

Shrek

Shufflebottom Steel Frame Buildings
Sidebar Org

Signal Point Systems

SilverB Org

SimonKemsley Test

Sk!EId Pmﬁiﬁ
Skyzen

""| Skyzen Sandbox

SLCC Co

SlugFit

SN Test

SOAP - Test Contact Push
Soap Soap Soap CW
Sdfiia Test Organization
Solis Aus

SORG

SORG 2

Source Org
Southeastem Laundry
SpacelQ

Spacer’s Choice
Spanning Test
Specialized

Spencer's Org

Spice Must Flow
Splendid Living 365
SPtest3

Update Close

X

Automatically creates Assets in IT Glue based on information from Network Detective.

3. Finally, select which configuration items to export.

Network Detective

duplicates.

* 'Server Features and Options'

Important: Warning! If you have other integrations creating Contacts and/or
Configurations in IT Glue such as a PSA and RMM, DO NOT select the Export
Contacts and Export Configurations options as they will create unwanted

We strongly recommend that you at least leave the following items unchecked.
These are disabled by default:

RapidFireTools
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* 'Startup Programs'
* 'Windows Services'

If you do select these options, the Reporter will detect and add all of these items
to IT Glue which may clutter search and navigation.

E_‘_ Export To IT Glue - O x

Automatically creates Assets in IT Glue based on information from Network Detective.

Mappings

IT Glue Connection: (This Account) Happy Frog MSP IT Glue ~
Manage Connections

Organization: Happy Frog v
Export Selections

[l Addttional Flexible Assets

[installed Applications

[INetwork Shares

[]Server Features and Options

[Jstartup Programs

[ JWindows Services

[~ Microsaft Cloud
[ IMS Cloud Applications
MS Cloud Devices
[(]MS Cloud Domain N
MS Cloud Groups
M5 Cloud On-Premise Synced Groups
[CIMS Cloud Organizations
[(]MS Cloud Partner Relationships
[CIMS Cloud Proxy Addresses
MS Cloud Users

[[JAmazon Web Services
[ ]AWS EC2 Instances
[JAWS Enabled Services
[CJAWS IAM Users
[CJAWS RDS Instances

1 AMAMIC Daviama

Update Close

4. Once you set up the Connection, click Update to complete the creation of the task.
The Export Task will appear in the Tasks List.
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\V4 % Tasks _ Create Scan Tasks Create Report Tasks Create Export Tasks (BETA)
Type Tesk Label Desaription Scheduled?  Remote Data Collctor Reporter Template Publsh?
FEY! export configuraton Be Brd Test -5 Export Configuration to IT Gue -7 ..._No NA N/A No
| [] export configuration IT Glue Export to your Clients Org  Export Configuration to IT Glue - IT ... No NA NA No

5. Click Schedule to run the Task at a specified time. Alternatively, click Run Now to
run the task one time immediately.

If the Export is successful, your Configuration items will appear in IT Glue.

r

Important: Note that once the export begins, it will be placed in the API queue. It
may take up to 3 hours for your results to appear in IT Glue.

"
NITGlue Dashboard  Organizations ~ MyTasks  Global  Account Q Search
# Home T Glue / Configurations
Core Assets
v checats Configurations
& Configurations 3
& Contacts 30
@ Documents
o - Name * Status Type os Primary.. © SerialN.. = Expires Locatio
'omain Tracker
© Nas=ims APP >_ Comput @ 10200
& Passwords BACKUP] >_ Comput. = 10.200.
@ SSL Tracker DC >_ Comput a 10.200
Apps & Services DC: >_ Comput. = 10200
£+ AD Computer 3
DESKTOP >_ Comput @ 10200
£ AD Domain 1
DESKTOP >_ Comput = 10200
& AD User 33
DESKTOP >_ Comput @ 10200
>_ DHCP Server 1
2 ONSEntry DESKTOP >_ Comput @ 10200
>_ Domain Controller 2 DESKTOP >_ Comput = 10.200.

Step 5 — Access data in IT Glue after scan and export
1. Loginto your IT Glue account and navigate to the Organization main page.

2. Click on a newly updated item in the Apps & Services section in the left-hand
menu. The Flexible Asset types are:

e AD Computer

e AD Domain

e AD User

« AWSEC2

» AWS Enabled Services
« AWS RDS

 AWS Regions
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« AWS S3

« AWSVPC

» DHCP Server

* DNS Entry

* Domain Controller

» Enabled Optional Feature
» Enabled Server Feature

» Exchange Server
 FSMO Role

» Group Policy

e Hyper-V Guest

e Hyper-V Server
 |nstalled Application

» License key

» Microsoft SQL Server

* Missing Windows Patch

» MS Cloud Applications

e MS Cloud Devices

* MS Cloud Domains

e MS Cloud Groups

e MS Cloud On-Premise Synced Groups
» MS Cloud Organizations
¢ MS Cloud Partner Relationships
e MS Cloud Proxy Addresses
e MS Cloud Users

* Network Share

e Non-AD Device

» Printer (Attached)

e Printer (Networked)

» Printer (Share)

» Security Group

© 2023 RapidFire Tools, Inc. All rights reserved.
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» Startup Programs
o Time Server
» Web Server
» Windows Services

3. Open anitem to see how the Reporter has automatically built relationships between
the assets.

4. Active Directory users are added as IT Glue Contacts.

Note: See also "Matching Criteria for Configurations and Contacts" below for
more details on how the system avoids creating duplicate assets.

Matching Criteria for Configurations and Contacts

The Reporter Appliance will always attempt to make a match according to the criteria in
existing IT Glue Configurations and Contacts as listed in the table below.

In the case that there is no match, Reporter will create a new IT Glue Configuration and
Contact. The matching logic for IT Glue Configurations and Contacts is similar to that of a
PSA and RMM.

Rule for match on

.y Association matches on
association

IT Glue Configurations » Exact match on primary MAC address and serial
number.

o |fthere is no match on both of these fields, the
exact match is on the primary MAC address.

o |fthere is no match on that field, the exact match is
on the serial number.

IT Glue Contacts o Exact match both on a first and last name.

Association Criteria for Flexible Assets

New Flexible Assets created by the Reporter integration will always attempt to
automatically associate to IT Glue assets (i.e. Configurations and Contacts) based on the
table below:
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Rule for match on Association matches on

association
IT Glue Configurations » Exact match on primary MAC address and serial number.
o |If there is no match on both of these fields, the
exact match is on the primary MAC address.
o [fthere is no match on that field, the exact match is
on the serial number.
IT Glue Contacts  Exact match both on a first and last name.
o [f there is no match on these fields, the exact match
is on the email address (not case sensitive).
IT Glue Domains e Domain name
Key Fields

What is a Key Field? Each Flexible Asset created by the Reporter integration has specific
fields that it uses to associate data to. Please see the table below for all Key Fields.

Important: After the initial scan by the Reporter Appliance, DO NOT edit the content
in these fields within IT Glue. Doing so will create duplicates in your IT Glue
account. If you edit the fields after the initial scan, the fields will not match again in
subsequent scans and the integration will create a new, duplicate asset.

Flexible Asset Type Key Fields

AD Domain Domain Name

Domain Controller Computer®, Domain

FSMO Role Domain, Role, Domain Controller

AD Computer Domain, Configuration

AD User Domain, Username

Security Group Domain, Group Name
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Flexible Asset Type Key Fields

Group Policy

Domain, Policy Name

DNS Entry

IP Address

Windows Service

Computer*, Service Name

Enabled Server Feature

Computer*, Feature

Enabled Optional Server

Computer*, Feature

Startup Programs Computer*, Startup Item
Non-AD Device IP Address, Computer Name
Microsoft SQL Server | Sever Name, Instance

Web Server Computer Name

Time Server Server Name

Exchange Server

Server Name

DHCP Server Server Name

Hyper-V Server Hostname

Hyper-V Guest Host, Guest Name

Printer (Attached) IP Address, Printer Name
Printer (Networked) IP Address, Printer Name
Printer (Share) Shared Printer

Network Share Hose, Share UNC
RapidFireTools

Network Detective
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Flexible Asset Type Key Fields

Installed Application

Computer*, Application Name

License Key

Computer*, Application Name

Missing Window Patch

Computer®, Issue

*IT Glue Configuration

© 2023 RapidFire Tools, Inc. All rights reserved.
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Software Appliance Diagnostic Tool

The Diagnostic Tool is used to gather relevant diagnostic information, test connectivity,

manage updates, and allow remote support to the Appliance.

Available Commands
Diagnostics and Troubleshooting
Get Diagnostics with Status
Ping Test from Inspector
Device to Ping
Get Log Files
Inspector Services
Get Senvice Status

Restart Service

Mirtual Machine Control

Get VM Status

Start VM

Stop VM

Force DHCP Restart on VM
Updating

Check Update-to-date Status

View Update Leg

Update Inspector via USB

Update Inspector via Web
Remote Assistance

Check Remote Assistance Status

Toaale Remote Assistance Status
Shutdown and Restarf

Reboot Inspector

Shutdown Inspector

Y Inspector -~ (INSP-I" ) = B
Device ID: INSP- Copy Device |D to Clipboard

Inspector Status (requires successful Diagnostics with Status command)
® Connection to Inspector
@ Inspector Internet connectivity verified
@ Inspector services operational
@ Inspector communication verified (requires services operational)
@ Connection to Network Detective servers verified (requires services operational)
@ VM running and IP'ed correctly
TIP: Run the Inspector Diagnostics to troubleshoot issues.
Command Resulis

Issued Command: Inspector Diagnostics

Device ID: ~
Inspector Service Version: 1.0.201408142

Inspector Service Status: Aunning

\Web Service Version: 1.15

Vitusl Harddive Version: 1.0

Windows P,
Linu P:

Vitusl Machine Status: Running
Has Intemet Connection: True

PHP Connection: Success
WS Connection: Success.

Remote Assistance Status: Stopped
NIC Information:

Hyper-V Vitual Ethemet Adapter #3
Name: vEthemet (ItemalLan)

Status:Up ~
Copy to Cliphoard Clear Results

Show Inspector Manager

Available Commands

Network Detective

There are a number of commands available within the Appliance Manager.

Location and Information

» Locate Network Detective Appliance

Re-initialize the Appliance discovery process and attempts to retrieve the Device ID
number and other diagnostic information.

» Get Appliance Device ID

Display the Software Appliance’s Device ID, used when associating the Software

Appliance with a Site in the Network Detective Application.

Diagnostics and Troubleshooting

© 2023 RapidFire Tools, Inc. All rights reserved.
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» Appliance Diagnostics

Queries the Software Appliance for diagnostic information used to verify running
status, software, connectivity, and NIC Information.

* Ping Test from Appliance

Performs a ping test directed at a specified host or IP address from the point of view
of the Software Appliance itself.

[ Note: Network connectivity is required for the Appliance to operate properly. ]

» GetLog Files

Retrieves diagnostics logs from the Appliance. Returns a link to download a .zip file
containing run log information which may be used for further troubleshooting.

Service Control
» Appliance Service Status

Queries the Software Appliance to return its current status. The possible statuses
are as follows:

o Idle: The Software Appliance is online, but performing no action.

° Queued: The Software Appliance is online and performing no action. A
schedule is active and queued to run.

° Running: The Software Appliance is online and currently running a
schedule.

» Appliance Service Restart

Requests a Service Restart from the Software Appliance. Exercise caution when
using this command because it may interrupt any running Scan.

Updating via USB
» Update Appliance via USB

Requests the Software Appliance to update via USB. Attempts to detect a USB
device. If a USB device is detected containing the necessary files is found to be
connected to the Software Appliance an update will be performed.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Note: Please ensure that a USB stick containing the update is plugged into the
USB port of the system hosting the Software Appliance.

» Check USB Update Status

Returns the current status of a running update. Also attempts to detect any USB
device with available updates.

Remote Assistance
» Toggle Remote Assistance Status

Instructs the Software Appliance to make itself available for Remote Assistance and
to allow a technician to access the device for support.

e Check Remote Assistance Status

Return the current status of Remote Assistance.
» Shutdown and Restart

Restarts the Software Appliance.
e Shutdown Appliance

Shuts down the Software Appliance.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Augment Reporting to Eliminate False Positives

Occasionally, your customer may have a service installed that was not detected by
Network Detective. With services such as antivirus and antispyware, new products are
constantly being introduced to the market. Also, your customer may have a very old or
very new release of an existing product. Since Network Detective is a very general-use
product, reports may not always reflect a complete picture of your customer's unique
circumstances.

The Augment Reports feature allows you to customize Network Detective's data analysis
to better suit each of your customers. If a service is not listed in our database, you may
add it through the Network Detective application. Then, re-generate the reports and the
service will be properly included and displayed.

To augment your reports:

1. In Network Detective, go to Help > Augment Reporting.

Online Help Upgrade
Show Startup Tips

Download Data Collectors

Report Requirements

Gl Release Motes ! Gaiski
Instructional Videos
Recorded Training Webinars
HIPAA Training Videos

Mew User Ornientation

Marketing Collateral

Download Sample Report Data 3
Sample Legal Forms 3
Audit Log

Submit Suggestion

Improve Translation

The Endpoint Protection Detection screen will appear.

2. Foreach application you wish to add to your reports, select the type of application:
Antivirus, Antispyware, Firewall, and/or Backup.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Augment Reporting
Endpoint Protection Detection

Endpoint detection can be improved to remove false positives by identifying additional backup. anti-virus. and anti-spyware solutions through their
service display names.

Antivius  Antispyware  Firewall Backup Service Display Name Product Name
2 | O O | O |Bidefender Endpoint Agent Your Branded Anti-Virus Service
| O ol o] [

[oc ][ Canod |

3. Then enter the Display Name for the Windows Service.

Note: You can find the Display Name by opening the Windows Services app
from your desktop. Right click on the service and click Properties. See "Use
the Excel Export Spreadsheet to Find Display Names" on the facing page for an
easy way to find display names for all Windows services.

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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Bitdefender Endpoint Agent Properties (Local Computer) *
General LogOn Recovery Dependencies
Service name: epag|
Display name: Bitdefender Endpoint Agent

Description: Ensures the communication between a managed
client machine and the securty server.

Path to executable:
"C:\Program Files\Bitdefender\Endpoint Security\epag.exe"

Automatic

Service status: Running
Start Stop Pause Resume

Y'ou can specify the start parameters that apply when you start the service
from here.

4. Next enter the Product Name for use with reporting. You can choose any name you
wish for the Product Name for your Reports.

5. Repeat these steps for each app you wish to add to your reports.
6. Click OK.

When 1) you next collect data on the target endpoints and 2) generate reports, your
new reports will feature information on the apps you included.

Use the Excel Export Spreadsheet to Find Display Names

You can use the Excel Export from the Network Assessment Module to find Display
Names for Windows Services. This might be helpful if you want to enter several apps into
the Augment Reporting tool.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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1. Generate the Excel Export Report from a NAM Assessment.

2. Open the report and navigate in Excel to the Windows Services worksheet.

hPPO1 CertPropSvc Certificate Pro
NPPO1 ClipsvcC Client License
APPO1 COMSysApp COM+ System
hPPO1 CoreMessagingRegistrar CoreMessaging
hNPPO1 CryptSvc Cryptographic
» .. | Workstation Aging-test | Windows Services-test | Server Features-tes
™ B e S |

3. View the service entry for the Antivirus, Antispyware, Firewall, and/or Backup
software installed on the computer and include this in the Augment Reporting tool.

Computer Name

‘s:an Name
BACKUPOL

LocalSystem

© 2023 RapidFire Tools, Inc. All rights reserved.
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Updating a Software Appliance

After installing a Software Appliance at the Site’s physical location and associating the
Software Appliance with a Site in the Network Detective Application, it's important to
regularly update the Appliance to get the most out of the features available on the
Software Appliance you are using.

~ Appliances L Connectors D Report Preferences.

_/ INSP-TEST1 ® Acive I Remove [ 4 Software Updates Available ] *\, Manage

Status
Mo queued tasks.

Updates may include bug fixes, new features, and additional scans types.

In the Network Detective Application, navigate to Network Detective ribbon bar and
select the Appliances icon.

A B & m E g o

InForm Appliances Connector Service Plans Users Preferences

This action will display the Software Appliances window that lists all of the Appliances
that are available for use from within Network Detective.

Appliances | ssises Ownde Dowrioad Logs  Marage Scars Manage Fieports  Healh Check  Lpdate

Statis Applance 14 Trpe | Applances Ste Name: Runing Tasks | Queved Tasks | Update Status_ Last Check-n
& .
A L]
. ]
@
& |
= L]
Detectorns @
"]
L]

To update the selected Software Appliance, right click on the Appliance’s name, and
select the Update menu option presented as displayed.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Lo to Site

Associate Site..,
Update
Health Check

Troubleshooting — »

Refresh

Note that the Update menu will only be visible if software updates are available.

IMPORTANT: The Appliance Update Now feature, when activated to update the
Software Appliance, will shut down any tasks that are currently running on the Software
Appliance. Before updating the Software Appliance either stop any currently running
tasks listed in the

Manage Appliance Window Queued Tasks list, or perform the update after running
tasks are completed.

Warning ﬁ

Issuing a command to update the Appliance will cancel all running
l % scans, Do you wish to update now?

| ok || concel |

A window will appear confirming the request for a software update.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Set Up Custom SMTP Server Support (Reporter)

The steps below outline how to set up the use of your own SMTP Email Server to enable
Reporter to send “Reports are Ready for Download” notifications by email.

Follow these steps to set up the Reporter Custom SMTP Email Server Configuration.

81 Network Detective

A & m [E o

InForm Appliances Connector Service Plans Preferences

1. Inthe Network Detective window, select the Preferences icon to access the
Preferences window for access to the Report Branding and Reporter Customer
SMTP Server Configuration options.

The Preferences window will be displayed.

2. Select the Reporter tab within the Preferences window to access the Reporter’'s
Custom SMTP Server settings.

(@1 Preferences / E@g

Report Defaults [Heporterl -

Text | My Logo I Theme | Cover Images‘

Report Prepared By: Yourl T Compary
Footer: FROPRIETARY

Cover Page Disclaimer:  CONFIDENTIALITY NOTE: The information contained in this report document is for the exclusive use
of the client specified above and may contain corfidential, privileged and non-disclosable information.
If the recipient of this report is not the client or addressee, such recipient is strictly prohibited from
reading. photocopying. distributing or otherwise using this report orits contents in any way.

Target Languags: [Eng\ish v]
Paper Size [ Letter @511 -
Cumency Symbol: 5 -

Conversion Factar: 1.000000 = = USD

3. Configure the following to set up your Custom SMTP Server to relay email
Notifications sent from Reporter:

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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@1 Preferences [ == éj

‘ Report Defaults | Reporter |

Dont use scans older than the following number of days: |42 =

SMTP Server

Report From:  securitytech @youritcompary.com Display Name: | IT Security Reports from Reporter

(71 Use Defaultt SMTP Server @ Use Custom SMTP Server

Custom SMTP Settings
Note: SMTP Server must suppord TLS 7.2 or sbove.

SMTP Server Address:  smitp mail youritcompany com

Part: BB7

Security: 55L -
Usemame: secuntytech@youritcompany .comt

Fassword —

Send Test Emails

¢ Report From email address

» Display Name

o« SMTP Server Address

e Port Number

» Security Method

e SMTP Server Username and Password

4. Selectthe Send Test Email button to test the Custom SMTP Server configuration
and email addresses.

(@1 Preferences l‘:' El é]

| Report Defaults | Reporter |

Dont use scans older than the following number of days: |42 =

SMTP Server

Report From:  securitytech @youritcomparty com Display Name: |IT Securty Reports from Reporter

() Use Default SMTP Server @ Use Custom SMTP Server
Custom SMTP Settings
Nore: SMTP Server must support TLS 7.2 or above.

SMTP Server Address:  smip.mail youritcompany.com
Port: 5871

Security: SSL -
Usemame: security+ech @yourtcompany . comt
Password: —

Send Test Emails

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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5. Select your Reporter ID from the Reporter ID list.

Send Test Emails

25|

Email To:
Subject:  SMTF Test Email
Reporter: HNDP« v]l

Send

Report email test result:
Email sent.

Admin email test result:
Email sent.

Reporter — User Guide

Next, select the Send button in the Send Test Emails window.

The status of the send email test is displayed in the Send Test Emails window.

(@1 Preferences —

2N X

[ Report Defauts | Reporter |

Dont use scans older than the following number of days: |42
SMTP Server

Report From:  senior¢ech@youritcompany . com Display Mame:  IT Security Reports fom Reporter

() Use Defautt SMTF Server @ Use Custom SMTF Server
Custom SMTP Settings
Note: SMTF Server must support TLS 7.2 ar sbove.

SMTP Server Address:  smtp mail youritcomparty.com

Port: Ba7 =
Security: [SSL h
Usemame: seniortech @youritcomparny.com

Password:

Send Test Emails

[ ok |[ cancel |

6. After a successful test has been completed, close the Send Test Emails window.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Next, select the OK button in the Preferences window to save the Custom SMTP
Server’s Email Configuration settings.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Client-Connector Diagram

The Remote Data Collector uploads scans to Secure Cloud Storage Area using the
Client-Connector. You can download the scans from the Network Detective application.
Likewise, the Reporter appliance will automatically download the scans in order to
generate scheduled assessment reports.

RapidFireTools Client-Connector Diagram

Secure Cloud
Storage Area

~ | Client
A Network

Reporter
Appliance

Scan ——
= Data =

N Remote Data
Network Detective ? Collector
Application

Client-Connector

O
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Using Reporter with Cyber Hawk

You can use Reporter with Scan Data collected by the Cyber Hawk Appliance to generate
Network and Security Assessment Reports. In addition, when using the Security
Assessment Module, you can generate an Internal Vulnerabilities Summary Report that
uses the internal network vulnerability scan performed by the Cyber Hawk Appliance. To
do this:

Step 1 — Associate Reporter and Cyber Hawk with the same Site

You will first need to make sure your Site has both a Reporter and Cyber Hawk
appliance associated with it. To bind an appliance to a Site:

A

1. Open your active assessment project and click the selector icon
2. Click Appliances.
3. Click Add. Choose the appliances to add.

A Customer A Assessmerts | Repots | BExpot | Bxplore Data

Click Add to bind a Network Detective Appliance to the site +  Add

2

4. Once you add the Reporter and Cyber Hawk appliances, select the Connectors
button to add a Connector to the Site. The Connectors list window will be displayed.

% Customer A /it Sie
Appliances Remote Data Collectors I:l Report Preferences
Click Add to bind a Network Detective Appliance to the site + Add

Mame Type Manage Update Remaove Runniry g Tasks
(0] Cyber Hawk 5DS %, Manage # Update J{ Remove Mo gueued tasks
@ Reporter Manage # Update 3¢ Remove Mo queued tasks

Note: The Connector is required to enable the Cyber Hawk to transport its scan
files to the RapidFire Tools Secure Storage Area for access by the Reporter
during the scheduled report generation time. You will assign the Connector to
the site as part of the normal Reporter set up process.

© 2023 RapidFire Tools, Inc. All rights reserved.
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5. Assign a Connector Label that specifically references the name of the Site that is
going to be using the Connector. Next select the OK button to finish adding the
Connector to the Site.

Note: You must have first purchased and installed the appliance on the target
network before you can bind it to a site. Note also that, unlike Reporter, Cyber
Hawk appliance is installed on the client's network.

See also:

» "Setting Up Cyber Hawk" in the Cyber Hawk documentation at
https://www.rapidfiretools.com/nd

* Setting Up Reporter

Step 2 — Configure Cyber Hawk to Upload Scans for use by
Reporter

Next set up your Cyber Hawk scans to work with your Reporter. To do this:

1. Open Cyber Hawk from your Site.

y v

i

>

Cyber Hawk

2. Click Modify next to Scan Configuration.

Scan Configuration:

Local Scan Merge: Frimany Domain
Domains: Comp.Peformancel T.com
IP Range(s): 10.06.0-10.0.7.100

3. Configure your scan. In the Scan Configuration Wizard window, select the option
“‘Upload finished scan to Reporter”.

© 2023 RapidFire Tools, Inc. All rights reserved.
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{© Scan Configuration Wizard Tl |

+ Merge Option Confirm

" Active Diractory Prees Finch 0 saveyour etings. U he Beck utonto goback and mody
seitings

" Local Domains

" Additional Credentials

+" IPRanges

" SNMP Information
" File Scanner
" VMware

Confirm

Upload finished scan to Reporter

4. (OPTIONAL) Next, configure your Remote Data Collector Scan Tasks. See
Configure Remote Data Collector Scans for more details.

Note: You can generate Network Assessment and Security Assessment
reports using Cyber Hawk. Use Cyber Hawk to enhance your reports with an
Internal Vulnerability Scan.

However, for SQL, Exchange, HIPAA, and PCIl assessments, you will need to
use the Remote Data Collector.

Important: Schedule your Cyber Hawk and Remote Data Collector scan tasks a few
hours BEFORE your Reporter tasks. This will ensure your automated reports always
contain the latest and best data.

Step 3 — Set up Reporter to Automatically Generate Reports

The last step is to configure your Reporter tasks for automated reports.

1. Open your active assessment project and click the Reporter icon.

=0
[/ [-"
Reporter

© 2023 RapidFire Tools, Inc. All rights reserved.
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2. (Optional) If you want to set up an automated External Vulnerability Scan, click the
Create Scan Task button and select the Reporter (NOT the Remote Data
Collector). Then configure your External Vulnerability Scan.

Active Project -
N iﬁ} Settings

!‘ ] = 81 Create Scan Task - x
AN | Tasks Creste Report Tasks  Creat

hived Projects

Select Reporter or Remote Data Collector that

= will perfomm this scan task:

Ed
E A % Scheduled Tasks

NDATH (Reporter)

ROC- {Remote Data Calectar)

Generated
Reports

"

3. Once you've created your optional external vulnerability scan, click Create Report
Tasks. Use the wizard to create your report tasks.

I
g_ Tasks Create Scan Tasks Create Report Tasks Create Export Tasks (BETA)

A
A

e

Scheduled Tasks

Use the Internal Vulnerability Scan performed by Cyber Hawk to generate
an automated Internal Vulnerability Scan Report.

Metwork Securty Exchange SQL Server HIPAA PCI

----- |:| | Share Pemission Report by User Excel (xdsx)
----- [1 ' Bdemal Vulnerabilty Scan Detail Report (. docx)
----- | Extemnal Vulnerabilty Scan Detail by lssue Report { docx)
----- | External Network Vulnerabilties Summary Report { doczx)
----- |:| | Extemal Vulnerability Scan Detail Excel (xdsx)
----- [ag' Intemal Vulnerability Scan Detail by lssue Report (.docx)
----- [1 ' Login Failures by Computer Report {.docx)
----- [0 7 Login History by Computer Report {docx)

1 9 1lesr Behavine Snahsic Beno § daerd

Note: Once you create scan and report tasks, click Schedule to set a time and
day for them to regularly occur.

See also:

© 2023 RapidFire Tools, Inc. All rights reserved.

275



Reporter — User Guide Network Detective

+ Configure Reporter to Access Scan Data and Generate Reports

o Setting Up Automatic Reports by Assessment Module

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Pre-Scan Network Configuration Checklist

RapidFire Tools products can gather a great deal of information from the target network
with little advance preparation —and with very little footprint! However, if you are having

trouble with scans, or you have the ability to configure the target network in advance, we
recommend the settings below.

These checklists detail the recommended network configurations for both Windows
Domain and Workgroup environments.

Reporter — User Guide

Note: You must have the .NET 3.5 framework installed on machines in order to use all
data collector and server/appliance tools.

Checklist for Domain Environments

Share this checklist with your IT Administrator and ask them to configure your network's
Domain Controller as follows:

Complete ‘ Domain Configuration

GPO Configuration for Windows Firewall (Inbound Rules)

O

Allow Windows Management Instrumentation (WMI) service to operate through
Windows Firewall

This includes the following rules:

» Windows Management Instrumentation (ASync-In)
» Windows Management Instrumentation (WMI-In)
* Windows Management Instrumentation (DCOM-In)

Allow File and printer sharing to operate through Windows Firewall

This includes the following rules:

 File and Printer Sharing (NB-Name-In)
 File and Printer Sharing (SMB-In)
 File and Printer Sharing (NB-Session-In)

O

Enable Remote Registry “read only” access on computers targeted for scanning.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Complete ‘ Domain Configuration

Note: Remote Registry access should be restricted for use by the user access
account credentials to be used during network and local computer scan.

Enable the Internet Control Message Protocol (ICMP) to allow authorized ICMP echo
request messages and ICMP echo reply messages to be sent and received by
Windows computers and network devices.

Windows firewall rules on Windows computers may need to be created/enabled to
allow a computer:

« operating a Kaseya-RapidFire Tools product network data collector to
issue ICMP echo request messages to be sent to Windows computers
and network devices

» to send ICMP echo reply messages in response to an ICMP echo request

Note: ICMP requests are used to detect active Windows computers and network
devices to scan.

GPO Configuration for Windows Services

Windows Management Instrumentation (WMI)
« Startup Type: Automatic

Windows Update Service
« Startup Type: Automatic

Remote Registry
« Startup Type: Automatic

Remote Procedure Call
« Startup Type: Automatic

Network Shares

» Admin$ must be present and accessible using supplied credentials (usually a local
admin or user in the local Computer's Administrative Security group)

RapidFireTools

© 2023 RapidFire Tools, Inc. All rights reserved.

278




Network Detective Reporter — User Guide

Complete ‘ Domain Configuration

3rd Party Firewalls

D * Ensure that 3rd party Firewalls are configured similarly to Windows Firewall rules
described within this checklist.

[ Note: This is a requirment for both Active Directory and Workgroup Networks. ]

Checklist for Workgroup Environments

Before you perform a workgroup assessment, run the following PowerShell commands
on the target network and the machine that will perform the scan. These three
configurations should help you avoid most issues in a workgroup environment. Each
command is followed by an explanation and link to Microsoft documentation.

1.

reg add
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\syst
em /v LocalAccountTokenFilterPolicy /t REG DWORD /d 1 /f

By default, UAC only allows remote administration tasks to be performed by the
Built-in Administrator account. To work around this, this command sets the
LocalAccountTokenFilterPolicy registry key to 1. This allows any local admin to
perform remote administrative tasks (i.e. access to system shares C$, Admin$,
etc.).

https://support.microsoft.com/en-us/help/951016/description-of-user-account-
control-and-remote-restrictions-in-windows

. netsh advfirewall firewall set rule group="windows

management instrumentation (wmi)" new enable=yes

This command creates an Inbound firewall rule to allow access to the WMI service
and namespaces.

https://docs.microsoft.com/en-us/windows/win32/wmisdk/connecting-to-wmi-
remotely-starting-with-vista

3. netsh advfirewall firewall set rule group="File and Printer
Sharing" new enable=Yes
© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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This command creates an Inbound firewall rule which enables File and Printer
Sharing on the machine. File and printer sharing is required in order to access the
Admin$ share on remote machines.

https://answers.microsoft.com/en-us/windows/forum/all/turning-on-file-and-printer-
sharing-windows-10/bb3066eb-f589-4021-8f71-617e70854354

You can also share this checklist with your IT Administrator and ask them to configure
each computer in your workgroup as follows:

Complete? Workgroup Configuration

Network Settings

[:| « Admin$ must be present on the computers you wish to scan, and be
accessible with the login credentials you provide for the scan

I:] * File and printer sharing must be enabled on the computers you wish to scan

D * Ensure the Windows Services below are running and allowed to communicate
through Windows Firewall:

» Windows Management Instrumentation (WMI)

» Windows Update Service

* Remote Registry

* Remote Desktop

* Remote Procedure Call

[:| » Workgroup computer administrator user account credentials.

Note: Before configuring scan settings for workgroups, prepare a list of the
workgroup computer(s) adminstrator user account credentials for entry into the
scan settings wizard.

I:] Enable the Internet Control Message Protocol (ICMP) to allow authorized ICMP
echo request messages and ICMP echo reply messages to be sent and received by
Windows computers and network devices.

Windows firewall rules on Windows computers may need to be created/enabled to
allow a computer:

© 2023 RapidFire Tools, Inc. All rights reserved.
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Complete? Workgroup Configuration

* operating a Kaseya-RapidFire Tools product network data collector to
issue ICMP echo request messages to be sent to Windows computers
and network devices

* to send ICMP echo reply messages in response to an ICMP echo
request

Note: ICMP requests are used to detect active Windows computers and
network devices to scan.
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